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,�DP�YHU\�KDSS\�WR�SUHVHQW�WKH��WK�YROXPH�RI�WKH�SRSXODU�µAdvances in Sensors: Reviews¶�
%RRN�6HULHV�VWDUWHG�E\�WKH�,)6$�3XEOLVKLQJ�LQ�������7RGD\�WKLV�RSHQ�DFFHVV�%RRN�6HULHV�
LV�D�SULPDU\�VHQVRU�UHYLHZ�VRXUFH�SXEOLVKHG�IRU�WKH�VHQVRU�FRPPXQLW\��
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7KH�YHU\�UDSLG�SURJUHVV�LQ�VHQVRU�UHVHDUFK��DSSOLFDWLRQV�DQG�WHFKQRORJLHV�DUH�FRQWLQXLQJ�
GXULQJ�WKH�ODVW�GHFDGH��6HQVRUV�KDYH�EHFRPH�RQH�RI�WKH�PRVW�LPSRUWDQW�DQG�ZLGHO\�XVHG�
FRPSRQHQWV� LQ�YDULRXV�DSSOLFDWLRQV��$FFRUGLQJ� WR�$OOLHG�0DUNHW�5HVHDUFK��$05��� WKH�
JOREDO�PDUNHW�RI�VHQVRUV�DQG�PDLQ�W\SHV�RI�WUDQVGXFHUV�LV�SRLVHG�WR�JURZ�ZLWK�D�FRPSRXQG�
DQQXDO�JURZWK�UDWH�RI��������XQWLO������ZKHQ�WKH�PDUNHW�ZLOO�UHDFK�86������ELOOLRQ��7KH�
LQFUHDVLQJ�XWLOL]DWLRQ�DQG�SHQHWUDWLRQ�RI�,QWHUQHW�RI�7KLQJV��,R7���FRXSOHG�ZLWK�LQFUHDVLQJ�
DXWRPDWLRQ�LQ�YHKLFOHV�DQG�VPDUW�ZHDUDEOH�V\VWHPV�IRU�KHDOWK�PRQLWRULQJ��LV�H[SHFWHG�WR�
DXJPHQW�WKH�JURZWK�RI�WKH�VHQVRU�PDUNHW�RYHU�WKH�IRUHFDVW�SHULRG���
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7RGD\��PRUH�DQG�PRUH�VHQVRU�PDQXIDFWXUHUV�DUH�XVLQJ�PDFKLQH�OHDUQLQJ�WR�VHQVRUV�DQG�
VLJQDO� GDWD� IRU� DQDO\VHV��7KH�PDFKLQH� OHDUQLQJ� DQG� VLJQDO� GDWD� DQDO\VHV� DUH� EHFRPLQJ�
HDVLHU�WKDQ�HYHU��KDUGZDUH�LV�EHFRPLQJ�VPDOOHU�DQG�VHQVRUV�DUH�JHWWLQJ�FKHDSHU��PDNLQJ�
,QWHUQHW� RI� WKLQJV� GHYLFHV�ZLGHO\� DYDLODEOH� IRU� D� YDULHW\� RI� DSSOLFDWLRQV� UDQJLQJ� IURP�
SUHGLFWLYH�PDLQWHQDQFH�WR�XVHU�EHKDYLRU�PRQLWRULQJ��7R�JXDUDQWHH�WKH�VWHDG\�SURJUHVV�LQ�
VHQVRU�PDQXIDFWXULQJ�DQG�GHYHORSPHQW��WKH�VWURQJ�FRQQHFWLRQ�RI�VHQVRU�LQGXVWU\�ZLWK�WKH�
DFDGHP\�LV�QHFHVVDU\��7KH�µAdvances in Sensors: Reviews¶�%RRN�6HULHV�LV�D�VLJQLILFDQW�
WRRO�IRU�VXFK�UHODWLRQVKLS��
�
7KH� �WK� YROXPH� HQWLWOHG� µPhysical and Chemical Sensors: Design, Applications & 
Networks¶� FRQWDLQV� ��� FKDSWHUV� ZLWK� VHQVRU� UHODWHG� VWDWH�RI�WKH�DUW� UHYLHZV� DQG�
GHVFULSWLRQV� RI� ODWHVW� DFKLHYHPHQWV� ZULWWHQ� E\� ��� DXWKRUV�H[SHUWV� IURP� DFDGHPLD� DQG�
LQGXVWU\� IURP� ��� FRXQWULHV�� *HUPDQ\�� +RQJ� .RQJ�� ,QGLD�� 0H[LFR�� 3RODQG�� 3RUWXJDO��
4DWDU�� 6HQHJDO�� 6SDLQ�� 7XUNH\�� 8NUDLQH� DQG� 86$�� ,W� LV� P\� JUHDW� SOHDVXUH� WR� VHH�
,QWHUQDWLRQDO�)UHTXHQF\�6HQVRU�$VVRFLDWLRQ��,)6$��PHPEHUV�DQG�DFWLYH�SDUWLFLSDQWV�RI�
WKH�DQQXDO�,QWHUQDWLRQDO�&RQIHUHQFH�RQ�6HQVRUV�DQG�(OHFWURQLF�,QVWUXPHQWDWLRQ�$GYDQFHV�
�6(,$��DPRQJ�WKH�DXWKRUV��
�
7KH�FRYHUDJH�LQFOXGHV�FXUUHQW�GHYHORSPHQWV�LQ�SK\VLFDO�VHQVRUV��0(06�IORZ�VHQVRUV��
ORDG� VHQVRUV� DQG� J\URVFRSHV��� FKHPLFDO� VHQVRUV� IRU� KXPLGLW\� LQ�JDVHV� DQG� DQWL�FDQFHU�
DJHQWV�� UHDGRXW� FLUFXLWU\� IRU� YDULRXV� 3:0� RXWSXW� VHQVRUV� DQG� WUDQVGXFHUV�� DQG�
DXWRFRQILJXUDEOH�ZLUHOHVV�VHQVRU�QHWZRUNV��
�
7KLV�ERRN�HQVXUHV�WKDW�RXU�UHDGHUV�ZLOO�VWD\�DW�WKH�FXWWLQJ�HGJH�RI�WKH�ILHOG�DQG�JHW�WKH�
ULJKW�DQG�HIIHFWLYH�VWDUW�SRLQW�DQG�URDG�PDS�IRU�WKH�IXUWKHU�UHVHDUFKHV�DQG�GHYHORSPHQWV��
%\� WKLV�ZD\�� WKH\�ZLOO� EH� DEOH� WR� VDYH�PRUH� WLPH� IRU� SURGXFWLYH� UHVHDUFK� DFWLYLW\� DQG�
HOLPLQDWH�URXWLQH�ZRUN��
�
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:LWK�WKLV�XQLTXH�FRPELQDWLRQ�RI�LQIRUPDWLRQ�LQ�HDFK�YROXPH��WKH�‘Advances in Sensors: 
Reviews’ ERRN� 6HULHV� ZLOO� EH� RI� YDOXH� IRU� VFLHQWLVWV� DQG� HQJLQHHUV� LQ� LQGXVWU\� DQG� DW�
XQLYHUVLWLHV��WR�VHQVRUV�GHYHORSHUV��GLVWULEXWRUV��DQG�XVHUV��
�
/LNH�WKH�ILUVW�VL[�YROXPHV�RI�WKLV�ERRN�6HULHV��WKH��WK�YROXPH�DOVR�KDV�EHHQ�RUJDQL]HG�E\�
WRSLFV�RI�KLJK�LQWHUHVW��,Q�RUGHU�WR�RIIHU�D�IDVW�DQG�HDV\�UHDGLQJ�RI�WKH�VWDWH�RI�WKH�DUW�RI�
HDFK�WRSLF��HYHU\�FKDSWHU�LQ�WKLV�ERRN�LV�LQGHSHQGHQW�DQG�VHOI�FRQWDLQHG��$OO�FKDSWHUV�KDYH�
WKH�VDPH�VWUXFWXUH��ILUVW�DQ�LQWURGXFWLRQ�WR�VSHFLILF�WRSLF�XQGHU�VWXG\��VHFRQG�SDUWLFXODU�
ILHOG�GHVFULSWLRQ�LQFOXGLQJ�VHQVLQJ�DSSOLFDWLRQV��(DFK�RI�FKDSWHU�LV�HQGLQJ�E\�ZHOO�VHOHFWHG�
OLVW�RI�UHIHUHQFHV�ZLWK�ERRNV��MRXUQDOV��FRQIHUHQFH�SURFHHGLQJV�DQG�ZHE�VLWHV��
�
7KH�QHZ�ERRN�YROXPH�LV�DOVR�SXEOLVKHG�LQ�WZR�IRUPDWV��HOHFWURQLF��SGI��ZLWK�IXOO�FRORU�
LOOXVWUDWLRQV� DQG� SULQW� �SDSHUEDFN��� ,� VKDOO� JUDWHIXOO\� UHFHLYH� DQ\� DGYLFHV�� FRPPHQWV��
VXJJHVWLRQV�DQG�QRWHV�IURP�UHDGHUV�WR�PDNH�WKH�QH[W�YROXPHV�RI�µ$GYDQFHV�LQ�6HQVRUV��
5HYLHZV¶�ERRN�6HULHV�YHU\�LQWHUHVWLQJ�DQG�XVHIXO��
�
�
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&KDSWHU����
(QHUJ\�(IILFLHQW�.H\�0DQDJHPHQW�3URWRFRO�
IRU�6HFXULQJ�$XWRFRQILJXUDEOH�1HWZRUNV�

&KpULI�'LDOOR��

������,QWURGXFWLRQ�

6HFXULW\� LVVXHV� UHODWHG� WR� FRPPXQLFDWLRQ� LQ� DXWRFRQILJXUDEOH� QHWZRUNV� VXFK�:LUHOHVV�
6HQVRU�1HWZRUNV��:61��DUH�QXPHURXV�DQG�FRPSOH[�>���@��7KLV�FRPSOH[LW\�LV�PRVW�RIWHQ�
OLQNHG�WR�WKH�FRQVWUDLQWV�FRQYH\HG�E\�WKH�VHQVRUV�>�@��,QGHHG��WKH�VHQVRUV�DUH�FKDUDFWHUL]HG�
DV�HQWLWLHV�WKDW�KDYH�ORZ�VWRUDJH�PHPRU\�� ORZ�FRPSXWLQJ�SRZHU�DQG�WKH�EDWWHU\�WKDW� LW�
LQWHJUDWHV� LV� LQ� QR� ZD\� UHFKDUJHDEOH� >�@�� %HFDXVH� RI� LWV� OLPLWDWLRQV�� WUDGLWLRQDO�
FU\SWRJUDSKLF�VROXWLRQV�OLNH�56$�WKDW�UHTXLUH�D�ORW�RI�FDOFXODWLRQV�LQ�WKH�HVWDEOLVKPHQW��
HQFU\SWLRQ�DQG�GHFU\SWLRQ�RI�NH\V�EHFRPH�LQDSSOLFDEOH�IRU�WKLV�W\SH�RI�QHWZRUN�>�@��7KLV�
PHDQV� WKDW� OLJKWZHLJKW� FU\SWRJUDSK\� >����@�� ZKLFK� FRXOG� EH� DQ� DOWHUQDWLYH� WR� WKH� ROG�
FU\SWRJUDSKLF� DOJRULWKPV�� LV� DLPHG� WR� DSSO\� VHFXULW\� PHFKDQLVPV� OLNH� FU\SWRJUDSKLF�
DOJRULWKPV�LQ�:61�ZKLOH�RSWLPL]LQJ�WKH�OLPLWHG�UHVRXUFHV�RI�WKH�VHQVRUV��2SWLPL]DWLRQ�
ZLOO� FRQFHUQ�� DPRQJ� RWKHUV�� VWRUDJH�� PHPRU\�� EDQGZLGWK�� HQHUJ\�� 7KHQ� OLJKWZHLJKW�
FU\SWRJUDSK\�PHFKDQLVPV�DUH�LQWHQGHG�WR�EH�DEOH�WR�DXWKHQWLFDWH�GDWD�WUDQVPLVVLRQ�DV�ZHOO�
DV� D� VRXUFH� RI� GLIIXVLRQ�� WR� HQVXUH� GDWD� LQWHJULW\�� FRQILGHQWLDOLW\�� DQG� DYDLODELOLW\��
0RUHRYHU�� PDQDJLQJ� VFDODELOLW\� RI� DXWRFRQILJXUDEOH� QHWZRUNV� LV� DQ� LPSRUWDQW� LVVXH�
EHFDXVH� VRPHWLPHV� LW� PD\� EH� QHFHVVDU\� WR� DGG� PRUH� QRGHV� ZKLOH� DOVR� HQVXULQJ� WKH�
IUHVKQHVV�RI�GDWD�>����@�DQG�WKH�TXDOLW\�RI�VHUYLFH�LQ�WKH�QHWZRUN��

1HYHUWKHOHVV��PDQ\�DWWDFNV�>�����������@�VWLOO�UHPDLQ�LQ�WKHVH�QHWZRUNV�EHFDXVH�PRVW�RI�
WKH� SURSRVHG� VROXWLRQV� DUH� RIWHQ� OLPLWHG� WR� D� YHU\� SDUWLFXODU� RSHUDWLRQ� �FOXVWHULQJ� [RU�
URXWLQJ�� [RU� GDWD� WUDQVPLVVLRQ�� DQG� GR� QRW� WDNH� LQWR� DFFRXQW� DOO� RSHUDWLRQV� DW��
WKH�VDPH�WLPH��

������������������������������������������������������

&KHULI�'LDOOR�
/DERUDWRLUH� $OJqEUH�� &U\SWRJUDSKLH�� &RGHV� HW� $SSOLFDWLRQV� �/$&&$��� 8)5� 6FLHQFHV� $SSOLTXpHV� HW� GH�
7HFKQRORJLHV��8)5�6$7���8QLYHUVLWp�*DVWRQ�%HUJHU��6DLQW�/RXLV��6pQpJDO�
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:LWK�DOO�WKHVH�FRQVLGHUDWLRQV��ZH�SURSRVH�LQ�WKLV�FKDSWHU��WKH�/RZ�(QHUJ\�6HFXUH�'DWD�
7UDQVPLVVLRQ� 3URWRFRO� �/(6'73�� >��@� ZKLFK� LV� D� QHZ� NH\�PDQDJHPHQW� SURWRFRO� IRU�
RYHUDOO�FOXVWHULQJ�SURFHVV�DQG�GDWD�WUDQVPLVVLRQ�RSHUDWLRQV�LQ�DXWRFRQILJXUDEOH�ZLUHOHVV�
QHWZRUNV�VXFK�DV�:61��

������%DFNJURXQG�DQG�5HODWHG�:RUNV�

0DQ\�FU\SWRJUDSK\�VROXWLRQV��HQFU\SWLRQ�DOJRULWKPV��DXWKHQWLFDWLRQ�DQG�NH\�PDQDJHPHQW�
PHWKRGV��HWF���KDYH�EHHQ�GHVLJQHG�IRU�ZLUHG�QHWZRUNV�EXW�WKHVH�VROXWLRQV�GRW�ZRUN�ZHOO�
LQ�VRPH�ZLUHOHVV�QHWZRUNV�OLNH�0RELOH�$GKRF�1HWZRUNV��0$1(7V��RU�:LUHOHVV�6HQVRU�
1HWZRUNV��:61V���7KH�PRVW�IUHTXHQWO\�SURSRVHG�VROXWLRQV�XVH�PHWKRGV�DQG�VWDQGDUGV�LQ�
VXFK�D�ZD\�WKDW�GRHV�QRW�FRPSOHWHO\�PHHW�WKH�QHHGV�RI�WKH�:61��EHFDXVH�RI�WKH�OLPLWHG�
QRGH�FDSDFLW\�LQ�HQHUJ\�UHVRXUFHV��PHPRU\�DQG�FRPSXWDWLRQ��

7KH� DGDSWDWLRQ� RI� DQ\� FU\SWRJUDSK\� PHFKDQLVP� WR� WKH�:61V� PXVW� FRPSO\� ZLWK� WKH�
IROORZLQJ�FRQGLWLRQV���L��WKH�H[FKDQJH�RI�NH\V�DQG�LQIRUPDWLRQ�FRQFHUQLQJ�WKHLU�FUHDWLRQ�
PXVW� EH� FDUULHG� RXW� UDSLGO\� DQG� VHFXUHO\� VLQFH� WKH� FRPPXQLFDWLRQV� SDVV� YLD� WKH� UDGLR�
VLJQDOV�DQG�FRXOG�EH�LQWHUFHSWHG�DW�DQ\�WLPH���LL��WKH�QDWXUH�RI�WKH�:61�GHSOR\PHQW�IRU�
VRPH�DSSOLFDWLRQV�PDNHV�WKH�QRGHV�YXOQHUDEOH�WR�SK\VLFDO�FDSWXUH��WKH�ORVV�RI�WKHVH�QRGHV�
VKRXOG�QRW�DIIHFW�WKH�VHFXULW\�RI�FRPPXQLFDWLRQV�DFURVV�WKH�HQWLUH�QHWZRUN����LLL��:61�
QRGHV� DUH� NQRZQ� WR� EH� OLPLWHG� LQ� HQHUJ\� UHVRXUFHV�� FRPSXWLQJ� SRWHQF\� DQG� VWRUDJH�
FDSDFLW\��(QHUJ\�VDYLQJ�LQ�:61�LV�D�ELJ�LVVXH�IRU�DQ\�DSSOLFDWLRQ��7KXV��WKH�DUFKLWHFWXUH�
SURSRVHG�IRU�D�JLYHQ�DSSOLFDWLRQ�PXVW�ILQG�D�FRPSURPLVH�EHWZHHQ�WKH�OHYHO�RI�VHFXULW\�
DQG�WKH�WRWDO�FRVW�RI�UHVRXUFH�FRQVXPSWLRQ��)RU�H[DPSOH��WKH�XVH�RI�D�VLQJOH�HQFU\SWLRQ�
NH\� IRU� WKH� HQWLUH� QHWZRUN� FRXOG� KHOS� LQ� UHGXFLQJ� WKH� UHTXLUHG�PHPRU\� TXDQWLW\�� DQG�
HOLPLQDWHV�WKH�FDOFXODWLRQ�RI�GHULYHG�NH\V�DQG�WKXV�DOORZV�HQHUJ\�VDYLQJ��+RZHYHU��WKH�
XVH�RI�VLQJOH�HQFU\SWLRQ�VROXWLRQV�GRHV�QRW�RIIHU�D�JRRG�OHYHO�RI�VHFXULW\�RYHU�WLPH��$Q�
RSSRQHQW�FRXOG�H[WUDFW�WKH�NH\�IURP�D�SK\VLFDOO\�FDSWXUHG�QRGH�DQG�GHFLSKHU�LQIRUPDWLRQ�
WKDW� FLUFXODWHV� LQ� WKH� QHWZRUN�� +HQFH� WKH� QHHG� IRU� FHUWDLQ� DSSOLFDWLRQV� RI� KDYLQJ� D�
VXIILFLHQWO\�VHFXUH�DUFKLWHFWXUH�ZKLOH�UHVSHFWLQJ�WKH�ZHDN�FDSDFLW\�RI�WKH�QRGHV��

7KH�HVWDEOLVKPHQW�RI�D�VHFUHW�NH\�EHWZHHQ�WZR�RU�PRUH�QRGHV�LV�RQH�RI�WKH�PRVW�LPSRUWDQW�
VHFXULW\� VHUYLFHV� WKDW� HQVXUHV� WKH� FRQILGHQWLDOLW\� DQG� LQWHJULW\� LQ� D�:61�� ,Q� RUGHU� WR�
DFKLHYH� WKLV� JRDO� LQ� D� VHFXUH� PDQQHU�� ZH� QHHG� D� NH\� PDQDJHPHQW� SURWRFRO� WKDW� FDQ�
PDQDJH�� �L��SUH�GLVWULEXWLRQ�RI�NH\V�SULRU� WR�QHWZRUN�GHSOR\PHQW�� �LL��HVWDEOLVKPHQW�RI�
NH\V�LQ�D�VHFXUH�ZD\�DIWHU�GHSOR\PHQW��DQG��LLL��WKH�LVVXDQFH��UHQHZDO�DQG�UHYRFDWLRQ�RI�
NH\V� WKURXJKRXW� WKH�QHWZRUN� OLIHWLPH��7KH�G\QDPLF�FKDUDFWHU�RI�NH\�PDQDJHPHQW�ZLOO�
DOORZ�WKH�QHWZRUN�WR�UHPDLQ�VFDODEOH�DQG�WR�EH�DEOH�WR�PDQDJH�WKH�FRPLQJ�DUULYDO�RI�QRGHV�
LQ�WKH�:61�RU�WKH�QRGH�ORVVHV��0RUHRYHU��WKLV�PXVW�QRW�RQO\�HQVXUH�TXLFN�QRGH�LQWHJUDWLRQ�
E\� GHOLYHULQJ� FHUWLILHG� NH\V�� EXW� PXVW� DOVR� SURYLGH� NH\V� UHYRNDWLRQ� RU� UHQHZDO� IRU�
PDLQWHQDQFH�VHUYLFHV��

7KH� HDVLHVW� ZD\� WR� HQFU\SW�GHFU\SW� PHVVDJHV� H[FKDQJHG� EHWZHHQ� QRGHV� UHOLHV� RQ�
V\PPHWULF�NH\�FU\SWRJUDSKLF�V\VWHPV��)RU�VHQVLWLYH�DSSOLFDWLRQV��WKH�V\PPHWULF�NH\�FRXOG�
EH� UHQHZHG�SHULRGLFDOO\� WR�GHDO�ZLWK� VRPH� WKUHDWV� OLNH� HDYHVGURSSLQJ��+RZHYHU�� LI� DQ�
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DWWDFNHU�VXFFHHGV�LQ�UHFRYHULQJ�WKLV�NH\�E\�FDOFXODWLQJ�LW�RU�E\�FDSWXULQJ�D�QRGH��KH�ZRXOG�
EH�DEOH�WR�GHFLSKHU�PHVVDJHV�DQG�FRPSURPLVH�WKH�QHWZRUN�VHFXULW\��

2WKHU�PHWKRGV�DUH�EDVHG�RQ�WKH�PHFKDQLVPV�RI�DV\PPHWULF�NH\�FU\SWRJUDSKLF�V\VWHPV�
LQFOXGLQJ�WKH�FRQFHSW�RI�3XEOLF�.H\�,QIUDVWUXFWXUH��3.,��GHULYHG�IURP�ZLUHG�QHWZRUNV��
)RU�H[DPSOH��VRPH�PHWKRGV�XVH�WKH�EDVH�VWDWLRQ�DV�D�WUXVWHG�WKLUG�SDUW\�WR�UHSODFH�WKH�3.,�
&$� �&HUWLILFDWH� $XWKRULW\��� ,Q� WKLV� ZD\�� WKH� EDVH� VWDWLRQ� ZLOO� EH� UHVSRQVLEOH� IRU�
DXWKHQWLFDWLQJ� DQG� GLVWULEXWLQJ� DXWKHQWLFDWLRQ� NH\V� DIWHU� QHWZRUN� GHSOR\PHQW�� 7KH�
GLIILFXOW\� RI� VXFK� FU\SWRJUDSKLF� PHWKRGV� LV� WR� WDNH� LQWR� DFFRXQW� QHWZRUN� EDQGZLGWK�
OLPLWDWLRQV��DQG�HQHUJ\��PHPRU\�DQG�QRGH�VWRUDJH��

'HSHQGLQJ� RQ� WKH� DSSOLFDWLRQV�� ZH� FRXOG� PHHW� WKH� XVH� RI� V\PPHWULF� FU\SWRJUDSKLF�
V\VWHPV��RU�DV\PPHWULF�FU\SWRJUDSKLF�V\VWHPV�RU�K\EULG�V\VWHPV�ZKLFK�MRLQWO\�XVH� WKH�
V\PPHWULF�DQG�DV\PPHWULF�V\VWHPV��)LJ���������

�

)LJ��������$�FODVVLILFDWLRQ�RI�:61�NH\�PDQDJHPHQW�VFKHPHV��

7KHUH�DUH�RWKHU�FODVVLILFDWLRQ�PHWKRGV��VRPH�RI�ZKLFK�DUH�EDVHG�RQ�WKH�W\SH�RI�DSSURDFK�
VXFK� DV� VKDULQJ� D� NH\� EHWZHHQ� WZR� QRGHV� �3DLU�ZLVH�� RU� EHWZHHQ� PXOWLSOH� QRGHV��
�*URXS�ZLVH��� DQG�RWKHUV�� RQ� WKH� IDFW� WKDW� WKH\� H[SORLW� WKH�SUREDELOLWLHV�� FRPELQDWRULDO��
DQDO\VLV��HWF��

��������6\PPHWULF�.H\�&U\SWRJUDSKLF�6\VWHPV�

6\PPHWULF� NH\� FU\SWRJUDSKLF� VFKHPHV� XVH� D� FRPPRQ� NH\� IRU� ERWK� HQFU\SWLRQ� DQG�
GHFU\SWLRQ�SURFHVVHV�EHWZHHQ�WZR�:61�QRGHV��7KLV�LV�GRQH�LQ�WKUHH�VWHSV��
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�� .H\�SUH�GLVWULEXWLRQ�� WKH� VHW�RI�NH\V�VWRUHG� LQ� WKH�QRGH�PHPRU\�EHIRUH�QHWZRUN�
GHSOR\PHQW�DUH�WKH�NH\�ULQJ�RI�WKH�QRGH��,I�WKHUH�LV�D�FRPPRQ�NH\��RU�6KDUHG�NH\��
EHWZHHQ�WZR�QRGHV��WKHQ�WKH\�FDQ�FUHDWH�D�VHFXUH�OLQN�EHWZHHQ�WKHP��

�� 6KDUHG�NH\�GLVFRYHU\��DIWHU�QHWZRUN�GHSOR\PHQW��D�FRPPXQLFDWLRQ�SURWRFRO�ZLOO�EH�
UHVSRQVLEOH�IRU�WKH�FRPPRQ�NH\�GLVFRYHU\�SURFHVV�EHWZHHQ�WZR�QHLJKERULQJ�QRGHV��

�� 3DWK�NH\�HVWDEOLVKPHQW��LI�WKHUH�LV�QR�FRPPRQ�NH\�EHWZHHQ�WZR�QRGHV�ZDQWLQJ�WR�
FRPPXQLFDWH��WKHQ�ZH�PXVW�ILQG�D�VHFXUH�SDWK�EHWZHHQ�WKHP��7KLV�SDWK�JRHV�WKURXJK�
D�VHW�RI�QRGHV�WKDW�DOUHDG\�FRQWDLQV�VHFXUH�OLQNV��2QFH�WKLV�SDWK�LV�HVWDEOLVKHG��ERWK�
QRGHV�FDQ�XVH�LW�WR�FRPPXQLFDWH�VHFXUHO\��

����������5DQGRP�.H\�3UH�GLVWULEXWLRQ�6FKHPHV�

5DQGRP�NH\� SUH�GLVWULEXWLRQ�PHWKRGV� LQFOXGH�� �L�� 3UREDELOLVWLF�PHWKRGV�� GHILQHG� E\� D�
UDQGRP�VHOHFWLRQ�RI�NH\�VHWV�VHOHFWHG�IURP�D�ODUJH�OLVW�NQRZLQJ�WKDW�WKHUH�DUH�FRPPRQ�
NH\V�EHWZHHQ�LWV�NH\FKDLQV��ZLWK�VRPH�SUREDELOLW\���LL��'HWHUPLQLVWLF�PHWKRGV��LQ�WKLV�FDVH�
WKH�NH\V�VHWV�DUH�JHQHUDWHG�LQ�D�GHWHUPLQLVWLF�ZD\�WR�HQVXUH� WKH�HVWDEOLVKPHQW�RI�VRPH�
OLQNV�EHWZHHQ�WKH�QRGHV��DQG��LLL��7KH�K\EULG�PHWKRGV��ERUQ�IURP�D�FRPELQDWLRQ�RI�WKH�
WZR�SUHYLRXV�PHWKRGV�WR�LQFUHDVH�WKH�FRQQHFWLYLW\�EHWZHHQ�QRGHV�DQG�HQKDQFH�QHWZRUN�
VFDODELOLW\��

������������5DQGRP�.H\�3UH�GLVWULEXWLRQ�ZLWK�3UREDELOLVWLF�0HWKRGV�

Eschenauer et al.� >��@� LQWURGXFH� WKH� LGHD� RI� NH\� SUH�GLVWULEXWLRQ�� EHIRUH� QHWZRUN�
GHSOR\PHQW��)RU�HDFK�QRGH��D�VXEVHW�RI�NH\V�LV�UDQGRPO\�FKRVHQ�IURP�D�ODUJH�VHW�RI�NH\V��
7KLV�LV�GRQH�LQ�VXFK�D�ZD\�WKDW�WZR�QHLJKERULQJ�QRGHV�FRXOG�KDYH�DW�OHDVW�RQH�NH\�FRPPRQ�
ZLWK�VRPH�SUREDELOLW\�DIWHU�GHSOR\PHQW��7KLV�PHWKRG�LV�FRQVLGHUHG�DV�WKH�EDVLF�VFKHPH�
RI�SUREDELOLVWLF�PHWKRGV��7KH�NH\�SUH�GLVWULEXWLRQ�SKDVH�RI�WKH�VFKHPH�LV�FDUULHG�RXW�LQ�
VHYHUDO�VWDJHV��

�� ,W�EHJLQV�E\�JHQHUDWLQJ�D�ODUJH�VHW�P�RI�NH\V��SRRO�RI�NH\V��ZLWK�WKHLU�LGHQWLILHUV��
�� 7KHQ��IRU�HDFK�QRGH�i��D�VXEVHW�ki�RI�NH\V�LV�UDQGRPO\�VHOHFWHG�IURP�P��7KH�NH\ULQJ�

ki� LV� WKHQ� VWRUHG� LQ� WKH� PHPRU\� RI� WKH� QRGH� i�� 7KH� DVVRFLDWLRQ� OLVW� EHWZHHQ� WKH�
LGHQWLILHUV�RI�WKH�NH\ULQJV�DQG�WKH�LGHQWLILHUV�RI�WKH�QRGHV�LV�VWRUHG�LQ�D�FRQWURO�QRGH��
$�VPDOO�QXPEHU�RI�NH\V�VWRUHG�LQ�WKH�QRGHV�ZLOO�SHUPLW�HVWDEOLVKPHQW�RI�FRPPRQ�
NH\�EHWZHHQ�WZR�QRGHV�DIWHU�QHWZRUN�GHSOR\PHQW��

�� 7KH�VHFRQG�SKDVH�RI�WKLV�PHWKRG�LV�WKH�GLVFRYHU\�SURFHVV�RI�FRPPRQ�NH\V��,Q�RUGHU�
WR�GLVFRYHU�LI�D�QHLJKERULQJ�QRGH�VKDUHV�D�FRPPRQ�NH\��D�VRXUFH�QRGH�EURDGFDVWV�WKH�
OLVW�RI�LGHQWLILHUV�RI�LWV�NH\FKDLQ�LQ�SODLQ�WH[W�WR�LWV�QHLJKERUV��(YHQ�LI�WKH�RSSRQHQW�
GLVFRYHUV�WKLV�OLVW��KH�ZLOO�QRW�KDYH�WKH�RSSRUWXQLW\�WR�GLVFRYHU�WKH�NH\V�RI�WKH�OLVW�DQG�
KH�ZLOO�QRW�KDYH�WKH�VKDUHG�NH\�XVHG�IRU�HQFU\SWLRQ��+RZHYHU��LI�KH�FDSWXUHV�WKH�QRGH��
KH�ZLOO�EH�DEOH�WR�GLVFRYHU�WKH�VKDUHG�NH\�DQG�WKHQ�GHFLSKHU�WKH�FRPPXQLFDWLRQV�RI�
WKH�HVWDEOLVKHG�OLQN��
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�� :KHQ�D�QRGH�LV�FDSWXUHG��LWV�NH\FKDLQ�PXVW�EH�UHYRNHG��$�FRQWURO�QRGH��ZKLFK�PD\�
EH�PRELOH��EURDGFDVWV�D�VLJQHG�UHYRFDWLRQ�PHVVDJH�FRQWDLQLQJ�WKH�OLVW�RI�LGHQWLILHUV�
RI� WKH� UHYRNHG� NH\FKDLQ�� ,Q� RUGHU� WR� VLJQ� WKLV� OLVW�� WKH� FRQWURO� QRGH� JHQHUDWHV� D�
VLJQDWXUH� NH\��ZKLFK� LV� HQFU\SWHG�ZLWK� WKH� VKDUHG�NH\�EHWZHHQ� DOO� QRGHV� DQG� WKH�
FRQWURO�QRGH��DQG�WKHQ�VHQGV�LW�LQGLYLGXDOO\��XQLFDVW�PHVVDJH��WR�WKH�QRGHV��7KH�QRGHV�
DUH� WKHQ� DEOH� WR� FKHFN� WKH� VLJQDWXUH� RI� WKH� UHFHLYHG�PHVVDJH�� )LQDOO\�� HDFK� QRGH�
ORFDWHV�WKH�FRPPRQ�LGHQWLILHUV�ZLWK�WKLV�OLVW�DQG�WKHQ�UHPRYHV�WKH�FRUUHVSRQGLQJ�NH\V�
IURP�WKHLU�PHPRU\��

�� 2QFH� D� NH\FKDLQ� LV� UHYRNHG�� VRPH� FUHDWHG� OLQNV� FRXOG� GLVDSSHDU� DQG� WKHQ� DIIHFW�
FRPPXQLFDWLRQV� EHWZHHQ� QRGHV�� %XW�� DIIHFWHG� QRGHV� FDQ� UHFRQILJXUH� PLVVLQJ�
FRPPXQLFDWLRQ� OLQNV� E\� UHVWDUWLQJ� D� QHZ� NH\� HVWDEOLVKPHQW� SKDVH� ZLWK� WKHLU�
QHLJKERUV��7KH�NH\�UHYRFDWLRQ�RQO\�DIIHFWV�D�IHZ�QRGHV�DQG�RQO\�D�VPDOO�SRUWLRQ�RI�
NH\V�LQ�WKHLU�NH\FKDLQ�ZLOO�EH�UHPRYHG��7KLV�LV�QHFHVVDU\�WR�OLPLW�WKH�ULVNV�DVVRFLDWHG�
ZLWK�QRGH�FDSWXUH�DWWDFN��

,Q� WKLV� VFKHPH�� WKH� UHQHZDO�RI�NH\V�RI�D�QRGH� LV�HTXLYDOHQW� WR�D� VHOI�UHYRFDWLRQ�RI� WKH�
VKDUHG�NH\�ZLWK�DQRWKHU�QRGH��7KH�QRGH�UHVXPHV�WKH�GLVFRYHU\�SKDVH�RI�WKH�FRPPRQ�NH\�
ZLWK�LWV�QHLJKERU�ZLWKRXW�LQYROYLQJ�DQ\�FRQWURO�QRGH�LQ�WKH�RSHUDWLRQ��1RWH�WKDW�DIWHU�HDFK�
UHQHZDO�RU�UHYRFDWLRQ�RSHUDWLRQ��D�QRGH�ORVHV�DW� OHDVW�RQH�NH\�WR�LWV�NH\FKDLQ�DQG�PD\�
KDYH�VRPH�DIIHFWHG�FRPPXQLFDWLRQ�OLQNV�ZLWK�RWKHU�QRGHV��RU�QR�FRPPXQLFDWLRQ�OLQN�LQ�
FDVH�RI�H[KDXVWLRQ�RI�WKH�HQWLUH�NH\FKDLQ��

Chan et al.� >��@�ZDV� LQVSLUHG�E\�Eschenauer et al.� >��@�PHWKRG�WR�SURSRVH�D�QHZ�SUH�
GLVWULEXWLRQ� VFKHPH� ZKHUH� WZR� QHLJKERULQJ� QRGHV� PXVW� VKDUH� VHYHUDO� FRPPRQ� NH\V�
LQVWHDG�RI�RQH��7KLV�LQFUHDVHV�WKH�UHVLVWDQFH�DJDLQVW�WKH�QRGH�FDSWXUH�DWWDFN�EHFDXVH�WKH�
DGYHUVDU\�ZLOO�KDYH�PRUH�GLIILFXOW�WR�ILQG�WKH�NH\�HVWDEOLVKHG�ZLWK�DQ�DGMDFHQW�QRGH�DPRQJ�
WKH�FRPPRQ�NH\V��

������������'HWHUPLQLVWLF�.H\V�3UH�GLVWULEXWLRQ�6FKHPHV�

7KHVH�PHWKRGV�KDYH�WKH�DGYDQWDJH�RI�JXDUDQWHHLQJ�IXOO\�FRQQHFWHG�JUDSKV�EHFDXVH�WKH\�
DOORZ�HDFK�QRGH�WR�HVWDEOLVK�D�XQLTXH�NH\�ZLWK�DQ\�RWKHU�QRGH�LQ�WKH�QHWZRUN��+RZHYHU��
WKLV� UHTXLUHV� D� ODUJH� VWRUDJH� FDSDFLW\��.QRZQ� DV� SDLUZLVH� NH\�� HDFK� GLVWULEXWHG� NH\� LV�
XQLTXH� DQG� LV� HVWDEOLVKHG� EHWZHHQ� RQO\� WZR� QRGHV�� 7KHUH� DUH� VHYHUDO� VFKHPHV� IRU�
GLVWULEXWLQJ� V\PPHWULF� NH\V� LQ� D� GHWHUPLQLVWLF� ZD\��:H� FDQ� FODVVLI\� WKHP� LQWR� WKUHH�
FDWHJRULHV�� JULG�EDVHG� VFKHPHV� >���� ��@�� PHWKRGV� EDVHG� RQ� FRPELQDWRULDO� VWUXFWXUHV��
>������@��DQG�PHWKRGV�EDVHG�RQ�WKH�XVH�RI�FRGHV�>��@��

Chan and Perrig�>��@�SURSRVHG�D�JULG�EDVHG�PHWKRG�FDOOHG�3,.(��3HHU�,QWHUPHGLDULHV�IRU�
.H\�(VWDEOLVKPHQW���0RVW�SUREDELOLVWLF�VFKHPHV�UHDOL]H�WKHLU�NH\V�GLVWULEXWLRQ�E\�VWRULQJ�
WKH� NH\V� DFFRUGLQJ� WR� D� FRPSOH[LW\� SURFHVV� RI� RUGHU�O(N)� �ZKHUH�N LV� WKH�PD[LPXP�
QXPEHU�RI�QRGHV�LQ�WKH�QHWZRUN���,Q�DGGLWLRQ��WKH\�RIWHQ�XVH�WKH�EDVH�VWDWLRQ�DV�D�WUXVWHG�
LQWHUPHGLDWH�QRGH��7KLV�UHVXOWV�LQ�DQ�HQHUJ\�RYHUFRQVXPSWLRQ�DV�WKLV�UHTXLUHV�WKDW�PDQ\�
PHVVDJHV�DUH�VHQW�WRZDUGV�WKH�EDVH�VWDWLRQ��
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,Q�RUGHU�WR�VROYH�WKH�SUREOHPV�UHODWHG�WR�WKH�VWRUDJH�RI�D�ODUJH�QXPEHU�RI�NH\V�DQG�WKH�
GHSOHWLRQ�RI�HQHUJ\��3,.(�SURSRVHV�D�GHWHUPLQLVWLF�NH\�HVWDEOLVKPHQW�PHWKRG�WKDW�FDQ�EH�
UHDOL]HG�DFFRUGLQJ�WR�D�FRPSOH[LW\�SURFHVV�RI�RUGHU�O(ξࡺ)��7KLV�PHWKRG�XVHV�RUGLQDU\�
QHWZRUN�QRGHV�DV�WUXVWHG�LQWHUPHGLDULHV��7KH�NH\V�DUH�SUH�GLVWULEXWHG�VR�WKDW�DQ\�SDLU�RI�
QRGHV�A�DQG�B�FDQ�DOZD\V�KDYH�WKH�SRVVLELOLW\�RI�ILQGLQJ�D�QRGH�C�RI�WKH�QHWZRUN�WKDW�
VKDUHV� D�XQLTXH�NH\�ZLWK�A� DQG�B��7KHQ�:LOO�XVH�C� DV�D� WUXVWHG� LQWHUPHGLDWH�QRGH� WR�
WUDQVPLW�WKH�NH\�HVWDEOLVKPHQW�PHVVDJH�WR�B��

,Q�RUGHU�WR�EHWWHU�XQGHUVWDQG�KRZ�WKH�PHWKRG�ZRUNV��ZH�XVH�DQ�H[DPSOH�SURYLGHG�E\�WKH�
DXWKRUV�RI�3,.(�>��@��7KH�)LJ�������VKRZV�D�ORJLFDO�JULG��RU�YLUWXDO�VSDFH��RI�LGHQWLILHUV�
RI�����QRGHV��(DFK�QXPEHU�LQ�WKH�JULG�LV�WKH�LGHQWLILHU�RI�D�QHWZRUN�QRGH��7KLV�VKRZV�WKDW�
WKH�QRGHV����DQG����FDQ�VKDUH�D�XQLTXH�NH\�ZLWK�HDFK�RI�WKH�QRGHV�WKDW�EHORQJ�WR�WKHLU�
FROXPQ� RU� WKHLU� OLQH�� 7KXV�� WKH� QRGHV� ��� DQG� ��� FDQ� DFW� DV� WUXVWHG� LQWHUPHGLDULHV� LQ�
HVWDEOLVKLQJ�NH\V�EHWZHHQ����DQG�����

�

)LJ��������9LUWXDO�VSDFH�RI�QRGH�LGHQWLILHUV�LQ�D�QHWZRUN�RI�����QRGHV�>��@��

(DFK�QRGH�LQ�)LJ�������ZLOO�EH�ORDGHG�ZLWK����NH\V����NH\V�IRU�WKH�QRGHV�EHORQJLQJ�WR�LWV�
OLQH�DQG���NH\V� IRU� WKH�QRGHV�EHORQJLQJ� WR� LWV� FROXPQ���7R�JHQHUDOL]H�� HDFK�QRGH�RI�D�
QHWZRUN�RI�VL]H�N�LV�ORDGHG�ZLWK�૛ሺξࡺ െ ૚)�GLVWLQFW�NH\V��2QFH�WKH�WUXVWHG�LQWHUPHGLDU\�
C�KDV�EHHQ�FKRVHQ��JHRJUDSKLFDOO\�FORVHU�WR�A�DQG�B���A�HQFU\SWV�D�QHZ�V\PPHWULF�NH\�
kA,B�WR�EH�VKDUHG�ZLWK�B�XVLQJ�LWV�FRPPRQ�NH\�ZLWK�C DQG�VHQGV�LW�WR�C��$W�WKH�UHFHSWLRQ��
C�GHFU\SWV�WKH�PHVVDJH�DQG�UHWULHYHV�WKH�NH\�kA,B��7KHQ��C�UH�HQFU\SWV�LW�ZLWK�WKH�FRPPRQ�
NH\�VKDUHG�ZLWK�B�EHIRUH�VHQGLQJ�LW�WR�B��)LQDOO\��B�UHFHLYHV�WKH�VKDUHG�NH\�kA,B�ZLWK�A�
E\�GHFU\SWLQJ�WKH�PHVVDJH�UHFHLYHG�IURP�C�XVLQJ�WKH�XQLTXH�NH\�VKDUHG�ZLWK�C.�)LQDOO\��
WKH�QRGH�B�VHQGV�DQ�DFNQRZOHGJPHQW�WR�WKH�QRGH�A��(DFK�PHVVDJH�LV�DFFRPSDQLHG�E\�D�
MAC��PHVVDJH�DXWKHQWLFDWLRQ�FRGH��WR�FKHFN�LWV�LQWHJULW\��

1RWH� WKDW� 3,.(� PLQLPL]HV� NH\� VWRUDJH� LQ� QRGH� PHPRU\� EHIRUH� QHWZRUN� GHSOR\PHQW�
FRPSDUHG�WR�RWKHU�PHWKRGV��+RZHYHU��WKH�QXPEHU�RI�PHVVDJHV�H[FKDQJHG�GXULQJ�WKH�NH\�
HVWDEOLVKPHQW�SURFHVV�KDV�WKH�GLVDGYDQWDJH�RI�FRQVXPLQJ�PRUH�HQHUJ\�DQG�WLPH��3,.(�
SURSRVHG�WKH�XVH�RI�QHWZRUN�QRGHV�DV�WUXVWHG�LQWHUPHGLDULHV�LQ�SODFH�RI�WKH�EDVH�VWDWLRQ��
7KLV�KDV� WKH�DGYDQWDJH� WR�DYRLG�H[KDXVWLRQ�EDWWHU\�RI� WKH�QRGHV� ORFDWHG�QHDU� WKH�EDVH�
VWDWLRQ��+RZHYHU��WKLV�VROXWLRQ�FRXOG�KDYH�D�GLVDGYDQWDJH��EHFDXVH�DQ\�WKUHDW�DJDLQVW�WKH�
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WUXVWHG�LQWHUPHGLDWH�QRGHV�RI�A�DQG�B�FRXOG�GHVWUR\�WKH�VHFXULW\�RI�PHVVDJHV�H[FKDQJHG�
EHWZHHQ�A�DQG�B��

Liu et al.�>��@�KDV�SURSRVHG�D�VLPLODU�JULG�EDVHG�DSSURDFK�WR�Chan and Perrig�>��@�ZKHUH�
WKH�PDLQ� LGHD� LV� EDVHG� RQ� WKH� ORFDWLRQ� RI� WKH� QRGHV� JURXSLQJ� WKHP� LQ�n� JURXSV� HDFK�
FRQWDLQLQJ�D�QXPEHU�m�RI�QRGHV��7KH�SUH�GLVWULEXWLRQ�VFKHPH�HVWDEOLVKLQJ�D�XQLTXH�VKDUHG�
NH\�EHWZHHQ�WZR�QRGHV�RI�WKH�VDPH�JURXS�LV�FDOOHG��LQ�JURXS�SUH�GLVWULEXWLRQ���:KLOH�WKH�
SUH�GLVWULEXWLRQ� VFKHPH� HVWDEOLVKLQJ� D� VLQJOH� VKDUH� NH\� EHWZHHQ� WZR� JURXSV� LV� FDOOHG�
�FURVV�JURXS�SUH�GLVWULEXWLRQ���7KH�LQ�JURXS�SUH�GLVWULEXWLRQ�VFKHPH�FRXOG�WKHQ�EH�DQ\�RI�
WKH�H[LVWLQJ�SUH�GLVWULEXWLRQ�VFKHPHV��,Q�>��@��{Di}i = 1,2,…,n�DUH�GHILQHG�DV�LQVWDQFHV�RI�DQ�
H[LVWLQJ�LQ�JURXS�SUH�GLVWULEXWLRQ�{Gi}i = 1,2,…,n��:KLOH�ሼ࢏ࡰ

ᇱሽi = 1,2,…,m�DUH�GHILQHG�DV�LQVWDQFHV�
RI� D� FURVV�JURXS� SUH�GLVWULEXWLRQ� ሼ࢏ࡳ

ᇱሽ i = 1,2,…,m�� 7KLV� VFKHPH� PXVW� PHHW� ERWK� RI� WKH�
IROORZLQJ� FRQGLWLRQV�� �L�� HDFK� ࢏ࡳ

ᇱ �FRQWDLQV� H[DFWO\� RQH� QRGH� RI� D� JURXS� DQG��
�LL�� ǡ݅�׊ ݅�ݐ݄ܽݐ�݄ܿݑݏ�݆ ് ݆ǡ ௜ܩ�݄݊݁ݐ

ᇱ ת ௝ܩ
ᇱ � ൌ ௜ܩ�ห݀݊ܽ�׎�

ᇱ ת ௝ܩ
ᇱห � ൌ �ͳ �� 7KXV�� HDFK��

FURVV�JURXS�FRQVWLWXWHV�D�SRWHQWLDO�OLQN�IRU�DQ\�SDLU�RI�WZR�LQ�JURXS��

����������6FKHPHV�%DVHG�RQ�WKH�%DVH�6WDWLRQ�3DUWLFLSDWLRQ�RU�RQ�D�0DVWHU�.H\��
3UH�GLVWULEXWLRQ�

Perrig et al.� >��@�KDYH�SURSRVHG� WKH�63,16�SURWRFRO�ZKLFK� LV�EDVHG�RQ� WZR�SURWRFROV��
6HQVRU�1HWZRUN�(QFU\SWLRQ�3URWRFRO��61(3��DQG�ȝ7(6/$��61(3�HQVXUHV�FRQILGHQWLDOLW\�
DQG� DXWKHQWLFDWLRQ� RI� GDWD� H[FKDQJHG� EHWZHHQ� WZR� QRGHV� E\� DGGLQJ� �� E\WHV� WR� HDFK�
PHVVDJH��$V�IRU�ȝ7(6/$��ZKLFK�LV�DQ�H[WHQGHG�YHUVLRQ�RI�7(6/$�>��@��LW�RQO\�HQVXUHV�
WKH�DXWKHQWLFDWLRQ�RI�EURDGFDVW�SDFNHWV��61(3�UHOLHV�RQ�WKH�XVH�RI� WKH�5&��HQFU\SWLRQ�
DOJRULWKP�E\�XVLQJ�LW�LQ�&75��&RXQ7H5��PRGH��$W�WKH�EHJLQQLQJ�RI�WKH�GHSOR\PHQW��WKH�
QHWZRUN� WRSRORJ\�RQO\�DOORZV�FRPPXQLFDWLRQV�EHWZHHQ� WKH�VHQVRU�QRGHV�DQG� WKH�EDVH�
VWDWLRQ��$IWHU�QHWZRUN�GHSOR\PHQW��63,16�LQWURGXFHV�D�PHWKRG�IRU�H[WHQGLQJ�HVWDEOLVKHG�
WUXVW� EHWZHHQ� QRGHV� DQG� WKH� EDVH� VWDWLRQ� WR� RWKHU� FRPPXQLFDWLRQ� OLQNV� EHWZHHQ��
UHJXODU�QRGHV��

7KH�SURWRFRO�FRQVLVWV�LQ�VWRULQJ�D�PDVWHU�SUH�VKDUHG�VHFUHW�NH\��X��LQ�WKH�VHQVRU�QRGH�DQG�
LQ�LWV�EDVH�VWDWLRQ��$IWHU�QHWZRUN�GHSOR\PHQW��D�QRGH�A�DQG�D�EDVH�VWDWLRQ�BS�HDFK�GHULYH�
WZR�VHFUHW�NH\V�IURP�WKH�PDVWHU�SUH�VKDUHG�NH\��XA,BS = XBS,A���WKH�QRGH�A�JHWV�KA,BS�DQG�
K'A,BS�DQG�WKH�QRGH�BS�JHWV�KBS,A�DQG�K'BS,A��7KH�ILUVW�NH\�LV�XVHG�IRU�HQFU\SWLRQ�DQG�WKH�
VHFRQG�LV�GHGLFDWHG�WR� WKH�FDOFXODWLRQ�RI� WKH�PHVVDJH�DXWKHQWLFDWLRQ�FRGH��0$&���.H\�
GHULYDWLRQ�LV�GRQH�E\�XVLQJ�D�SVHXGR�UDQGRP�IXQFWLRQ��6LQFH�WKH�WZR�QRGHV�VKDUH�WKH�VDPH�
PDVWHU�NH\�DQG�WKH�VDPH�GHULYDWLRQ�IXQFWLRQ��HDFK�QRGH�ZLOO�IRUZDUG�WKH�VHFUHW�NH\V�RI�
WKH� RWKHU� WR� EH� DEOH� WR� GHFU\SW� DQG� FKHFN� WKH� UHFHLYHG� PHVVDJHV�� ,QVWHDG� RI� VHQGLQJ�
FRXQWHUV� ZLWK� PHVVDJHV�� A� DQG� B� VKDUH� WZR� FRXQWHUV� �RQH� IRU� HDFK� GLUHFWLRQ� RI�
FRPPXQLFDWLRQ���&RXQWHUV�DUH�V\QFKURQL]HG�XVLQJ�D�FRXQWHU�H[FKDQJH�SURWRFRO�DV�VKRZQ�
LQ�)LJ��������CA�DQG�CB�DUH�WKH�UHVSHFWLYH�FRXQWHUV�RI�WKH�QRGHV�A�DQG�B��%RWK�FRXQWHUV�
DUH�QRW�VHFUHW��VR�A�FDQ�VHQG�KLV�FRXQWHU�WR�B�LQ�D�FOHDU�WH[W��$W�WKH�UHFHSWLRQ��B�VHQGV�LWV�
FRXQWHU�DFFRPSDQLHG�E\�WKH�PHVVDJH�DXWKHQWLFDWLRQ�FRGH��0$&��RI�WKH�FRPELQDWLRQ�RI�
WKH� WZR� FRXQWHUV��7KXV��A�ZLOO� EH� DEOH� WR� FKHFN� WKH� LQWHJULW\� RI�CB�� ,W� WKHQ� VHQGV� WKH�
PHVVDJH�DXWKHQWLFDWLRQ�FRGH�RI�WKH�FRPELQDWLRQ�RI�WKH�WZR�FRXQWHUV�WR�B�VR�WKDW�LW�FDQ�
FKHFN�WKH�LQWHJULW\�RI�CA��
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7KLV� FRXQWHU� VKDULQJ�PHWKRG� VDYHV� HQHUJ\� LQ� D�JRRG�ZD\�E\� UHSODFLQJ� WKH� VHQGLQJ�RI�
FRXQWHUV�LQ�HDFK�PHVVDJH�ZLWK�D�0$&�FDOFXODWLRQ�DQG�FRXQWHU�V\QFKURQL]DWLRQ��1RWH�WKDW�
WKLV�PHWKRG�FDQ�RQO\�EH�EHQHILFLDO�LI�WKH�WZR�FRPPXQLFDWLQJ�QRGHV�KDYH�D�ORW�RI�GDWD�WR�
H[FKDQJH�� ,Q�DGGLWLRQ�� HDFK�FRPPXQLFDWLRQ�QHHGV� WZR� V\QFKURQL]HG�FRXQWHUV� �RQH�SHU�
FRPPXQLFDWLRQ�GLUHFWLRQ���DQG�WKLV�FRXOG�RYHUORDG�WKH�FDOFXODWLRQ�DQG�PHPRU\�VWRUDJH�RI�
WKH�QRGHV��

�

)LJ��������&RXQWHU�H[FKDQJH�SURWRFRO��

Zhu et al.�>��@�SURSRVH�WKH�/($3�SURWRFRO��D�:61�DXWKHQWLFDWLRQ�DQG�NH\�PDQDJHPHQW�
SURWRFRO��/($3�UHOLHV�RQ� WKH�XVH�RI� IRXU� W\SHV�RI�NH\V�SHU�QRGH�� �L��DQ� LQGLYLGXDO�NH\�
VKDUHG�ZLWK� WKH�EDVH� VWDWLRQ�� �LL��D�XQLTXH�NH\�VKDUHG�ZLWK�DQRWKHU�QRGH�� �LLL��D� VKDUHG�
FOXVWHU�NH\�ZLWK�LWV�QHLJKERULQJ�QRGHV�RI�WKH�VDPH�FOXVWHU���LY��DQG�D�JURXS�VKDUHG�NH\��
ZLWK�DOO�WKH�QRGHV�RI�WKH�QHWZRUN��7KH�QHWZRUN�FRQWUROOHU�JHQHUDWHV�DQ�LQLWLDO�PDVWHU�NH\�
DQG� VWRUHV� LW� LQ� HDFK� QRGH� PHPRU\� EHIRUH� QHWZRUN� GHSOR\PHQW�� $IWHU� WKH� QHWZRUN�
GHSOR\PHQW�� HDFK� QRGH� u� RI� WKH� QHWZRUN� GHULYHV� IURP� WKLV� NH\� LWV� RZQ� PDVWHU� NH\��
Ku = fKi(u)��7KHQ�LW�EURDGFDVWV�D�+(//2�PHVVDJH�FRQWDLQLQJ�LWV�LGHQWLILHU�WR�LWV�QHLJKERUV�
�u ĺ *: u���:KHQ�LW�UHFHLYHV�DQ�$&.�IURP�D�QHLJKERU�v�(v ĺ u: v, MAC (Kv’ uŇv))��LW�
ZLOO�EH�DEOH�WR�YHULI\�LWV�LGHQWLW\�E\�ILUVWO\�FRPSXWLQJ�Kv = fKi (v)�DQG�WKHQ�WKH�0$&��2QFH�
WKH�LGHQWLW\�RI�v�LV�YHULILHG��u�FDOFXODWHV�LWV�XQLTXH�NH\�VKDUHG�ZLWK�LW�Kuv = fKv (u)��7KH�
QRGH� v� FDQ� WKHQ� FDOFXODWH� WKLV� NH\� LQ� WKH� VDPH� ZD\�� 1RWH� WKDW� u� GRHV� QRW� QHHG� WR�
DXWKHQWLFDWH�WR�v�EHFDXVH�DXWKHQWLFDWLRQ�ZLOO�EH�LPSOLFLW�ZKHQ�VHQGLQJ�HQFU\SWHG�PHVVDJHV�
XVLQJ� WKH� FRPPRQ� NH\�� $IWHU� D� FHUWDLQ� WLPH� GHILQHG� DW� WKH� EHJLQQLQJ� RI� WKH� QHWZRUN�
GHSOR\PHQW��WKH�QRGH�u�ZLOO�UHPRYH�WKH�LQLWLDO�PDVWHU�NH\�DQG�WKH�NH\V�IRUPHUO\�FDOFXODWHG�
IURP�LWV�QHLJKERULQJ�QRGHV��WKH�Kv���,W�NHHSV�RQO\�LWV�LQGLYLGXDO�NH\�DQG�WKH�XQLTXH�NH\V�
VKDUHG�ZLWK�LWV�QHLJKERUV��6XSSRVH�D�QRGH�u�LV�D�FOXVWHU�KHDG�VHQGLQJ�D�FOXVWHU�NH\�WR�LWV�
QHLJKERU�QRGHV�v1, v2,…, vm��,W�ILUVW�JHQHUDWHV�D�UDQGRP�NH\ࢉ࢛ࡷ� ��,W�WKHQ�HQFU\SWV�LW�E\�
XVLQJ� WKH� NH\� VKDUHG� ZLWK� HDFK� vi(1 �i � m)� EHIRUH� VHQGLQJ� LW� LQ� D� XQLFDVW� ZD\��
vi�u�ĺ�vi�ࢉ࢛ࡷ�� �Ku,vi���,Q�RUGHU�WR�GLVWULEXWH�JURXS�NH\V�VKDUHG�E\�WKH�HQWLUH�QHWZRUN��/($3�
DGDSWV�WKH�ȝ7(6/$�SURWRFRO��)LQDOO\��/($3�XVHV�WKH�5&��DOJRULWKP�IRU�HQFU\SWLRQ�DQG�
XVHV�WKH�&%&�0$&�PRGH�IRU�PHVVDJH�DXWKHQWLFDWLRQ��
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��������$V\PPHWULF�.H\�&U\SWRJUDSKLF�6\VWHPV�

����������3.,�%DVHG�6FKHPHV�

7KH�6..(�DOJRULWKP�LV�D�V\PPHWULFDO�SURWRFRO�SURSRVHG�E\�WKH�=LJ%HH�$OOLDQFH�ZKLFK�
UHOLHV�RQ�WKH�XVH�RI�D�PDVWHU�NH\�WR�FUHDWH�D�FRPPRQ�NH\��/.��VKDUHG�EHWZHHQ�DQ\�WZR�
QRGHV�RI�WKH�QHWZRUN��7KHUHIRUH��LI�WKH�PDVWHU�NH\�LV�FRPSURPLVHG��WKH�/.�NH\�PD\�EH�
FRPSURPLVHG�DV�ZHOO��,Q�RUGHU�WR�VROYH�WKLV�LVVXH��D�QHZ�SURWRFRO�KDV�HPHUJHG��WKH�3..(�
>��@�SURWRFRO�EDVHG�RQ�WKH�XVH�RI�SXEOLF�NH\V�LQIUDVWUXFWXUH��3.,���$V�WKH�FUHDWLRQ�RI�SXEOLF�
NH\V�UHOLHV�RQ�VWDWLF�GDWD�WKDW�KDV�D�VKRUW�OLIHWLPH��DQG�QRW�RQ�WKH�FRQILGHQWLDOLW\�RI�D�PDVWHU�
NH\��VR�LWV�FRPSURPLVLQJ�ZLOO�QRW�QHFHVVDULO\�DIIHFW�WKH�/.�NH\��

7KH�)LJ�������VKRZV�WKH�/.�NH\�HVWDEOLVKPHQW�IROORZLQJ�WKH�3..(�SURWRFRO�VWHSV��7KLV�
LV�GRQH�LQ�IRXU�VWDJHV��7KH�ILUVW�VWHS�LV�WR�H[FKDQJH�VWDWLF�GDWD��Su, Sv��FRXSOHG�ZLWK�GDWD�
JHQHUDWHG�E\�u�DQG�v�GXULQJ�D�VKRUW�WLPH��Eu, Ev����Su, Sv��LV�D�FRPELQDWLRQ�RI�WKH�QRGH�
DGGUHVVHV��QRGH�LGHQWLILHUV��ZLWK�WKHLU�VWDWLF�SXEOLF�NH\��Eu DQG�Ev�DUH�SXEOLF�NH\�SDLUV�
UDQGRPO\�JHQHUDWHG�IRU�D�VKRUW�WLPH��7KH�VHFRQG�VWHS�RI�WKH�3..(�SURWRFRO�LV�WR�XVH�D�
IXQFWLRQ��.H\%LW*HQ�IXQFWLRQ��WKDW�SURGXFHV�WKH�VDPH�NH\V�RQ�ERWK�VLGHV��7KLV�IXQFWLRQ�
LV�EDVHG�RQ�WKH�XVH�RI�WKH�(&049��(OOLSWLF�&XUYH�0HQH]HV�4X�9DQVWRQH��NH\�VKDULQJ�
PHWKRG�VSHFLILHG�LQ�>��@��7KH�WKLUG�VWHS�LV�WR�GHULYH�WKH�WZR�NH\V�0DFNH\�DQG�NH\'DWD��
DQG� WR� FRPSXWH� WKH� 0$&� RQ� ERWK� VLGHV�� 7KH� ODVW� VWHS� RI� WKH� SURWRFRO� FRQVLVWV� LQ�
H[FKDQJLQJ�WKH�FRPSXWHG�0$&�WR�KDYH�WKHP�FKHFNHG�E\�ERWK�u�DQG�v��2QFH�WKH�0$&�
DUH�YHULILHG��WKHQ�.H\'DWD�ZLOO�EH�WKH�VKDUHG�V\PPHWULF�NH\��

�

)LJ��������/.�NH\�HVWDEOLVKPHQW�IROORZLQJ�WKH�3..(�SURWRFRO�VWHSV��
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$V�\RX�FDQ�VHH�� WKH�GLIIHUHQFH�EHWZHHQ�WKH�3..(�DV\PPHWULF�SURWRFRO�DQG�WKH�6..(�
V\PPHWULF�SURWRFRO�OLHV�LQ�WKH�XVH�RI�DQ�(&049�DV\PPHWULF�PHFKDQLVP�E\�3..(�LQ�
RUGHU�WR�DYRLG�WKH�XVH�RI�D�SUH�GLVWULEXWHG�PDVWHU�NH\�ZKLFK�FRXOG�EH�FRPSURPLVHG�DQG�
WKXV�GHVWUR\�WKH�RYHUDOO�VHFXULW\�RI�WKH�QHWZRUN��

2Q� LWV� VLGH�� WKH� &%.(� >��@� �&HUWLILFDWH�%DVHG� .H\�(VWDEOLVKPHQW�� SURWRFRO� DLPV� WR�
LPSOHPHQW� WKH�XVH�RI�GLJLWDO� FHUWLILFDWHV� VLJQHG�E\�D� WUXVWHG�FHUWLILFDWH�DXWKRULW\� �&$���
(DFK�QRGH�RI�WKH�QHWZRUN�KDV�D�SULYDWH�NH\�DQG�D�SXEOLF�NH\�HPEHGGHG�ZLWK�D�FHUWLILFDWH�
VLJQHG�E\�WKH�&$��&HUWLILFDWHV�FRQWDLQ�VSHFLILF�LQIRUPDWLRQ�VXFK�DV�QHWZRUN�,'��YDOLGLW\�
GDWH��QRGH�FODVV��DQG�VR�RQ��7KH�&%.(�SURWRFRO�KDV�D�VWUXFWXUH�LGHQWLFDO�WR�WKDW�RI�3..(�
EXW�KHUH�FHUWLILFDWHV� �CERTu, CERTv��DUH�XVHG� LQVWHDG�RI� WKH�SXEOLF�NH\V��Eu, Ev���7KH�
VLJQDWXUH�RI�WKH�&$�LV�YHULILHG�XSRQ�UHFHSWLRQ�RI�WKH�FHUWLILFDWHV�E\�u�DQG�v��

����������1RGH�,GHQWLW\�%DVHG�6FKHPHV�

7KH�JRDO� RI� WKH� DXWKRU� RI� WKH� ,%&� �,GHQWLW\�%DVHG�&U\SWRJUDSK\��PHWKRG� >��@�ZDV� WR�
LQWURGXFH� D� QHZ� W\SH� RI� FU\SWRJUDSKLF� PHWKRGV� ZKLFK� DUH� DEOH� WR� SURYLGH� WKH� VDPH�
FU\SWRJUDSKLF� VHUYLFHV� DV� D�3.,�ZLWKRXW� WKH�QHHG�� �L�� WR� H[FKDQJH�SULYDWH�SXEOLF�NH\V���
�LL�� WR�VWRUH�FUHDWHG�NH\�GLUHFWRULHV� LQ�QRGH�PHPRULHV�� �LLL��QRU� WR�XVH� WKH�VHUYLFHV�RI�D�
WUXVWHG�WKLUG�SDUW\��7KH�,%&�SURWRFRO�LV�EDVHG�VROHO\�RQ�WKH�LQIRUPDWLRQ�RI�WKH�LGHQWLW\�RI�
WKH� SHUVRQ� �QDPH� FRPELQDWLRQ�� VRFLDO� VHFXULW\� QXPEHU�� WHOHSKRQH� QXPEHU�� HWF���� 7KLV�
PHWKRG� H[SORLWV� WKH� SULQFLSOH� RI� LVVXLQJ� VPDUW� FDUGV� FRQWDLQLQJ� D� SULYDWH� NH\� WKDW�
FRUUHVSRQGV� WR� WKH� SHUVRQDO� LQIRUPDWLRQ� RI� WKH� XVHU� LWVHOI�� 6R�� LI�%RE�ZDQWV� WR� VHQG� D�
PHVVDJH� WR�$OLFH�� WKHQ�KH�KDV�RQO\� WR� VLJQ� WKH�PHVVDJH�ZLWK�KLV�SULYDWH�NH\�DQG� WKHQ�
HQFU\SWV� WKH� UHVXOW� ZLWK� WKH� SXEOLF� LQIRUPDWLRQ� RI� $OLFH� EHIRUH� VHQGLQJ� LW�� 8SRQ� WKH�
UHFHSWLRQ�RI�WKH�PHVVDJH��$OLFH�GHFU\SWV�LW�ZLWK�KHU�SULYDWH�NH\�DQG�FKHFNV�%RE
V�VLJQDWXUH�
XVLQJ�%RE
V�SHUVRQDO�SXEOLF� LQIRUPDWLRQ��7KH�V\VWHP� LPSOHPHQWDWLRQ� UHTXLUHV�D�SXEOLF�
NH\� VFKHPD� WR� JHQHUDWH� WKH� SULYDWH� NH\V�� 7KLV� V\VWHP� KDV� EHHQ� XVHG� WR� GHYHORS� QHZ�
HQFU\SWLRQ� V\VWHPV� VXFK� DV� WKH� ,GHQWLW\�%DVHG� (QFU\SWLRQ� �,%(�� FU\SWRJUDSK\��
V\VWHP�>��@��

7KH�3..(�DQG�&%.(�SURWRFROV�XVH�WKH�LGHQWLW\�RI�WKH�QRGHV�LQ�WKHLU�NH\�HVWDEOLVKPHQW�
PHWKRGV��7KH�JRDO�LV�WR�XVH�WKHVH�LGHQWLWLHV�WR�FUHDWH�D�XQLTXH�VKDUHG�NH\�EHWZHHQ�HDFK�
SDLU�RI�QRGHV� LQ� WKH�QHWZRUN��+RZHYHU�� WKH�FUHDWLRQ�RI� WKH�VKDUHG�NH\� LV� UHDOL]HG�ZLWK�
LQWHUDFWLRQV�EHWZHHQ�WKH�WZR�QRGHV��7KDW�LV�WR�VD\�WKDW�WKHVH�PHWKRGV�UHTXLUH�VHQGLQJ�DQG�
UHFHLYLQJ�PXOWLSOH�PHVVDJHV� IURP�ERWK� VLGHV�EHIRUH�FUHDWLQJ� WKH�NH\��:KLFK� UHVXOWV� LQ�
ZDVWLQJ�WRR�PXFK�HQHUJ\��,Q�RUGHU�WR�VDYH�WKH�HQHUJ\�RI�WKH�QRGHV��VHYHUDO�,GHQWLW\�%DVHG�
1RQ�,QWHUDFWLYH�.H\�'LVWULEXWLRQ�6FKHPHV��,'�1,.'6�>��@��KDYH�EHHQ�SURSRVHG�LQ�RUGHU�
GHFUHDVH�RU�WR�VXSSUHVV�WKHVH�LQWHUDFWLRQV��

Oliveira et al.�>��@�KDYH�SURSRVHG�D�,'�1,.'6�PHWKRG�ZKLFK�XVHV�3%&�FRXSOHG�ZLWK�WKH�
,%&�V\VWHP�WR�JHQHUDWH�NH\V�EDVHG�RQ�WKH�LGHQWLW\�RI�WKH�:61�QRGHV��7KH�PDLQ�LGHD�LV�
WKDW�HDFK�QHWZRUN�QRGH�KDV�D�XQLTXH�LGHQWLILHU�DQG�D�SULYDWH�NH\��VR�WKDW�DQ\�QRGH�ZRXOG�
EH�DEOH� WR�GHULYH�D�XQLTXH�FRPPRQ�VHFUHW�NH\�ZLWK�DQRWKHU�QRGH�E\�RQO\�NQRZLQJ� LWV�
LGHQWLILHU��
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��������&RPSDUDWLYH�$QDO\VLV�

,Q�WKH�SUHYLRXV�SDUWV��ZH�SUHVHQWHG�VHYHUDO�FU\SWRJUDSKLF�VFKHPHV��,Q�WKLV�VHFWLRQ�ZH�ZLOO�
QRZ� JLYH� D� EULHI� FRPSDUDWLYH� VWXG\� RI� WKHVH� SURWRFROV� �7DEOH� ������� +HUH�� VHYHUDO�
FKDOOHQJHV� RU� FULWHULD� �)LJ�� ������ DUH� WDNHQ� LQWR� DFFRXQW� LQ� RUGHU� WR� FRPSDUH� GLIIHUHQW�
PHWKRGV�RI�NH\�PDQDJHPHQW��

7DEOH�������:61�NH\�FU\SWRJUDSKLF�PDQDJHPHQW�VFKHPHV�FRPSDULVRQ��
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7KH�SURSRVHG�NH\�PDQDJHPHQW�PHWKRGV�PXVW�WDNH�LQWR�DFFRXQW�WKH�IDFW� WKDW� WKH�QRGHV�
KDYH�EHHQ�GHSOR\HG�WR�FROOHFW�WKH�LQIRUPDWLRQ��6R��WKH�QRGHV�QHHG�WKHLU�PHPRU\�VSDFH�WR�
VWRUH� FROOHFWHG� GDWD�� DQG� DOVR� QHHG� WKHLU� HPEHGGHG� HQHUJ\� WR� HQVXUH� ORQJ� DSSOLFDWLRQ�
OLIHWLPH�DV�PXFK�DV�SRVVLEOH��0RUHRYHU�� FU\SWRJUDSKLF� VROXWLRQV�PXVW�DOVR�EH� IOH[LEOH��
G\QDPLF� DQG� VXLWDEOH� IRU� VFDOLQJ� �VFDODELOLW\��� 0DQDJLQJ� QHZ� QRGHV� LQVHUWLRQ� LQ� WKH�
QHWZRUN�DQG�SK\VLFDO�QRGH�ORVVHV�GXULQJ�QHWZRUN�RSHUDWLRQ�PXVW�EH�GRQH�LQ�D�PDQQHU�WKDW�
PDLQWDLQV�WKH�RYHUDOO�VHFXULW\�OHYHO��7KHUHIRUH��DQ\�FU\SWRJUDSKLF�VFKHPH�PXVW�DOVR�RIIHU�
D�YHU\�JRRG�UHVLVWDQFH�DJDLQVW�DWWDFNV��,Q�FDVH�RI�QRGH�FDSWXUH��IRU�H[DPSOH��WKH�DGYHUVDU\�
FDQ� XVH� WKH� VWRUHG� LQIRUPDWLRQ� WR� VHW� XS� RWKHU� DWWDFNV� DJDLQVW� WKH� QHWZRUN�� 7KH� NH\�
PDQDJHPHQW�PHWKRG�XVHG�PXVW�EH�DEOH� WR�GHWHFW�FRPSURPLVHG�QRGHV�DQG�DXWKHQWLFDWH�
QHWZRUN�QRGHV�EHIRUH�GLVWULEXWLQJ�NH\V��$QRWKHU�LPSRUWDQW�FKDOOHQJH�WR�WDNH�LQWR�DFFRXQW�
LV� NH\V� UHQHZDO� DQG� UHYRFDWLRQ� PDQDJHPHQW� SURFHVVHV�� $Q� H[SLUHG� NH\� RU� D� NH\�
GLVFRYHUHG�E\�DQ�RSSRQHQW�PXVW�EH� UHYRNHG� LQ� WLPHO\�PDQQHU��7KH�NH\V�RI� WKH�VHFXUH�
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OLQNV�PXVW� DOVR�EH� UHQHZHG�SHULRGLFDOO\��7KH�NH\�GLVWULEXWLRQ�PHWKRG�PXVW�EH� DEOH� WR�
HQVXUH�DQG�PDLQWDLQ�D�JRRG�TXDOLW\�RI�QHWZRUN�FRQQHFWLYLW\��%HFDXVH��LQ�WKH�FDVH�RI�WKH�
ORVV�RI�D�QRGH��WKH�FRPPXQLFDWLRQV�EHWZHHQ�RI�WKH�UHPDLQLQJ�QRGHV�FRXOG�EH�QHJDWLYHO\�
DIIHFWHG��7KXV�WKH�NH\�PDQDJHPHQW�PHWKRGV�PXVW�WDNH�LQWR�DFFRXQW�WKLV�LVVXH��

�

)LJ��������.H\�PDQDJHPHQW�SURWRFRO�FKDOOHQJHV��

�� 3,.(��ZKLFK�LV�D�SUREDELOLVWLF�VFKHPH��FRQVXPHV�OLWWOH�HQHUJ\�DQG�GRHV�QRW�UHTXLUH�ORW�
RI� FRPSXWLQJ� UHVRXUFHV�� +RZHYHU�� WKH� ODUJH� VL]H� RI� NH\� VHWV� VWRUHG� LQ� WKH� QRGHV�
PHPRU\�EHIRUH�GHSOR\PHQW�PDNH�WKLV�VFKHPH�DPRQJ�WKH�PRVW�H[SHQVLYH�V\PPHWULF�
VFKHPHV� LQ� WHUPV�RI�PHPRU\�RFFXSDQF\��2Q� WKH�RWKHU�KDQG�� LW� FDQ�QRW� UHVLVW� VRPH�
DWWDFNV� VXFK� DV�SK\VLFDO� QRGH� FDSWXUH� DWWDFN��)LQDOO\��ZKLOH�3,.(�PHWKRG�SURYLGHV�
EHWWHU�FRQQHFWLYLW\�EHWZHHQ�WKH�QRGHV�RI�WKH�QHWZRUN��LW�LV�GLIILFXOW�WR�VFDOH�ZLWK�D�KLJK�
HQHUJ\�FRQVXPSWLRQ�GXH�WR�WKH�QXPEHU�RI�PHVVDJHV�H[FKDQJHG�IRU�NH\�HVWDEOLVKPHQW��

�� 63,16� DQG� /($3� VFKHPHV� XVH�PDVWHU� NH\V� LQ� LWV� NH\� HVWDEOLVKPHQW� SURFHVV�� 7KLV�
UHGXFHV�WKH�UHTXLUHG�FDSDFLW\�IRU�NH\V�VWRUDJH�LQ�WKH�PHPRU\�RI�WKH�QRGHV��+RZHYHU��
UHVLVWDQFH�WR�DWWDFNV�LV�ORZ��6LQFH�WKH�PDVWHU�NH\�PD\�EH�FRPSURPLVHG�DW�DQ\�WLPH��
SURYLGHG�NH\V�DIWHU�GHSOR\PHQW�XVLQJ�WKLV�PDVWHU�NH\�PD\�EH�FRPSURPLVHG�DV�ZHOO��
%\� DGRSWLQJ� D� V\PPHWULFDO� V\VWHP�� WKH\� UHTXLUH� OHVV� FRPSXWLQJ� UHVRXUFHV��:H� FDQ�
QRWLFH�WKDW��WKHVH�V\PPHWULF�VFKHPHV�DUH�H[SHQVLYH�LQ�WKH�RSHUDWLRQV��LI�WKH\�H[LVW��RI�
NH\V�UHQHZDO�DQG�UHYRFDWLRQ�VLQFH�WKH\�XVH�VHFUHW�NH\V�WR�H[FKDQJH�RWKHU�VHFUHW�NH\V��
7KH�SUREOHP�LV�VLPSOHU�LQ�DV\PPHWULF�VFKHPHV�VLQFH�SXEOLF�NH\V�GR�QRW�QHHG�WR�EH�
VHFUHW��

�� $V�ZH�FDQ�VHH��WKH�7LQ\3%&�VFKHPH�LV�D�VXLWDEOH�DV\PPHWULF�FU\SWRJUDSKLF�VFKHPH��
,W�UHVLVWV�PRVW�NQRZQ�DWWDFNV�LQ�:61��8VLQJ�FRXSOLQJ�WR�HVWDEOLVK�D�XQLTXH�VKDUHG�NH\�
EHWZHHQ� WZR� QRGHV� KHOSV� LQ� UHGXFLQJ� WKH� QHHG� IRU� ODUJH� VWRUDJH� FDSDFLW\� LQ� QRGH�
PHPRU\�� ,Q� DGGLWLRQ�� WKH� FUHDWLRQ� RI� WKLV� NH\� LV� SHUIRUPHG�ZLWKRXW� DQ\� LQWHUDFWLRQ�
EHWZHHQ�WKH�QRGHV��ZKLFK�FRQWULEXWHV�WR�VDYH�SURFHVVLQJ�WLPH�DQG�HQHUJ\�FRQVXPSWLRQ��
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2WKHUZLVH�� 3.,� DQG� FHUWLILFDWHV� EDVHG� VFKHPHV� UHPDLQ�PRUH� H[SHQVLYH� LQ� WHUPV� RI�
SURFHVVLQJ�WLPH�DQG�HQHUJ\�FRQVXPSWLRQ��

�� )LQDOO\��WKH�FRPSDULVRQ�EHWZHHQ�V\PPHWULFDO�DQG�DV\PPHWULFDO�VFKHPHV�PD\�GLIIHU�
GHSHQGLQJ�RQ�WKH�GHVLUHG�OHYHO�RI�QHWZRUN�VHFXULW\��6\PPHWULF�VFKHPHV�FDQ�EH�FKRVHQ�
IRU� WKHLU�FRPSXWDWLRQDO�VSHHG��ZKLOH�ZH�PD\�SUHIHU� WKH�DV\PPHWULFDO�RQHV�IRU� WKHLU�
JRRG�UHVLVWDQFH�DJDLQVW�DWWDFNV��

:H�KDYH�SUHVHQWHG��LQ�WKLV�VHFWLRQ��VRPH�EDFNJURXQGV�DQG�UHODWHG�ZRUNV�LQ�WKH�ILHOG�RI�
:61�FU\SWRJUDSKLF�NH\V�PDQDJHPHQW�PHFKDQLVPV��7KH� ODFN�RI� LQIUDVWUXFWXUH� VXFK�DV�
3.,�LQ�WKH�:61�KDV�IRUFHG�QRGHV�WR�QRW�WUXVW�WKH�QHWZRUN�DQG�WR�FUHDWH�VHFXUH�SDWKV�IURP�
WKH� GDWD� VRXUFH� WR� WKH� EDVH� VWDWLRQ��:RUNV� OLNH� >��@� KDYH�XVHG�QRGH� LGHQWLWLHV� DQG� WKH�
FRXSOLQJ�SULQFLSOH�WR�UHGXFH�RU�HOLPLQDWH�LQWHUDFWLRQV�EHWZHHQ�QRGHV�IRU�NH\�HVWDEOLVKPHQW�
LQ�RUGHU�WR�EH�UHVLVWDQW�DJDLQVW�DV�PDQ\�DWWDFNV�DV�SRVVLEOH��+RZHYHU��XQWLO�WRGD\�WKHUH�DUH�
QRW�UHDOO\�FRPSOHWH�DQG�G\QDPLF�VROXWLRQV�WKDW�ZRXOG�EH�HDVLO\�DGDSWDEOH�WR�:61��7KH�
PHWKRGV�ZH�KDYH�VWXGLHG�LQ�WKLV�VHFWLRQ�KDYH�JUHDW�DGYDQWDJHV�ZKHQ�WKH\�DUH�GHGLFDWHG�WR�
SDUWLFXODU�QHWZRUN�DSSOLFDWLRQV�DQG�WRSRORJLHV��+RZHYHU��LW�LV�GLIILFXOW��LI�QRW�LPSRVVLEOH��
WR�JHQHUDOL]H�WKHP�DV�VXFK�WR�DQ\�W\SH�RI�DSSOLFDWLRQ�RU�WR�PDNH�WKHP�WUXO\�YHUVDWLOH�DQG�
XQLYHUVDO��,Q�ZKDW�IROORZV��ZH�ZLOO�SUHVHQW�RXU�FRQWULEXWLRQ��ZKLFK�LV�SURSRVLQJ�D�QHZ�
PHFKDQLVP� IRU� FU\SWRJUDSKLF� NH\� PDQDJHPHQW� DLPHG� DW� VHFXULQJ� HQG�WR�HQG� GDWD�
WUDQVPLVVLRQ�LQ�:61��

������/(6'73��$�1HZ�.H\�0DQDJHPHQW�3URWRFRO�

$FFRUGLQJ�WR�WKH�SUHYLRXV�EDFNJURXQG�VWXG\��WKH�PDLQ�JRDO�RI�/RZ�(QHUJ\�6HFXUH�'DWD�
7UDQVPLVVLRQ�3URWRFRO��/(6'73��LV�WR�SURYLGH�D�NH\�PDQDJHPHQW�VFKHPH�LQ�RUGHU�WR�DGG�
PRUH�VHFXULW\�IHDWXUHV�IRU�RYHUDOO�FRPPXQLFDWLRQV�LQ�ZLUHOHVV�VHQVRU�QHWZRUNV��LQFOXGLQJ�
QHWZRUN�RSHUDWLRQV�VXFK�DV�FOXVWHULQJ�SURFHVV��

��������3URWRFRO�2YHUYLHZ�

/(6'73� XVHV� WKH� PHFKDQLVPV� RI� V\PPHWULF� NH\� PDQDJHPHQW� V\VWHPV� >��@� ZLWK� D�
GHWHUPLQLVWLF�PHWKRG�RI�SUH�GLVWULEXWLRQ�RI�UDQGRP�NH\V�WR�HQVXUH�WKH�FRQILGHQWLDOLW\�RI�
GDWD�� DQG� WKH� PHVVDJH� DXWKHQWLFDWLRQ� FRGH� �0$&�� FU\SWRV\VWHP� >��@� WR� HQVXUH� WKH�
DXWKHQWLFLW\�RI�WKH�GDWD�VRXUFH�QRGH�DQG�WKH�LQWHJULW\�RI�WKH�UHFHLYHG�LQIRUPDWLRQ��7KHQ��
ILUVWO\��LW�ZRXOG�EH�SRVVLEOH�WR�JHQHUDWH�D�NH\�IRU�HDFK�QRGH�RI�WKH�QHWZRUN��+HQFH��D�NH\�
UDQJH�UHVXOWLQJ�IURP�D�ILQLWH�VHW�{P}�JHQHUDWHG�E\�WKH�%DVH�6WDWLRQ��%6��ZLOO�EH�DOORFDWHG��
7KLV�DOORFDWLRQ�ZRXOG�EH�GRQH�LQ�VXFK�D�ZD\�WKDW�DQ\�WZR�VXEVHWV�RI�{P}�ZRXOG�KDYH�D�
KLJK� SUREDELOLW\� RI� KDYLQJ� D� FRPPRQ� NH\�"k"�� $V� D� UHVXOW�� DQ\� WZR� QRGHV� VKDULQJ� D�
FRPPRQ�NH\�ZRXOG�EH�DEOH�WR�H[FKDQJH�VHFXUH�PHVVDJHV��7KLV�FRPPRQ�NH\�LV�XVHG�WR�
FRPSXWH� WKH� 0HVVDJH� $XWKHQWLFDWLRQ� &RGH� �0$&�� >��@� DQG� GDWD� HQFU\SWLRQ� IRU� DQ\�
FRPPXQLFDWLRQ�EHWZHHQ�WKH�WZR�QRGHV��
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��������$VVXPSWLRQV�

/(6'73�LV�EDVHG�RQ�WKH�IROORZLQJ�DVVXPSWLRQV��

�� 7KH�DXWRFRQILJXUDEOH�QHWZRUN�LV�VWDWLF��6R��WKHUH�LV�QR�PRELOH�QRGH�LQ�WKH�QHWZRUN��
�� 7KH�SURFHVVLQJ��FRPPXQLFDWLRQ��SRZHU�DQG�VWRUDJH�FDSDFLW\�RI�WKH�%DVH�6WDWLRQ��%6��

LV�JUHDWHU�WKDQ�WKDW�RI�RWKHU�QRGHV�LQ�WKH�QHWZRUN��
�� 7KH� QHWZRUN� LV� KRPRJHQHRXV�� DOO� QRGHV�� H[FHSW� WKH� %6�� DUH� VLPLODU� LQ� WKHLU�

SURFHVVLQJ��FRPPXQLFDWLRQ��HQHUJ\�DQG�VWRUDJH�FDSDFLW\��
�� 1RGHV�DUH�XVLQJ�D�FRPPRQ�FORFN��DQG�DUH�V\QFKURQL]HG��
�� 7KH�GHSOR\PHQW�WRSRORJ\�LV�GRQH�LQ�D�UDQGRPO\�PDQQHU�>����@��WKH�QHLJKERUV�RI�DQ\�

QRGH�DUH�QRW�NQRZQ�EHIRUH�GHSOR\PHQW��
�� 7KH�FRPPXQLFDWLRQ�FKDQQHOV�DUH�ELGLUHFWLRQDO�� LI�D�QRGH�$�FDQ�UHFHLYH�D�PHVVDJH�

IURP�D�QRGH�%��WKHQ�%�FDQ�VHQG�D�PHVVDJH�WR�$��

�� 7KH�URXWLQJ�SURWRFRO�XVHG�LV�/�53�>���������@��
�� (DFK�QRGH�LV�SUH�ORDGHG�ZLWK�D�XQLTXH�,'��D�NH\FKDLQ�DQG�D�VHFUHW�NH\�”ks”�EHIRUH�

GHSOR\PHQW��
�� 7KH�SUH�GLVWULEXWLRQ�RI�NH\V�LV�GHWHUPLQLVWLF��
�� &U\SWRJUDSK\�LV�EDVHG�RQ�V\PPHWULF�HQFU\SWLRQ��7KH�VDPH�NH\�LV�XVHG�IRU�D�SDLU�RI�

QRGHV�WR�HQFU\SW�DQG�GHFU\SW�PHVVDJHV�H[FKDQJHG�EHWZHHQ�WKHP�XVLQJ�D�V\PPHWULF�
HQFU\SWLRQ�DOJRULWKP��

��������1RWDWLRQV�

7KH�IROORZLQJ�V\PEROV�DUH�XVHG�WR�GHVFULEH�WKH�/(6'73�SURFHVV��7DEOH��������

7DEOH�������/(6'73�SURWRFRO�V\PEROV��

6\PEROV� 0HDQLQJ� 6\PEROV� 0HDQLQJ�
%6� %DVH�6WDWLRQ� 1&� 7RWDO�QXPEHU�RI�VLPSOH�QRGHV�LQ�D�FOXVWHU�
;� 7RWDO�QXPEHU�RI�QHWZRUN�QRGHV� 1L� 6LPSOH�QRGH�QXPEHU�L�
;M� 1RGH�QXPEHU�M� 3�1L�� .H\FKDLQ�3�RI�WKH�VLPSOH�QRGH�QXPEHU�L�
,'� ,'�RI�D�QRGH� '� 'DWD�WR�EH�WUDQVPLWWHG�
^3`� )LQLVKHG�VHW�RI�NH\V� 0$&��� 0$&�FDOFXODWHG�E\�D�QRGH�

3�;M�� .H\FKDLQ�3�RI�WKH�QRGH�QXPEHU�
;M� 77� 'DWD�WUDQVPLVVLRQ�WLPH�

.� .H\�VKDUHG�E\�DOO�QRGHV�LQ�WKH�
QHWZRUN� 33� 3K\VLFDO�SKHQRPHQRQ�

NF� &RPPRQ�NH\�EHWZHHQ�WZR�QRGHV� )��� (QFU\SWLRQ�IXQFWLRQ�
&� 7RWDO�QXPEHU�RI�FOXVWHUV� '��� 'HFU\SWLRQ�IXQFWLRQ�
&D� &OXVWHU�QXPEHU�D� o 0HVVDJH�WUDQVPLVVLRQ�
&+� &OXVWHU�+HDG� צ &RQFDWHQDWLRQ�RSHUDWRU�

�
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��������3KDVHV�RI�WKH�/(6'73�3URWRFRO�

7KH� /(6'73� SURFHVV� UXQV� LQ� VHYHUDO� SKDVHV�� NH\� PDQDJHPHQW� DQG� QHWZRUN�
LPSOHPHQWDWLRQ�SKDVH��FRPPXQLFDWLRQ�SKDVH�DQG�NH\�PDLQWHQDQFH�SKDVH��

����������.H\�0DQDJHPHQW�DQG�1HWZRUN�,PSOHPHQWDWLRQ�3KDVH�

7KLV�LQLWLDO�SKDVH�FRQVLVWV�RI�NH\V�SUH�GLVWULEXWLRQ��$OJRULWKP�����UDQGRP�QHWZRUN�QRGHV�
GHSOR\PHQW��FOXVWHULQJ�RSHUDWLRQV��VKDUHG�NH\�GLVFRYHU\��DQG�VHFXUH�OLQN�HVWDEOLVKPHQW��

������������.H\V�3UH�GLVWULEXWLRQ�

%HIRUH�WKH�QHWZRUN�GHSOR\PHQW��HDFK�QHWZRUN�QRGH�Xi�LV�SUH�ORDGHG�ZLWK�DQ�ID��D�VHFUHW�
NH\�k��DQG�D�NH\�ULQJ�p�VHOHFWHG�IURP�D�ODUJH�VHW�P�RI�NH\V�E\�WKH�%6��7KLV�RQH�WKHQ�VWRUHV�
RQ�D�WDEOH�DOO�WKH�IDs�RI�WKH�QRGHV��7KH�QXPEHU�RI�NH\V�RI�WKH�VHW�P�LV�FKRVHQ�VR�WKDW�WZR�
UDQGRP�VXEVHWV�RI�P�ZRXOG�KDYH�D�SUREDELOLW\�RI�VKDULQJ�D�VDPH�NH\�”kc”��

$OJRULWKP����.H\V�SUH�GLVWULEXWLRQ��

{P} � ILQLWH�VHW�RI�NH\V��
X� WKH�WRWDO�QXPEHU�RI�QRGHV�LQ�WKH�QHWZRUN��
k� WKH�VHFUHW�NH\�VKDUHG�E\�DOO�QRGHV��
ID� WKH�LGHQWLILHU�RI�D�QRGH��
P(Xj)� WKH�NH\FKDLQ�RI�QRGH�M��
%HJLQ�

)RU�j ൺ 1�WR�X�

� %6�JHQHUDWHV�{P}�
� %6�JHQHUDWHV�k�

� ;M�൸�%6��ID(Xj)�

Xj�൸�%6��P(Xj)��P(Xj)�ෛ�{P}���P(X1)�෼�P(X2)�෼ಹ෼�P(XX)� �kc�

� Xj�൸�6%��k�

� %6൸�෤ID(Xj)�

5DQGRP�GHSOR\PHQW�RI�QHWZRUN�QRGHV��
(QG�
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������������&OXVWHULQJ�3URFHVV�

$IWHU�D�UDQGRP�GHSOR\PHQW�RI�WKH�QRGHV��WKHQ�WKH�QHWZRUN�UXQV�D���KRS�FOXVWHULQJ�SURFHVV�
>�����@�VR�WKDW�HDFK�FOXVWHU�PHPEHU�RI�D�FOXVWHU�LV�D���KRS�QHLJKERU�RI�LWV�FOXVWHUKHDG��&+��
�)LJ���������:KHQ�FOXVWHUV�DUH�IRUPHG��HDFK�VLPSOH�QRGH�VHQGV�LWV�GDWD�WR�LWV�UHVSHFWLYH�
FOXVWHUKHDG��8SRQ�GDWD�UHFHSWLRQ�IURP�DOO�FOXVWHU�PHPEHUV�� WKHQ�WKH�&+�SHUIRUPV�GDWD�
SURFHVVLQJ�IXQFWLRQV��DJJUHJDWLRQ�DQG�FRPSUHVVLRQ��HWF����DQG�WKHQ�WUDQVPLWV�GDWD�WRZDUGV�
WKH�EDVH�VWDWLRQ��$�QRGH�GHFLGHV�ZKLFK�FOXVWHU�WR�MRLQ�EDVHG�RQ�WKH�SRZHU�RI�WKH�UHFHLYHG�
VLJQDOV��E\�XVLQJ�WKH�/4,�'&36HF�FOXVWHULQJ�DOJRULWKP�SURSRVHG�LQ�>��@��

�

)LJ��������&OXVWHULQJ�SURFHVV�IORZFKDUW��

$IWHU� WKH� FOXVWHULQJ� SURFHVV�� HDFK� QRGH� ZKLFK� LV� GHVLJQDWHG� &+� WKHQ� EURDGFDVWV� DQ�
LQLWLDOL]DWLRQ�PHVVDJH�WR�LWV�FOXVWHU�PHPEHUV��7KH�LQLWLDOL]DWLRQ�PHVVDJH�FRQWDLQV�WKH�,'�
RI�WKH�&+��HQFU\SWHG�ZLWK�WKH�VHFUHW�NH\�"ks"��6LQFH��WKH�FOXVWHULQJ�SURFHVV�LV�EDVHG�RQ�
WKH�OLQN�TXDOLW\�LQGLFDWRU��/4,��>�����@��WKHQ�HDFK�QRGH�ZRXOG�QHHG�OHVV�HQHUJ\�WR�WUDQVPLW�
GDWD�WR�LWV�FRUUHVSRQGLQJ�&+��7KXV�HQHUJ\�HIILFLHQF\�LV�JXDUDQWHHG��

7KHQ��HDFK�FOXVWHU�PHPEHU�WUDQVPLWV�D�PHVVDJH�FRQWDLQLQJ�LWV�QRGH�,'��WKH�&+�,'��DQG�D�
KHDGHU��$IWHU�UHFHLYLQJ�PHVVDJHV�IURP�DOO�FOXVWHU�PHPEHUV��WKHQ�WKH�&+�DOORFDWHV�WR�HDFK�
QRGH�RI�LWV�FOXVWHU�D�VORW�WLPH�EDVHG�RQ�D�7'0$�VFKHPH��7LPH�'LYLVLRQ�0XOWLSOH�$FFHVV���
$QG�LW�LV�RQO\�GXULQJ�WKH�DOORFDWHG�VORW�WLPH�WKDW�WKH�QRGHV�FRXOG�EH�DEOH�WR�WUDQVPLW�GDWD�
WR�WKH�&+��

������������6KDUHG�.H\�'LVFRYHU\�DQG�6HFXUH�/LQN�(VWDEOLVKPHQW�

2QFH�WKH�QHWZRUN�LV�VHW�XS�DQG�WKH�FOXVWHUV�DUH�IRUPHG��HDFK�FOXVWHU�PHPEHU�VHQGV�LWV�NH\�
VWULQJ�DQG�,'�WR�LWV�&+��7KHQ��WKH�&+�UHWULHYHV�WKH�VKDUHG�NH\��"kc"��DQG�VHQGV�LW�EDFN�WR�
WKH� FRUUHVSRQGLQJ� QRGH�� 6XFK� FRPPXQLFDWLRQV� DUH� GRQH� LQ� D� VHFXUH� ZD\� EHFDXVH�
H[FKDQJHV�DUH�HQFU\SWHG�XVLQJ� WKH�VHFUHW�NH\�"k"��7KLV�VKDUHG�NH\� LV�DOVR�XVHG�DV� WKH�
VHVVLRQ�NH\�RI�WKH�OLQN�EHWZHHQ�WKH�WZR�QRGHV��&+V�SURFHHG�LQ�WKH�VDPH�ZD\�ZLWK�WKH�%6��

$IWHU� WKH� VKDUHG� NH\� GLVFRYHU\� SKDVH�� VHFXUH� OLQNV� DUH� WKHQ� HVWDEOLVKHG� EHWZHHQ� HDFK�
FOXVWHU�PHPEHU�DQG�LWV�FOXVWHUKHDG��&+���DQG�DOVR�EHWZHHQ�HDFK�&+�DQG�WKH�%6��6LQFH��
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QRGHV�DUH�UDQGRPO\�GHSOR\HG��&+V�GR�QRW�QHFHVVDU\�IRUP�D�EDFNERQH�IRU�URXWLQJ�SURFHVV�
�$OJRULWKP�����6R�ZH�XVH�/�53�>���������@�DV�URXWLQJ�SURWRFRO��ZKLFK�FRXOG�OHDG�WR�XVH�
ERWK�&+V�DQG�QRQ�FOXVWHUKHDG�QRGHV�IRU�GDWD�WUDQVPLVVLRQ�EHWZHHQ�&+V�DQG�WKH�%6�>���
�����@��7KH�QHWZRUN�WKHQ�EHFRPHV�D�FRQQHFWHG�JUDSK�IRUPHG�RI�VHYHUDO�VHFXUH�OLQNV��

$OJRULWKP����6KDUHG�NH\�GLVWULEXWLRQ��

%HJLQ�
)RU�D�ĺ���WR�&�

0�� �>ID�>&+��&D�@�ʰ �S�>&+��&D�@@��
&+��&D��ĺ�%6��)��0������WKH�&+V�VHQG�WKHLU�NH\FKDLQ�WR�WKH�%6�
%6�ĺ�&+��&D���)��NF�����%6�UHWXUQV�WR�HDFK�&+�WKH�VKDUHG�NH\�
&+��&D���'��NF���&+��&D��ĸ�NF��

(QG�IRU�
)RU�D�ĺ���WR�&�

)RU�L�ĺ���WR�1&�
� � 0�� �>,'��1L��ʰ �S��1L�@��
� � 1L�ĺ�&+��&D���)��0������QRGHV�VHQGLQJ�NH\�WR�&+�
� � &+��&D��ĺ�1L��&D���)��NF���
� � ��&+V�UHWXUQ�WR�HDFK�QRGH�RI�LWV�FOXVWHU�WKH�VKDUHG�NH\�
� � 1L��&D���'��NF���
� � 1L��&D��ĸ�NF�

(QG�IRU�
(QG�IRU�
�7KH�QHWZRUN�WKHQ�EHFRPHV�D�FRQQHFWHG�JUDSK�ZLWK�VHFXUH�OLQNV�
(QG�

������������'DWD�7UDQVPLVVLRQ�3KDVH�

7KHUH�DUH�WZR�GLIIHUHQW�W\SHV�RI�FRPPXQLFDWLRQ��RQH�EHWZHHQ�D�FOXVWHU�PHPEHU�QRGH�DQG�
LWV�&+��DQG�DQRWKHU�RQH�EHWZHHQ�WKH�&+V�DQG�WKH�EDVH�VWDWLRQ��%6���(DFK�&+�KROG�D�WDEOH�
FRQWDLQLQJ�DOO�WKH�LGHQWLILHUV��,'V��RI�HDFK�PHPEHU�RI�LWV�FOXVWHU��6LPLODUO\��WKH�%6�DOVR�
KROGV�D�WDEOH�ZLWK�WKH�,'V�RI�DOO�WKH�&+V�RI�WKH�HQWLUH�QHWZRUN��

�� &RPPXQLFDWLRQ� EHWZHHQ� D� FOXVWHU�PHPEHU� DQG� LWV�&+�� 7KH� VLPSOH� QRGHV� RI� D�
FOXVWHU�FROOHFW�WKH�SK\VLFDO�SKHQRPHQD�DQG�WKHQ�VHQG�GDWD�GLUHFWO\�DQG�SHULRGLFDOO\�WR�
LWV� &+�� ,Q� RUGHU� WR� JXDUDQWHH� WKH� DXWKHQWLFDWLRQ� RI� WKH� VRXUFH� QRGH� DQG� WR� VHFXUH�
FRPPXQLFDWLRQ�� GDWD� WUDQVPLVVLRQ� SKDVH� ZLOO� LQYROYH� WKH� GDWH� DQG� WLPH� RI�
WUDQVPLVVLRQ�� WKH� ,'�RI� WKH� FROOHFWRU�QRGH� DQG� WKH�0$&�JHQHUDWHG�ZLWK� WKH� VKDUHG�
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VHFUHW� NH\� ZLWK� WKH� &+� �$OJRULWKP� ���� &ROOHFWHG� GDWD� DUH� HQFU\SWHG� EHIRUH�
WUDQVPLVVLRQ��8SRQ�UHFHSWLRQ��WKH�&+�ZLOO�ILUVWO\�FKHFN�WKH�WLPHVWDPS�WR�HQVXUH�GDWD�
IUHVKQHVV� E\� GLVFDUGLQJ� UHSOD\HG� GDWD� EHIRUH� GHFU\SWLQJ� WKH� UHFHLYHG� GDWD�� ,I� WKH�
WLPHVWDPS�LV�FRUUHFW��LW�WKHQ�FDOFXODWHV�WKH�0$&�ZLWK�WKH�VDPH�NH\�DQG�FRPSDUHV�LW�
ZLWK�WKH�UHFHLYHG�RQH��,I�WKH\�DUH�LGHQWLFDO��WKH�GDWD�ZLOO�EH�DFFHSWHG��7KH�VRXUFH�QRGH�
LV�WKHQ�DXWKHQWLF�DQG�WKH�GDWD�LQWHJULW\�LV�DOVR�FRUUHFW��2WKHUZLVH�GDWD�ZRXOG�EH�UHMHFWHG�
DQG�WKH�VRXUFH�QRGH�ZRXOG�EH�FRQVLGHUHG�DV�FRUUXSWHG��)LJ���������������

�

)LJ��������)ORZFKDUW�RI�NH\�GLVFRYHU\�DQG�VHFXUH�OLQN�HVWDEOLVKPHQW��

�

)LJ��������)ORZ�FKDUW�RI�WKH�FRPPXQLFDWLRQ�EHWZHHQ�D�VLPSOH�QRGH�DQG�LWV�&+��

$OJRULWKP����(QFU\SWLRQ�EHWZHHQ�UHJXODU�QRGH�DQG�&+��

33� �SK\VLFDO�SKHQRPHQRQ�
&D� �FOXVWHU�QXPEHU�D�
1L&D� �VLPSOH�QRGH�L�RI�WKH�FOXVWHU�D�
&� �WRWDO�QXPEHU�RI�FOXVWHU�
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1&D� �WRWDO�QXPEHU�RI�QRGHV�LQ�WKH�FOXVWHU�&D�
'� �GDWD�WR�VHQG�
%HJLQ�
)RU�D�ĺ���WR�&�

)RU�L�ĺ���WR�1&D�
� � '��1L&D�� �>33��1L&D��ʰ �77��1L&D��ʰ ʰ�0$&��N�� �,'��1L&D�@�
� � &+��&D��ĸ�)�>'��1L&D�@�

(QG�IRU�
(QG�IRU�
(QG�

�� 'DWD�WUDQVPLVVLRQ�EHWZHHQ�D�&+�DQG�WKH�%6��DIWHU�UHFHSWLRQ�DQG�YDOLGDWLRQ�RI�WKH�
UHFHLYHG� GDWD� IURP� DOO� LWV� FOXVWHU� PHPEHUV�� HDFK� &+� VKRXOG� FRPSXWH� VRPH� RWKHU�
RSHUDWLRQV�OLNH�GDWD�DJJUHJDWLRQ�>�@��7KHQ��LW�FDOFXODWHV�D�QHZ�0$&�ZLWK�WKH�VKDUHG�
VHFUHW�NH\�ZLWK�WKH�EDVH�VWDWLRQ��$IWHU�WKDW��LW�FRQFDWHQDWHV�DJJUHJDWHG�GDWD��UHVXOWLQJ�
IURP�FROOHFWHG�SK\VLFDO�SKHQRPHQRQ��ZLWK�WKH�0$&��WKH�GDWH�DQG�WLPH�RI�WUDQVPLVVLRQ�
DQG�WKH�,'��)LQDOO\��&+�SHUIRUPV�HQFU\SWLRQ�DQG�WKHQ�VHQGV�UHVXOWLQJ�GDWD�WR�WKH�%6�
�$OJRULWKP�����8SRQ�UHFHSWLRQ�DQG�EHIRUH�XVLQJ�UHFHLYHG�GDWD��WKH�%6�SHUIRUPV�VRPH�
FRQWURO�RSHUDWLRQV�OLNH��GHFU\SWLRQ��WLPH�VWDPS��0$&�DQG�VRXUFH�YDOLGDWLRQ��

$OJRULWKP����(QFU\SWLRQ�EHWZHHQ�&+V�DQG�WKH�%6��

33� �SK\VLFDO�SKHQRPHQRQ�
&D� �FOXVWHU�QXPEHU�D�
1L&D� �VLPSOH�QRGH�L�RI�WKH�FOXVWHU�D�
&� �WRWDO�QXPEHU�RI�FOXVWHU�
1&D� �WRWDO�QXPEHU�RI�QRGHV�LQ�WKH�FOXVWHU�&D�
'� �GDWD�WR�VHQG�
%HJLQ�
)RU�D�ĺ���WR�&��

&+��&D���'��'��1L&D����
&+��&D��ĸ�33��1L&D���
'�>&+�&D�@� �>33�1L&D��ʰ �77�>&+�&D�@�ʰ ʰ�0$&��N�� �,'�>&+�&D�@@��
%6�ĸ�)��'�>&+�&D�@���

(QG�IRU��
(QG��
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����������.H\�0DLQWHQDQFH�3KDVH�

7KH� IROORZLQJ� RSHUDWLRQV� FRXOG� EH� SHUIRUPHG� GXULQJ� WKLV� SKDVH�� NH\V� UHQHZDO�� NH\V�
UHYRFDWLRQ��QHZ�QRGH�LQVHUWLRQV��

������������.H\V�5HQHZDO�

,Q�RUGHU�WR�PDLQWDLQ�D�KLJK�VHFXULW\�OHYHO�RI�RXU�SURWRFRO��WKH�{P}�NH\�VHW�ZLOO�EH�UHQHZHG�
E\�WKH�%6�DIWHU�D�IL[HG�SHULRG��7KLV�ZLOO�DOVR�OHDG�WR�WKH�UHQHZDO�RI�WKH�NH\�VWULQJ�RI�DOO�
WKH�QRGHV�RI�WKH�HQWLUH�QHWZRUN��$IWHU�WKH�UHQHZDO�RI�{P}��WKH�%6�ZLOO�VHQG�WR�HDFK�QRGH�
LWV�QHZ�NH\FKDLQ��7KH�UHFRYHU\�RI�WKH�VKDUHG�NH\�GLVFRYHU\�DQG�VHFXUH�OLQN�HVWDEOLVKPHQW�
SKDVH�ZLOO�EH�QHFHVVDU\�DW�WKLV�VWHS��

������������.H\V�5HYRFDWLRQ�

7KH�NH\V�UHYRFDWLRQ�SKDVH�LV�WULJJHUHG�HDFK�WLPH�D�QHWZRUN�QRGH�LV�FRPSURPLVHG��,I�WKH�
FRPSURPLVHG�QRGH�LV�D�PHPEHU�RI�D�FOXVWHU��LWV�&+�UHPRYHV�LWV�NH\V�VWULQJ�IURP�PHPRU\�
DQG�TXDUDQWLQHV�LW�VR�WKDW�LW�ZRXOG�QRW�EH�HOLJLEOH�DV�&+�LQ�QH[W�URXQGV��

2Q� WKH�RWKHU�KDQG�� LI� WKH�FRPSURPLVHG�QRGH� LV�D�&+�� WKH�EDVH� VWDWLRQ�GHOHWHV� LWV�NH\V�
VWULQJ�� WULJJHUV� D� FOXVWHU� KHDG� HOHFWLRQ� SURFHVV� EHWZHHQ� WKH� QRQ�FRPSURPLVHG� FOXVWHU�
PHPEHUV��&OXVWHU�PHPEHUV�DUH�QRWLILHG� WKDW�&+� LV�FRPSURPLVHG�� WKHQ� WKH\� LJQRUH� WKH�
PHVVDJHV�IURP�WKH�FRUUXSWHG�&+�DQG�TXDUDQWLQH�LW��6R��HDFK�FOXVWHU�PHPEHU�VHQGV�LWV�,'�
DQG�NH\FKDLQ�WR�WKH�QHZ�&+�WR�GLVFRYHU�WKH�VKDUHG�VHFUHW�NH\�DQG�WKHQ�EHJLQ�WR�HVWDEOLVK�
VHFXUH�OLQNV��

������������1HZ�1RGH�,QVHUWLRQV�

%HIRUH�LQVHUWLRQ�LQ�WKH�QHWZRUN��D�QHZ�QRGH�LV�SUH�ORDGHG�ZLWK�DQ�,'�DQG�WKH�VKDUHG�VHFUHW�
NH\�"ks"��$IWHU�LWV�GHSOR\PHQW�RQ�WKH�QHWZRUN��WKH�EDVH�VWDWLRQ�LQIRUPV�DOO�&+V�RI�WKH�
DUULYDO�RI�WKH�QHZ�QRGH��&+V�VHQG�DQ�LQLWLDOL]DWLRQ�PHVVDJH�WR�WKH�QHZ�QRGH��7KH�QHZ�
QRGH�WKHQ�FKRRVHV�ZKLFK�&+�WR�MRLQ�EDVHG�RQ�WKH�SRZHU�RI�WKH�UHFHLYHG�VLJQDO�DV�H[SODLQHG�
LQ�WKH�FOXVWHULQJ�SKDVH��)LQDOO\��LW�VHQGV�EDFN�WR�LWV�&+�LWV�,'�DQG�LWV�NH\FKDLQ�WR�HVWDEOLVK�
WKH�GLVFRYHU\�SKDVH�RI�WKH�VKDUHG�VHFUHW�NH\�DQG�VHFXUH�OLQN�HVWDEOLVKPHQW��

������(YDOXDWLRQ�RI�/(6'73�3URWRFRO�

,Q� WKLV�VHFWLRQ��ZH�ZLOO�HYDOXDWH� WKH�SHUIRUPDQFH�RI�RXU�/(6'73�SURWRFRO��%XW�EHIRUH�
WKDW��RQH�FDQ�HDVLO\�XQGHUVWDQG��XSRQ�WKH�DERYH�GHVFULSWLRQ��WKDW�WKLV�SURWRFRO�FRXOG�EH�
XVHG�LQ�PDQ\�DSSOLFDWLRQV�RI�YDULRXV�ILHOGV��1HYHUWKHOHVV��/(6'73�GRHV�QRW�VXSSRUW�VSRUW�
DSSOLFDWLRQV� LQ� ZKLFK� PRELOH� DWKOHWHV� DUH� HTXLSSHG� ZLWK� VHQVRU� QRGHV�� ,Q� VXFK�
DSSOLFDWLRQV�� QRGHV� DUH� QRW� VWDWLF��7KH� IROORZLQJ�7DEOH� ����� VXPPDUL]HV� WKH�/(6'73�
DSSOLFDWLRQ�DUHDV�RI�DXWRFRQILJXUDEOH�QHWZRUNV�OLNH�ZLUHOHVV�VHQVRU�QHWZRUNV�RU�LQWHUQHW�
RI�WKLQJV��
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�

7DEOH�������$SSOLFDWLRQ�ILHOGV�RI�/(6'73�SURWRFRO��

$SSOLFDWLRQ�GRPDLQ� $SSOLFDELOLW\�
$JULFXOWXUDO� <HV�
0HGLFLQH�� <HV�
0HWHRURORJ\�� <HV�
0LOLWDU\� <HV�
(QYLURQPHQW� <HV�
6SRUW� 1R�
7UDQVSRUW� <HV�

�

��������6HFXULW\�6HUYLFHV�2IIHUHG�E\�WKH�/(6'73�3URWRFRO�

1RZ�OHW
V�ORRN�DW�WKH�VHFXULW\�IHDWXUHV�RIIHUHG�E\�WKLV�SURWRFRO��$V�D�UHVXOW��ZH�ZLOO�WKHQ�
HYDOXDWH� LWV� UHVLVWDQFH� WR�VRPH�DWWDFNV��)LQDOO\��ZH�ZLOO�PDNH�D�FRPSDULVRQ�ZLWK�VRPH�
SURWRFROV�RI�WKH�VWDWH�RI�WKH�DUW��

2XU� /(6'73� SURWRFRO� SURYLGHV� WKH� IROORZLQJ� VHFXULW\� IHDWXUHV�� GDWD� LQWHJULW\�� VRXUFH�
QRGH� DXWKHQWLFDWLRQ�� GDWD� FRQILGHQWLDOLW\�� GDWD� IUHVKQHVV�� ,W� DOVR� SURYLGHV� UHVLVWDQFH� WR�
VRPH�DWWDFNV�OLNH�WKDW�OLVWHQLQJ��VQLIILQJ��VLQNKROH�DQG�V\ELO�DWWDFNV�>����@��

����������'DWD�,QWHJULW\�DQG�6RXUFH�1RGH�$XWKHQWLFDWLRQ�

7KH�FRPSXWHG�0HVVDJH�$XWKHQWLFDWLRQ�&RGH��0$&���FRPELQHG�ZLWK�WKH�HQFU\SWLRQ�RI�
GDWD� VHQW� E\� WKH� LVVXHU�� KHOSV� LQ� HQVXULQJ� WKH� GDWD� LQWHJULW\� DQG� VRXUFH� DXWKHQWLFDWLRQ��
:KHQ�DQ�DWWDFNHU�DWWHPSWV�WR�FRUUXSW�GDWD��WKH�FOXVWHU�KHDGV�RU�WKH�EDVH�VWDWLRQ�ZLOO�GHWHFW�
LW��VLQFH�WKH�0$&�LV�FDOFXODWHG�XSRQ�GDWD�UHFHSWLRQ��,I�WKH�0$&V�DUH�LGHQWLFDO��WKHQ�GDWD�
LQWHJULW\� LV� FRUUHFW� DQG� WKH� VRXUFH� LV� JHQXLQH�� 2WKHUZLVH�� WKH� VHQGLQJ� QRGH� ZLOO� EH�
FRQVLGHUHG�DV�FRPSURPLVHG��

����������'DWD�&RQILGHQWLDOLW\�

$OO�FRPPXQLFDWLRQV�LQVLGH�DQ\�FOXVWHU�DQG�DOVR�EHWZHHQ�DQ\�&+�DQG�WKH�%6�DUH�HQFU\SWHG��
7KLV� DSSURDFK� HQVXUHV� WKH� GDWD� FRQILGHQWLDOLW\�� 0RUHRYHU�� NH\V� UHQHZDO� DQG� NH\V�
UHYRFDWLRQ�SURFHVVHV�LQ�WKH�HYHQW�RI�D�FRPSURPLVHG�QRGH�ZLOO�KHOS�LQ�PDLQWDLQLQJ�LWV�KLJK�
OHYHO�RI�VHFXULW\��

����������'DWD�)UHVKQHVV�

,Q�RUGHU�WR�HQVXUH�GDWD�IUHVKQHVV�VHFXULW\�IHDWXUH��FORFN�QRGHV�DUH�V\QFKURQL]HG�DQG�WKHQ�
VHQW�PHVVDJHV�DUH�VWDPSHG�ZLWK�WKH�VHQGHU¶V�GDWH�DQG�WLPH��$�WLPH�FRXQWHU�LV�DOVR�DGGHG�
WR�WKH�SDFNHW��DQG�NH\V�DUH�UHJHQHUDWHG�SHULRGLFDOO\�LQ�RUGHU�WR�DYRLG�UHSOD\�DWWDFNV��



Physical and Chemical Sensors: Design, Applications & Networks 

����

��������/(6'73¶V�5HVLVWDQFH�WR�$WWDFNV�

*LYHQ� LWV� LQKHUHQW� SURSHUWLHV�� /(6'73� SURWRFRO� DOVR� JLYHV� JRRG� UHVLVWDQFH� WR� WKH�
IROORZLQJ�DWWDFNV��

�� /LVWHQLQJ� RU� VQLIILQJ� DWWDFNV� >��� �@�� ,Q� DXWRFRQILJXUDEOH� ZLUHOHVV� QHWZRUNV�� DQ�
DWWDFNHU� FRXOG� XVXDOO\� OLVWHQ� WR� FRPPXQLFDWLRQV� DQG� HYHQWXDOO\� LQWHUFHSW� SDFNHWV�
H[FKDQJHG�EHWZHHQ�D�UHJXODU�QRGH�DQG�LWV�FOXVWHU�KHDG��&+��RU�EHWZHHQ�D�&+�DQG�WKH�
EDVH�VWDWLRQ��%6���+RZHYHU��LQ�RXU�FDVH��LW�ZRXOG�QRW�EH�SRVVLEOH�WR�UHFRYHU�WKH�FRQWHQWV�
EHFDXVH�RI�WKH�HQFU\SWLRQ�RI�DOO�GDWD�GXULQJ�WKH�FRPPXQLFDWLRQV��+HUH�DJDLQ��WKH�IDFW�
WKDW�WKH�NH\V�DUH�UHJHQHUDWHG�SHULRGLFDOO\�KHOSV�LQ�PDLQWDLQLQJ�D�JRRG�OHYHO�RI�VHFXULW\�
E\�FRXQWHULQJ�FU\SWDQDO\VLV�DWWDFNV�OLNH�FLSKHUWH[W�RQO\�DWWDFN��NQRZQ�SODLQWH[W�DWWDFN��
FKRVHQ�SODLQWH[W�DWWDFN��RU�FKRVHQ�FLSKHUWH[W�DWWDFN��

�� 6LQNKROH�DWWDFN�>����@��8VLQJ�V\PPHWULF�NH\V�DQG�D�0$&�DVVLJQHG�WR�HDFK�GDWD�LQ�
RUGHU� WR� IXOO\�DXWKHQWLFDWH� WKH� WUDQVPLWWHUV�RIIHUV� WR�/(6'73� WKH�SURWHFWLRQ� IHDWXUH�
UHODWHG�WR�WKLV�NLQG�RI�DWWDFN��0RUHRYHU�� WKH�FOXVWHULQJ�SURFHVV�DQG�FRPPXQLFDWLRQV�
LQVLGH� HDFK� FOXVWHU� DUH� HQFU\SWHG�ZLWK�NH\V��ZKLFK� DUH� SHULRGLFDOO\� FKDQJHG��6R�� LW�
ZRXOG� EH� YHU\� GLIILFXOW� IRU� D� PDOLFLRXV� QRGH� WR� DFKLHYH� D� VLQNKROH� DWWDFN� LQ� WKLV�
QHWZRUN��

�� 6\ELO�DWWDFN� >����@�� ,Q�6\ELO� DWWDFN�� WKH�DWWDFNHU�E\SDVVHV� WKH� UHSXWDWLRQ� V\VWHP�E\�
FUHDWLQJ� D� ODUJH� DPRXQW� RI� PDOLFLRXV� LGHQWLWLHV� DQG� XVLQJ� WKHP� WR� KDYH� D�
GLVSURSRUWLRQDWH�LQIOXHQFH��1RGH�LGHQWLILFDWLRQ�DQG�WKH�XVH�RI�XQLTXH�VKDUHG�VHFUHW�NH\�
IRU�SHHU�WR�SHHU�FRPPXQLFDWLRQV�DUH�VRPH�RI�/(6'73�SURSHUWLHV�DOORZLQJ�WR�HVWDEOLVK�
VHFXUH�FRPPXQLFDWLRQ�OLQNV�LQ�RUGHU�WR�ILJKW�DJDLQVW�WKLV�NLQG�RI�DWWDFN��

��������/(6'73�3HUIRUPDQFH�$QDO\VLV�

����������$WWDFNHU�0RGHO�

:H�FRQVLGHU�DQ�DWWDFNHU�ZKR�LV�LQ�WKH�QHLJKERUKRRG�RI�FOXVWHUV�DQG�ZKRVH�SXUSRVH�LV�WR�
LQWHUFHSW�WKH�PHVVDJHV�LQ�RUGHU�WR�UHWULHYH�UHTXLUHG�LQIRUPDWLRQ�WR�HQWHU�WKH�QHWZRUN��7KLV�
DWWDFNHU�ZRXOG�DOVR�OLNH�WR�PRGLI\�H[FKDQJHG�GDWD�LQ�WKH�QHWZRUN�DQG�WR�DWWHPSW�DGGLQJ�
PDOLFLRXV�QRGHV�LQ�RUGHU�WR�GLVUXSW�FRPPXQLFDWLRQV�DQG�QHWZRUN�SURSHU�IXQFWLRQLQJ��

����������/(6'73�$QDO\VLV�5HODWLYHO\�WR�7KLV�$WWDFNHU�0RGHO�

6LQFH�DOO�PHVVDJHV�VHQW�RYHU�WKH�QHWZRUN�DUH�FRXSOHG�ZLWK�D�0$&��LI�WKH�DWWDFNHU�PDQDJHV�
WR�LQWHUFHSW�D�PHVVDJH�DQG�WULHV�WR�WDPSHU�ZLWK�RU�GHOHWH�LW��WKH�&+�ZLOO�EH�DEOH�WR�GHWHFW�
WKLV�E\�UHFDOFXODWLQJ�WKH�0$&�DQG�FRPSDULQJ�LW�ZLWK�WKH�RQH�UHFHLYHG�ZLWK�WKH�PHVVDJH��
7KXV�RXU�DWWDFNHU�ZLOO�QRW�VXFFHHG�LQ�DOWHULQJ�GDWD��
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,I�WKH�DWWDFNHU�FRPSURPLVHV�D�UHJXODU�QRGH��KH�ZLOO�QRW�EH�DEOH�WR�FRPPXQLFDWH�ZLWK�WKH�
&+��$�VHFXUH�OLQN�ZLOO�QRW�EH�HVWDEOLVKHG�EHWZHHQ�WKH�PDOLFLRXV�QRGH�DQG�WKH�&+�EHFDXVH�
LW�LJQRUHV�WKH�UHTXLUHG�VKDUHG�VHFUHW�NH\�IRU�WKH�FRPPXQLFDWLRQ��

,I�WKH�DWWDFNHU�FDSWXUHV�D�QRGH��KH�ZLOO�QRW�EH�DEOH�WR�H[WUDFW�WKH�GDWD�VWRUHG�LQ�WKH�QRGH
V�
PHPRU\��2QH�RI�WKH�/(6'73�SURSHUWLHV�LV�WKH�VWRUDJH�HQFU\SWLRQ�ZKLFK�ZRXOG�KHOS�LQ�
SUHYHQWLQJ�WKH�DWWDFNHU�IURP�UHFRYHULQJ�WKH�FU\SWRJUDSKLF�LQIRUPDWLRQ��NH\��HQFU\SWLRQ�
DOJRULWKP��HWF����

,I�DQ�DWWDFNHU�FRPSURPLVHV�D�&+��LW�LV�QRW�VXUH�WKDW�WKH�FRPSULVHG�&+�ZLOO�VWLOO�UHPDLQ�
FOXVWHU�KHDG�DW�DQRWKHU�GDWH�EHFDXVH�/(6'73�XVHV�D�G\QDPLF�FOXVWHU�IRUPDWLRQ�SURWRFRO�
LQ�ZKLFK�WKH�&+V�DUH�VHOHFWHG�LQ�D�URWDWLQJ�PDQQHU��

$V�ZH�FDQ�VHH��/(6'73�UHVLVWV�SHUIHFWO\�WR�WKH�GHILQHG�DWWDFNHU�PRGHO�VLQFH�LW�HQVXUHV�
FRQILGHQWLDOLW\�DQG�GDWD�LQWHJULW\�DV�ZHOO�DV�VRXUFH�QRGH�DXWKHQWLFDWLRQ��

��������/(6'73�&RPSDULVRQ�ZLWK�6RPH�3URWRFROV�RI�WKH�6WDWH�RI�WKH�$UW�

,Q�WKLV�VHFWLRQ��/(6'73�LV�FRPSDUHG�ZLWK�VRPH�GHWHUPLQLVWLF�UDQGRP�NH\�SUH�GLVWULEXWLRQ�
VFKHPHV��

3,.(�>��@��3HHU�,QWHUPHGLDULHV�IRU�.H\�(VWDEOLVKPHQW��LV�D�SURWRFRO�ZKLFK�PLQLPL]HV�NH\�
VWRUDJH� LQ�QRGH�PHPRU\�EHIRUH�GHSOR\PHQW��3,.(�SURSRVHV�XVLQJ� WKH� UHJXODU�QHWZRUN�
QRGHV�DV�WUXVWHG�LQWHUPHGLDULHV�LQVWHDG�RI�WKH�EDVH�VWDWLRQ��7KLV�LV�SURSRVHG�LQ�RUGHU�QRW�
WR�H[KDXVW�WKH�QRGH�UHVRXUFHV�QHDU�WKH�EDVH�VWDWLRQ��+RZHYHU��WKLV�VROXWLRQ�FRXOG�KDYH�D�
GLVDGYDQWDJH��EHFDXVH�LI�WKH�WUXVWHG�LQWHUPHGLDWH�QRGHV�EHWZHHQ�$�DQG�%�DUH�FDSWXUHG��
WKHQ� $� ZLOO� QHLWKHU� EH� DEOH� WR� VKDUH� D� VHFUHW� NH\� ZLWK� %�� QRU� WR� HVWDEOLVK� D� VHFXUH��
OLQN�ZLWK�%��

Liu et al.�>��@�KDYH�SURSRVHG�D�VLPLODU�DSSURDFK�WR�Chan and Perrig�>��@�EHFDXVH�LW�DOVR�
XVHV�ORJLF�JULGV��+RZHYHU��WKHLU�ZRUN�LV�EDVHG�RQ�WKH�NQRZQ�ORFDWLRQ�RI�GHSOR\HG�QRGHV�
WR�IRUP�FOXVWHUV��

7KH�FRPSDULVRQ�LV�VXPPDUL]HG�LQ�WKH�7DEOH�������:H�FDQ�QRWLFH�WKDW�/(6'73�RIIHUV�WKH�
PRVW�HIIHFWLYH�UHVLVWDQFH�WR�DWWDFNV��$OO�QRGHV�LQ�WKH�QHWZRUN�DUH�DXWKHQWLFDWHG�DQG�GDWD�
LQWHJULW\�LV�HQVXUHG��,W�LV�DOVR�PRUH�HQHUJ\�HIILFLHQW�DQG�PRUH�VFDODEOH��

������&RQFOXVLRQ�DQG�)XWXUH�:RUNV�

6HFXULW\� QHHGV� UHODWHG� WR� DXWRFRQILJXUDEOH� QHWZRUNV� VXFK� DV�ZLUHOHVV� VHQVRU� QHWZRUNV�
GLIIHU�IURP�RQH�DSSOLFDWLRQ�GRPDLQ�WR�DQRWKHU�DQG�VWLOO�UHPDLQ�WR�WKLV�GD\��D�WUXH�FKDOOHQJH�
ERWK� LQ� WKHRUHWLFDO� DQG� SUDFWLFDO� DVSHFWV�� :LWKRXW� DQ\� VHFXULW\� IHDWXUH�� WKH� XVH� RI�
DXWRFRQILJXUDEOH�ZLUHOHVV�QHWZRUNV� LQ�DQ\� ILHOG�RI�DSSOLFDWLRQ�ZRXOG�KDYH�XQGHVLUDEOH�
FRQVHTXHQFHV��6KDULQJ�VHFXUH�GDWD�LQYROYHV�HVWDEOLVKLQJ�DQG�GLVWULEXWLQJ�NH\V�WR�HQFU\SW�
PHVVDJHV� DQG� DXWKHQWLFDWH� VRXUFHV� QRGHV�� :H� KDYH� VWXGLHG� VHYHUDO� NH\� PDQDJHPHQW�
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SURWRFROV�� :H� KDYH� EHHQ� SDUWLFXODUO\� LQWHUHVWHG� LQ� GHWHUPLQLVWLF� SURWRFROV� EDVHG� RQ�
V\PPHWULF�FU\SWRJUDSK\�DQG�ZLWK�NH\V�SUH�GLVWULEXWLRQ��7KHQ��ZH�KDYH�SURSRVHG�D�QHZ�
SURWRFRO� �/(6'73�� WKDW� HQVXUHV� DQG� PDLQWDLQV� FRPPXQLFDWLRQV� VHFXULW\� ZKLOH�
PLQLPL]LQJ�HQHUJ\�FRQVXPSWLRQ�RYHU�WKH�QHWZRUN�DQG�SURYLGHV�VHFXULW\�IHDWXUHV��

7DEOH�������&RPSDUDWLYH�WDEOH�RI�/(6'73�ZLWK�VRPH�GHWHUPLQLVWLF�SUH�GLVWULEXWLRQ��
NH\�VFKHPHV��

�
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3,.(�>��@� QR� +� /� 0� +� +�
Liu and al.�

>��@� QR� +� 0� 0� +� +�

/(6'73� \HV� +� +� 0� /� /�
� /HJHQG��+LJK��+���0HGLXP��0���/RZ��/��

�

,Q� DGGLWLRQ�� VLQFH� QRGH� PRELOLW\� LV� DQ� LPSRUWDQW� SURSHUW\� IRU� VRPH� DXWRFRQILJXUDEOH�
ZLUHOHVV�QHWZRUN�DSSOLFDWLRQV��ZH�ZLOO�EH�LQWHUHVWHG�LQ�IXWXUH�ZRUN�WR�SURGXFH�D�UHYLVHG�
YHUVLRQ�RI�/(6'73�WKDW�WDNHV�LQWR�DFFRXQW�WKLV�IHDWXUH��:H�ZLOO�DOVR�SURSRVH�VLPXODWLRQ�
VFHQDULRV�WR�LPSOHPHQW�D�FRPSDUDWLYH�VWXG\�RI�WKH�UHYLVHG�YHUVLRQ�RI�/(6'73�VXSSRUWLQJ�
QRGH�PRELOLW\�ZLWK� VRPH� VWXGLHG� SURWRFROV��7KLV�ZLOO� YDOLGDWH� DQG� FRQILUP� WKH� UHVXOWV�
RXWOLQHG�LQ�WKLV�FKDSWHU��
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