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3UHIDFH�

$IWHU�VXFFHVVIXO�SXEOLFDWLRQ�RI�WKH�ILUVW�WZR�YROXPHV�RI�µAdvances in Networks, Security 
and Communications’�RSHQ�DFFHVV�%RRN�6HULHV�LQ�������9ROXPH����DQG�LQ�������9ROXPH�
����DQG�SRVLWLYH�IHHGEDFN�IURP�RXU�DXWKRUV�DQG�UHDGHUV��ZH�KDYH�GHFLGHG�WR�SXEOLVK�WKH��UG�
YROXPH�RI�WKLV�%RRN�6HULHV�LQ�������

7KLV�YROXPH�FRQWDLQV���FKDSWHUV�ZULWWHQ�E\���DXWKRUV�IURP���FRXQWULHV��$XVWULD��,QGLD�DQG�
6HQHJDO��%XW�LW�LV�QRW�D�VLPSOH�VHW�RI�UHYLHZV��(DFK�RI�WKH�FKDSWHUV�FRQWDLQV�WKH�H[WHQGHG�
VWDWH�RI�WKH�DUW�IROORZHG�E\�QHZ��REWDLQHG�E\�WKH�DXWKRUV�UHVXOWV��XQSXEOLVKHG�EHIRUH��
�
&KDSWHU� �� SUHVHQWV� LQ� GHWDLOV� WKH� DV\PSWRWLF� &UDPHU�5DR� ORZHU� ERXQG� �$&5/%�� IRU�
FDUULHU�EOLQG�QRQ�GDWD�DLGHG��1'$��HVWLPDWLRQ�RI� WKH�V\PERO�UDWH��7KLV�ILJXUH�RI�PHULW�
UHSUHVHQWV�WKH�WKHRUHWLFDO�OLPLW�RI�WKH�MLWWHU�YDULDQFH�SURGXFHG�E\�DQ\�HVWLPDWRU�LQ�WKH�ORZHU�
VLJQDO�WR�QRLVH�UDWLR��615��UDQJH��,W�FRXOG�EH�REVHUYHG�WKDW�WKH�615�YDOXH�FKDUDFWHUL]LQJ�
WKH�LQWHUVHFWLRQ�RI�$&5/%�DQG�PRGLILHG�&UDPHU�5DR�ORZHU�ERXQG��0&5/%��PLJKW�EH�
KHOSIXO�LQ�SUDFWLFH��)XUWKHUPRUH��D�QRYHO�HVWLPDWRU�DOJRULWKP�KDV�EHHQ�GLVFXVVHG��ZKLFK�
VXIIHUV�RQO\�PDUJLQDOO\�IURP�HUURU�IORRU�HIIHFWV��DOWKRXJK�WKLV�VROXWLRQ�UHTXLUHV�D�VHFRQG�
ILOWHU�RSHUDWHG�LQ�SDUDOOHO�WR�WKH�UHFHLYHU�PDWFKHG�ILOWHU��

7KH�FRQILGHQWLDOLW\�FRQFHUQV�LQ�FORXG�HQYLURQPHQWV�DUH�FRQVLGHUHG�LQ�WKH�&KDSWHU����7KH�
UHFHQW� VROXWLRQV� FRQFHUQLQJ� WKLV� VXEMHFW� KDYH�EHHQ�GHVFULEHG�E\� WKH� DXWKRUV��7KLV�ZLOO�
DOORZ�WR�LGHQWLI\�D�EHWWHU�SHUVSHFWLYH�WKDW�ZLOO�KHOS�WR�GHYHORS�LQ�IXWXUH�DQ�HIIHFWLYH�FORXG�
VWUDWHJ\�EDVHG�RQ�H[LVWLQJ�VROXWLRQV�LQ�RUGHU�WR�FRXQWHU�WKH�VHFXULW\�FKDOOHQJHV�UHJDUGLQJ�
GDWD�FRQILGHQWLDOLW\��

7KH�EORFNFKDLQ�EDVHG�DFFHVV�FRQWURO�IRU�GHFHQWUDOL]HG�FORXG�GDWD�SURSRVHG�LQ�&KDSWHU���
EULQJV�PDQ\� DGYDQWDJHV� LQ� WHUPV� RI� VHFXULW\�� $XWKRUV� KDYH� LQWHJUDWHG� WKH� EORFNFKDLQ�
WHFKQRORJ\�LQWR�WKH�FORXG�ZKLOH�HPSKDVL]LQJ�DFFHVV�FRQWURO�PDQDJHG�E\�VSHFLILF�QRGHV�
FDOOHG� PDVWHU� QRGHV� DQG� QRW� E\� D� FHQWUDO� HQWLW\�� ,QGHHG�� LW� UHVSRQGV� WR� VHFXULW\�
YXOQHUDELOLWLHV�LGHQWLILHG�LQ�H[LVWLQJ�GHFHQWUDOL]HG�FORXG�FRPSXWLQJ�VROXWLRQV��$PRQJ�WKH�
PDQ\� DGYDQWDJHV�� LW� LV� YHU\� SURILWDEOH�� HPSKDVL]HV� GDWD� FRQILGHQWLDOLW\�� RIIHUV� JRRG�
UHGXQGDQF\�DQG�XQOLPLWHG�EDQGZLGWK��

&KDSWHU���GHVFULEHV� WKH�PRGHOV�DQG�WHFKQLTXHV�IRU� LQWHOOLJHQW�FODVVLILFDWLRQ�RI�QHWZRUN�
WUDIILF�LQ�RUGHU�WR�LQFUHDVH�DFFXUDF\�LQ�WKH�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ�LQ�
,R7� HQYLURQPHQWV�� 7KH� LPSOHPHQWDWLRQ� RI� VHYHUDO� DUWLILFLDO� LQWHOOLJHQFH� FODVVLILFDWLRQ�
PRGHOV�QDPHO\�D�GHFLVLRQ�WUHH��UDQGRP�IRUHVW��$GD%RRVW�DQG�DQ�DUWLILFLDO�QHXUDO�QHWZRUN�
IRU�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ�LQ�,R7�QHWZRUNV�KDYH�EHHQ�DQDO\]HG�DQG�
GLVFXVVHG��

&KDSWHU���LV�IRFXVHG�RQ�WKH�HPHUJLQJ�WUHQGV�XVLQJ�,QWHUQHW�RI�0HGLFDO�7KLQJV��,R07��IRU�
KHDOWKFDUH�V\VWHP��7KH�IUDPHZRUNV��DUFKLWHFWXUHV�� WHFKQRORJLHV�DQG�SODWIRUPV�RI�,R07�
RQ�WKH�GLIIHUHQW�LQWHJUDWLRQ�OHYHOV�DUH�GHVFULEHG�LQ�WKH�&KDSWHU��
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&KDSWHU���
&RQILGHQWLDOLW\�&RQFHUQV�LQ�&ORXG�
(QYLURQPHQWV�

6DUDK�:D\]DQL�DQG�&KpULI�'LDOOR��

�����,QWURGXFWLRQ�

&ORXG� FRPSXWLQJ� DV� VKRZQ� LQ� )LJ�� ����� LV� DQ� ³RQ�GHPDQG´� DYDLODELOLW\� RI� D� FRPSXWHU�
V\VWHP�UHVRXUFHV��HVSHFLDOO\�GDWD�VWRUDJH��FORXG�VWRUDJH��DQG�FRPSXWLQJ�SRZHU��ZLWKRXW�
GLUHFW� DFWLYH� PDQDJHPHQW� E\� WKH� XVHU�� 7KH� FORXG� LV� FRPSRVHG� RI� ILYH� HVVHQWLDO�
FKDUDFWHULVWLFV��WKUHH�VHUYLFH�PRGHOV�DQG�IRXU�GHSOR\PHQW�PRGHOV�>�@��

,Q�RWKHU�ZRUGV��WKH�FORXG�FRPSXWLQJ�LV�WKH�DELOLW\�WR�DFFHVV�\RXU�ZRUN�HQYLURQPHQW��GDWD��
VRIWZDUH�DQG�EXVLQHVV�DSSOLFDWLRQV�IURP�DQ\�LQWHUQHW�FRQQHFWLRQ�RQ�DQ\�FRQQHFWHG�GHYLFH��
,W� LV� WKH� SURPLVH� RI� UHVRXUFH� VKDULQJ� LQ� D� SXUH� SOXJ� DQG� SOD\�PRGHO� WKDW� GUDPDWLFDOO\�
VLPSOLILHV�LQIUDVWUXFWXUH�SODQQLQJ��7KH�WZR�NH\�DGYDQWDJHV��DPRQJ�PDQ\�RWKHUV��RI�WKLV�
PRGHO�DUH�HDVH�RI�XVH�DQG�FRVW�HIIHFWLYHQHVV��

,Q� FROODERUDWLRQ� ZLWK� WHFKQRORJ\� FRQVXOWLQJ� ILUP� &,72� 5HVHDUFK�� FORXG� PDQDJHPHQW�
FRQVXOWLQJ�ILUP�&RPPYDXOW�VXUYH\HG�����,7�SURIHVVLRQDOV�DQG�WKH�UHVXOWLQJ�UHSRUW�VWDWHV�
WKDW� ��� RI� WKHP�XVH� WKH� FORXG� LQ� WKHLU� EXVLQHVVHV� DQG� KDYH� HYHQ� LQFUHDVHG� WKH� EXGJHW�
DOORFDWHG�WR�WKLV�WHFKQRORJ\�>�@��

+RZHYHU��GHVSLWH�WKH�VLJQLILFDQW�DGYDQFHV�WKDW�KDYH�WDNHQ�SODFH�LQ�UHFHQW�\HDUV�DQG�LWV�
JURZLQJ�LQIOXHQFH��FRQFHUQV�UHJDUGLQJ�FORXG�FRPSXWLQJ�VWLOO�UHPDLQ��,QGHHG��FRPSDQLHV�
VWLOO� KDYH� VXVSLFLRQ� DERXW� WKH� ULVN� RI� PRYLQJ� IURP� WUDGLWLRQDO� ,7� WR� FORXG� FRPSXWLQJ�
HQYLURQPHQWV�� (VSHFLDOO\� ZLWK� WKH� ODWHVW� UHVHDUFK� IURP� ,6&�� VKRZLQJ� WKDW� ��� �� RI�
RUJDQL]DWLRQV�DUH�PRGHUDWHO\�RU�H[WUHPHO\�FRQFHUQHG�DERXW�FORXG�VHFXULW\��DQG�RQH�LQ�IRXU�
RUJDQL]DWLRQV�KDV�FRQILUPHG�D�FORXG�VHFXULW\�LQFLGHQW�LQ�WKH�SDVW����PRQWKV��>�@��

������������������������������������������������������

6DUDK�:D\]DQL�
/DERUDWRLUH�G¶$OJqEUH��&U\SWRJUDSKLH��&RGHV�HW�$SSOLFDWLRQV��/$&&$���'HSW��,QIRUPDWLTXH��8)5�6$7��
8QLYHUVLWp�*DVWRQ�%HUJHU��6DLQW�/RXLV��6pQpJDO�
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7KXV��LQ�WKH�FORXG�VHFWRU��VHFXULW\�LQ�JHQHUDO�DQG�WKH�FRQILGHQWLDOLW\�RI�SHUVRQDO�GDWD�LQ�
SDUWLFXODU�DUH�VWLOO�DPRQJ�WKH�REVWDFOHV�WR�DGRSWLRQ��(YHQ�LI�PRVW�FRPSDQLHV�XVH�&ORXG�
WHFKQRORJLHV� DQG� FRQVXPHUV� DUH� LQFUHDVLQJO\� DGRSWLQJ� GHPDWHULDOL]HG� SURGXFWV� DQG�
VHUYLFHV�� LW� LV� VWLOO� YHU\� GLIILFXOW� WR� NQRZ� H[DFWO\� LI� WKH� GDWD� VWRUHG� RQOLQH� LV� VHFXUH��
+RZHYHU��WKH�EHQHILWV�RXWZHLJK�VRPHKRZ�WKH�GUDZEDFNV�EXW�WKH�PRGHO�LV�ZRUWK�H[SORULQJ�
WR�XQGHUVWDQG�EHWWHU�KLV�XVHV��

,Q�RUGHU�WR�LGHQWLI\�WKH�PDLQ�SULYDF\�LVVXHV�LQ�FORXG�HQYLURQPHQWV��ZH�KDYH�FROOHFWHG�VRPH�
UHFHQW� VROXWLRQV� FRQFHUQLQJ� WKLV� VXEMHFW� DQG� FLWHG� LQ� UHIHUHQFH�� LQ� RUGHU� WR� VWXG\� WKHLU�
VWUHQJWKV�DQG�ZHDNQHVVHV��7KLV�ZLOO�DOORZ�XV�WR�LGHQWLI\�D�EHWWHU�SHUVSHFWLYH�WKDW�ZLOO�KHOS�
XV�DFKLHYH�RXU�PDLQ�REMHFWLYH��ZKLFK� LV� WR�GHYHORS� LQ� IXWXUH�ZRUNV�DQ�HIIHFWLYH�FORXG�
VWUDWHJ\�EDVHG�RQ�H[LVWLQJ�VROXWLRQV�LQ�RUGHU�WR�FRXQWHU�WKH�VHFXULW\�FKDOOHQJHV�UHJDUGLQJ�
GDWD�FRQILGHQWLDOLW\��

7KXV��WR�FDUU\�RXW�RXU�ZRUN��RXU�PLVVLRQ�LV�ILUVW�WR�VXEPLW�D�FODVVLILFDWLRQ�RI�WKH�VROXWLRQV�
FROOHFWHG��WKHQ�WR�LGHQWLI\�FRPSDULVRQ�FULWHULD�WKDW�FDQ�KHOS�XV�LGHQWLI\�WKH�DGYDQWDJHV�DQG�
GLVDGYDQWDJHV�RI�HDFK�VROXWLRQ�FDWHJRU\�DQG�ILQDOO\�SURSRVH�WDEOHV�FRPSDUDWLYH�WR�VXSSRUW�
WKH�LPDJH�RI�D�SRVVLEOH�UHOHDVHG�SHUVSHFWLYH� 

�

)LJ�������&RQFHSWXDO�YLHZ�RI�FORXG�FRPSXWLQJ��

�����2YHUYLHZ�RI�([LVWLQJ�$WWDFNV�LQ�&ORXG�&RPSXWLQJ�

�������$XWKHQWLFDWLRQ�$WWDFNV�

5HVHDUFK�VWXGLHV� UHYHDO� WKDW�DQ\�DXWKHQWLFDWLRQ�PHFKDQLVP�UHODWHG� WR�ZHE�DSSOLFDWLRQV�
DQG�FORXG�VKRXOG�SURYLGH�KLJK�VHFXULW\��HDV\�WR�XVH�LQWHUIDFH�DQG�VXSSRUW�XVHU�PRELOLW\��
7KH�FXVWRPHUV�SUHIHU� WR�DFFHVV�WKHLU�DSSOLFDWLRQV�IURP�GLIIHUHQW� ORFDWLRQV�DQG�GLIIHUHQW�
GHYLFHV�VXFK�DV�GHVNWRS��ODSWRS��3'$��VPDUW�SKRQHV��FHOO�SKRQHV�HWF��7KRVH�QHHGV�SRVH�
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VLJQLILFDQW� UHTXLUHPHQWV� WR� WKH� VHFXULW\� RI� DSSOLFDWLRQV�� 7KH� EURDG� UDQJH� RI� XVHU�
UHTXLUHPHQWV�LQWURGXFHV�ZLGH�UDQJH�RI�DWWDFN�YHFWRUV�LQ�WKH�FORXG�WKDW�PDNHV�WKH�VHFXULW\�
RI�FORXG�DSSOLFDWLRQV�D�WKRXJKW�SURYRNLQJ�PDWWHU��&ORXG�VHUYLFH�SURYLGHUV�QHHG�WR�HQVXUH�
WKDW�RQO\�OHJLWLPDWH�XVHU�LV�DFFHVVLQJ�WKHLU�VHUYLFHV�DQG�WKHVH�SRLQWV�RXW�WR�WKH�UHTXLUHPHQW�
RI� D� VWURQJ� XVHU� DXWKHQWLFDWLRQ�PHFKDQLVP��%XW� WKHUH� H[LVW� QXPHURXV� DWWDFNV� WKDW� FDQ�
FUHDWH�ORRS�KROHV�LQ�WKH�DXWKHQWLFDWLRQ�PHFKDQLVP�DQG�KHQFH�LGHQWLI\LQJ�WKH�PRVW�VHFXUH�
DXWKHQWLFDWLRQ�PHFKDQLVP�ZLWK� KLJK� XVHU� DFFHSWDELOLW\� LV� D� ELJ� FKDOOHQJH� LQ� WKH� FORXG�
HQYLURQPHQW�>�@��7KHUH�DUH�VHYHUDO�DXWKHQWLFDWLRQ�DWWDFNV��DPRQJ�ZKLFK�ZH�FDQ�FLWH��

�� &LSKHU�WH[W�DWWDFN��WKH�DWWDFNHU�KDV�DFFHVV�RQO\�WR�D�QXPEHU�RI�HQFU\SWHG�PHVVDJHV��+H�
KDV�QR�LGHD�ZKDW�WKH�SODLQWH[W�GDWD�RU�WKH�VHFUHW�NH\�PD\�EH��7KH�JRDO�LV�WR�UHFRYHU�DV�
PXFK�SODLQWH[W�PHVVDJHV�DV�SRVVLEOH�RU��SUHIHUDEO\��WR�JXHVV�WKH�VHFUHW�NH\��

�� (DYHVGURSSLQJ� DWWDFN�� WKLV� DWWDFN� WDNHV� DGYDQWDJH� RI�XQVHFXUHG� QHWZRUN�
FRPPXQLFDWLRQV�WR�DFFHVV�WKH�GDWD�VHQW�DQG�UHFHLYHG��

�� %UXWH�IRUFH�DWWDFN��,Q�WKLV�W\SH�RI�DWWDFN��DOO�SRVVLEOH�FRPELQDWLRQV�RI�SDVVZRUG�DSSO\�
WR� EUHDN� WKH� SDVVZRUG�� 7KH� EUXWH� IRUFH� DWWDFN� LV� JHQHUDOO\� DSSOLHG� WR� FUDFN� WKH�
HQFU\SWHG�SDVVZRUGV�ZKHUH�WKH�SDVVZRUGV�DUH�VDYHG�LQ�WKH�IRUP�RI�HQFU\SWHG�WH[W��

�� 'LFWLRQDU\� DWWDFN�� LV� D� PHWKRG� RI� EUHDNLQJ� LQWR� D� SDVVZRUG�SURWHFWHG� FRPSXWHU� RU�
VHUYHU�E\�V\VWHPDWLFDOO\�HQWHULQJ�HYHU\�ZRUG�LQ�D�GLFWLRQDU\�DV�D�SDVVZRUG��

�� .QRZQ�SODLQWH[W�DWWDFN��WKH�DWWDFNHU�KDV�DFFHVV�WR�ERWK�WKH�SODLQWH[W��FDOOHG�D�FULE���DQG�
LWV�HQFU\SWHG�YHUVLRQ��FLSKHU�WH[W���

�� 5HSOD\� DWWDFN�� LV� D� IRUP� RI� QHWZRUN� DWWDFN� LQ� ZKLFK� D� YDOLG� GDWD� WUDQVPLVVLRQ� LV�
PDOLFLRXVO\�RU�IUDXGXOHQWO\�UHSHDWHG�RU�GHOD\HG��

�� .H\� ORJJHUV�� 7KH� NH\� ORJJHUV� DUH� WKH� VRIWZDUH� SURJUDPV� ZKLFK�PRQLWRUV� WKH� XVHU�
DFWLYLWLHV�E\�UHFRUGLQJ�HDFK�DQG�HYHU\�NH\�SUHVVHG�E\�WKH�XVHU��

�������0DQ�LQ�WKH�PLGGOH�$WWDFNV�

7KLV�W\SH�RI�DWWDFNV�KDSSHQV��ZKHQ�D�FRPPXQLFDWLRQ�HVWDEOLVKHG�LQ�WZR�QRGH�RU�FRPSXWHU�
V\VWHP��8VXDOO\�� WKH� DWWDFNHUV�PRGLI\� WKH�PHVVDJH� FRQWHQW� DQG�PHVVDJH� VHTXHQFHV��$��
PDQ�LQ�WKH�PLGGOH� DWWDFN� DOORZV� D� PDOLFLRXV� DFWRU� WR� GLVUXSW�� VHQG� DQG� UHFHLYH� GDWD�
EHWZHHQ�WKH�WZR�XVHUV��6RPH�W\SHV�RI�0DQ�LQ�WKH�PLGGOH�DWWDFNV�DUH��

�� $GGUHVV� 5HVROXWLRQ� 3URWRFRO� &RPPXQLFDWLRQ� �$53��� ,Q� WKH� QRUPDO� $53�
FRPPXQLFDWLRQ��WKH�KRVW�3&�ZLOO�VHQG�D�SDFNHW��ZKLFK�KDV�WKH�VRXUFH�DQG�GHVWLQDWLRQ�
,3�DGGUHVV�LQVLGH�WKH�SDFNHW�DQG�ZLOO�EURDGFDVW�LW�WR�DOO�WKH�GHYLFHV�FRQQHFWHG�WR�WKH�
QHWZRUN��7KH�GHYLFH�WKDW�KDV�WKH�WDUJHW�,3�DGGUHVV�ZLOO�RQO\�VHQG�WKH�$53�UHSO\�ZLWK�
LWV�0$&�DGGUHVV�LQ�LW�DQG�WKHQ�FRPPXQLFDWLRQ�WDNHV�SODFH��7KH�$53�SURWRFRO�LV�QRW�D�
VHFXUHG� SURWRFRO� DQG� WKH�$53� FDFKH� GRHV� QRW� KDYH� D� IRROSURRI�PHFKDQLVP��ZKLFK�
FDXVHV�D�PDMRU�SUREOHP��

�� $53�&DFKH�3RLVRQLQJ��,Q�$53�FDFKH�SRLVRQLQJ��WKH�DWWDFNHU�ZRXOG�EH�VQLIILQJ�RQWR�
WKH�QHWZRUN�E\�FRQWUROOLQJ�WKH�QHWZRUN�VZLWFK�WR�PRQLWRU�WKH�QHWZRUN�WUDIILF��VSRRI�WKH�
$53�SDFNHWV�EHWZHHQ�WKH�KRVW�DQG�WKH�GHVWLQDWLRQ�3&��DQG�SHUIRUP�WKH�0,70�DWWDFN��
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�� '16�6SRRILQJ��'16�VSRRILQJ��DOVR�UHIHUUHG�WR�DV�'16�FDFKH�SRLVRQLQJ��LV�D�IRUP�RI�
FRPSXWHU�VHFXULW\�KDFNLQJ�LQ�ZKLFK�FRUUXSW�'RPDLQ�1DPH�6\VWHP�GDWD�LV�LQWURGXFHG�
LQWR� WKH�'16�UHVROYHU
V�FDFKH��FDXVLQJ�WKH�QDPH�VHUYHU� WR�UHWXUQ�DQ� LQFRUUHFW�UHVXOW�
UHFRUG�� H�J��� DQ� ,3� DGGUHVV�� 7KLV� UHVXOWV� LQ� WUDIILF� EHLQJ� GLYHUWHG� WR� WKH� DWWDFNHU
V�
FRPSXWHU��RU�DQ\�RWKHU�FRPSXWHU���7KLV�LV�D�NLQG�RI�RQOLQH�0,70�DWWDFN�ZKHUH�WKH�
DWWDFNHU�KDV�FUHDWHG�D�IDNH�ZHEVLWH�RI�\RXU�EDQN��VR�ZKHQ�\RX�YLVLW�\RXU�EDQN�ZHEVLWH�
\RX�ZLOO�EH�UHGLUHFWHG�WR�WKH�ZHEVLWH�FUHDWHG�E\�WKH�DWWDFNHU�DQG�WKHQ�WKH�DWWDFNHU�ZLOO�
JDLQ�DOO�\RXU�FUHGHQWLDOV��

�� 6HVVLRQ�+LMDFNLQJ��,Q�WKLV��RQFH�WKH�VHVVLRQ�LV�HVWDEOLVKHG�EHWZHHQ�WKH�KRVW�3&�DQG�WKH�
ZHE�VHUYHU� WKH�DWWDFNHU�FDQ�REWDLQ�FHUWDLQ�SDUWV�RI� WKH� VHVVLRQ�HVWDEOLVKPHQW� WKDW� LV�
GRQH�E\�FDSWXULQJ�WKH�FRRNLHV�WKDW�ZHUH�XVHG�IRU�WKH�VHVVLRQ�HVWDEOLVKPHQW��

�������'HQLDO�RI�6HUYLFH�$WWDFNV�

,Q�WKLV�W\SH�RI�DWWDFNV��WKH�DWWDFNHUV�VHQG�HQRUPRXV�QXPEHU�RI�UHTXHVWV�WR�WKH�WDUJHW�VHUYHUV�
WR� DWWDFN� LW�� +HQFH�� LW� FDQQRW� SURFHVV� WKH� DGGLWLRQDO� UHTXHVWV�� 'R6� DWWDFNV� DUH� RI��
PDQ\�W\SHV��

�� $Q�DWWDFNHU�FDQ�RYHUORDG�WKH�WDUJHW�ZLWK�ODUJH�DPRXQW�RI�MXQN�GDWD�WKDW�FRQVXPH�WKH�
QHWZRUN�EDQGZLGWK�DQG�UHVRXUFHV��IRU�H[DPSOH�8'3�IORRGV��,&03�IORRGV�HWF���

�� $Q� DWWDFNHU� FDQ� PDNH� XVH� RI� EODQN� VSDFH� �ODFXQD�� WKDW� DVVRFLDWHG� ZLWK� YDULRXV�
QHWZRUNLQJ�SURWRFRO�WR�RYHUORDG�WDUJHW�UHVRXUFH��IRU�H[DPSOH�6<1�IORRGV��IUDJPHQW�
SDFNHW�DWWDFN��SLQJ�RI�GHDWK�HWF���

�� $Q�DWWDFNHU�FDQ�PDNH�+773�UHTXHVW�LQ�ODUJH�DPRXQW�VR�WKDW�LW�FDQQRW�EH�KDQGOH�E\�WKH�
VHUYHU�IRU�H[DPSOH�+773�''26�DWWDFN��;0/�''26�DWWDFN��HWF��

'HQLDO�RI�VHUYLFH��'R6��DWWDFNV�DUH�RQH�RI�WKH�PDMRU�VHFXULW\�FKDOOHQJHV�LQ�WKH�HPHUJLQJ�
FORXG�FRPSXWLQJ�PRGHOV��&XUUHQWO\��QXPHURXV�W\SHV�RI�'R6�DWWDFNV�DUH�FRQGXFWHG�DJDLQVW�
WKH� YDULRXV� FORXG� VHUYLFHV� DQG� UHVRXUFHV�� ZKLFK� WDUJHW� WKHLU� DYDLODELOLW\�� VHUYLFH� OHYHO�
DJUHHPHQWV��DQG�SHUIRUPDQFH��

,Q�FORXG�FRPSXWLQJ��D�'R6�DWWDFN�FDQ�EH�GHVFULEHG�DV�DQ�DWWDFN�GHVLJQHG�WR�SUHYHQW�VRPH�
FORXG�FRPSXWLQJ�VHUYLFH�RU�UHVRXUFH�IURP�SURYLGLQJ�LWV�QRUPDO�VHUYLFHV�IRU�D�SHULRG��'R6�
DWWDFNV�FRPSURPLVH�WKH�DYDLODELOLW\�RI�WKH�FORXG�UHVRXUFHV�DQG�VHUYLFHV�DQG�RIWHQ�WDUJHW�
WKH�FRPSXWHU�QHWZRUNV¶�EDQGZLGWK�RU�FRQQHFWLYLW\��*HQHUDOO\��'R6�DWWDFNV�FRPH�LQ�WKH�
IROORZLQJ�FDWHJRULHV��

�� %DQGZLGWK�DWWDFNV��

�� &RQQHFWLYLW\�DWWDFNV��

�� 5HVRXUFH�H[KDXVWLRQ��

�� /LPLWDWLRQ�H[SORLWDWLRQ��

�� 3URFHVV�GLVUXSWLRQ��
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�� 'DWD�FRUUXSWLRQ��

�� 3K\VLFDO�GLVUXSWLRQ��

�������&ORXG�0DOZDUH�,QMHFWLRQ�$WWDFNV�

,Q�&ORXG�0DOZDUH�,QMHFWLRQ�$WWDFN��DQ�DWWDFNHU�WULHV�WR�LQMHFW�PDOLFLRXV�VHUYLFH�RU�YLUWXDO�
PDFKLQH�LQWR�WKH�FORXG��,Q�WKLV�W\SH�RI�DWWDFN�DWWDFNHU�FUHDWHV�LWV�RZQ�PDOLFLRXV�VHUYLFH�
LPSOHPHQWDWLRQ�PRGXOH��6DD6�RU�3DD6��RU�YLUWXDO�PDFKLQH�LQVWDQFH��,DD6���DQG�WU\�WR�DGG�
LW�WR�WKH�&ORXG�V\VWHP��7KHQ��WKH�DWWDFNHU�KDV�WR�EHKDYH�WR�PDNH�LW�D�YDOLG�VHUYLFH�WR�WKH�
&ORXG� V\VWHP� WKDW� LW� LV� VRPH� QHZ� VHUYLFH� LPSOHPHQWDWLRQ� LQVWDQFH� DPRQJ� WKH� YDOLG�
LQVWDQFHV��,I�WKH�DWWDFNHU�VXFFHHGV�LQ�WKLV��WKH�&ORXG�DXWRPDWLFDOO\�UHGLUHFWV�WKH�UHTXHVWV�
RI� YDOLG� XVHU� WR� WKH�PDOLFLRXV� VHUYLFH� LPSOHPHQWDWLRQ�� DQG� WKH� DWWDFNHU� FRGH� VWDUWV� WR�
H[HFXWH��7KH�PDLQ�VFHQDULR�EHKLQG�WKH�&ORXG�0DOZDUH�,QMHFWLRQ�DWWDFN�LV�WKDW�DQ�DWWDFNHU�
WUDQVIHUV�D�PDOLFLRXV�VHUYLFH�LQVWDQFH�LQWR�FORXG�VR�WKDW�LW�FDQ�DFKLHYH�DFFHVV�WR�WKH�VHUYLFH�
UHTXHVWV�RI�WKH�YLFWLP¶V�VHUYLFH��7R�DFKLHYH�WKLV��WKH�DWWDFNHU�KDV�WR�GHULYH�FRQWURO�RYHU�
WKH� YLFWLP¶V� GDWD� LQ� WKH� FORXG�� $FFRUGLQJ� WR� FODVVLILFDWLRQ�� WKLV� DWWDFN� LV� WKH� PDMRU�
UHSUHVHQWDWLYH�RI� H[SORLWLQJ� WKH� VHUYLFH�WR�FORXG�DWWDFN� VXUIDFH��7KH�SXUSRVH�RI� ³FORXG�
PDOZDUH� LQMHFWLRQ� DWWDFN´� FDQ� EH� DQ\WKLQJ� LQ� ZKLFK� DQ� DWWDFNHU� LV� LQWHUHVWHG�� LW� PD\�
LQFOXGH�GDWD�PRGLILFDWLRQV��IXOO�IXQFWLRQDOLW\�FKDQJHV�UHYHUVH�RU�EORFNLQJV��

�������6LGH�&KDQQHO�$WWDFNV�

$Q� DWWDFNHU� DWWHPSWV� WR� FRPSURPLVH� WKH� FORXG� V\VWHP� E\� SODFLQJ� D� PDOLFLRXV� YLUWXDO�
PDFKLQH� LQ� FORVH� SUR[LPLW\� WR� D� WDUJHW� FORXG� VHUYHU� V\VWHP� DQG� WKHQ� ODXQFKLQJ� D� VLGH�
FKDQQHO�DWWDFN��6LGH�FKDQQHO�DWWDFNV�KDYH�HPHUJHG�DV�D�NLQG�RI�HIIHFWLYH�VHFXULW\�WKUHDW�
WDUJHWLQJ�V\VWHP�LPSOHPHQWDWLRQ�RI�FU\SWRJUDSKLF�DOJRULWKPV��(YDOXDWLQJ�FU\SWRJUDSKLF�
V\VWHPV�UHVLOLHQFH�WR�VLGH�FKDQQHO�DWWDFNV�LV�WKHUHIRUH�LPSRUWDQW�IRU�VHFXUH�V\VWHP�GHVLJQ��
6LGH�FKDQQHO�DWWDFNV�XVH�WZR�VWHSV�WR�DWWDFN��

�� 90�&2�5HVLGHQFH�DQG�3ODFHPHQW�L�H���DQ�DWWDFNHU�FDQ�RIWHQ�SODFH�KLV�RU�KHU�LQVWDQFH�
RQ�WKH�VDPH�SK\VLFDO�PDFKLQH�DV�D�WDUJHW�LQVWDQFH��

�� 90�([WUDFWLRQ�L�H���WKH�DELOLW\�RI�D�PDOLFLRXV�LQVWDQFH�WR�XWLOL]H�VLGH�FKDQQHOV�WR�OHDUQ�
LQIRUPDWLRQ�DERXW�FR�UHVLGHQW�LQVWDQFHV��

,W� FDQ� EH� YHU\� HDV\� WR� JDLQ� VHFUHW� LQIRUPDWLRQ� IURP� D� GHYLFH� VR� VHFXULW\� DJDLQVW� VLGH�
FKDQQHO�DWWDFN�LQ�FORXG�FRPSXWLQJ�VKRXOG�EH�SURYLGHG��

�������&ROOXVLRQ�$WWDFNV�

&ROOXVLRQ�DWWDFN�FDQ�EH�GHILQHG�DV� WKH�H[HFXWLRQ�RI�RSHUDWLRQV� WKDW�KDYH� WKH�DELOLW\� WR�
FRPELQH�PXOWLSOH�FRSLHV�RI�WKH�PHGLD�RU�RWKHU�ILOHV�WRJHWKHU�WR�SURGXFH�D�QHZ�FRS\��7KH�
RSHUDWLRQV�ZKLFK�LQFOXGH�EXW�DUH�QRW�OLPLWHG�WR�DUH�DYHUDJLQJ�RI�WKH�GDWD��UHSODFLQJ��OLQHDU�
FRPELQDWLRQ� RI� GDWD�� HWF�� 7KH\� DUH� PRVW� RI� WKH� WLPH� XVHG� IRU� EUHDNLQJ� LQWR� YLGHR�
ILQJHUSULQWLQJ�WHFKQRORJLHV�DQG�FUDFNLQJ�WKH�SDVVZRUGV�NH\V�RI�WKH�UHTXLUHG�V\VWHP�>�@��
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,Q�WKH�FORXG�VWRUDJH�VLWXDWLRQ��DQ\�UHYRNHG�XVHU�FDQ�XVH�VXFK�RSHUDWLRQV�DQG�FDQ�JXHVV�WKH�
SULYDWH�NH\�HDVLO\�WR�EUHDN�LQWR�WKH�V\VWHP�DQG�DFFHVV�WKH�ILOHV��7KHUHIRUH��WKLV�SUREOHP�
KDV� WR� EH� VROYHG� WR� LQFUHDVH� WKH� VHFXULW\� RI� WKH� FORXG� VWRUDJH� V\VWHP��PDLQWDLQLQJ� WKH�
,QWHJULW\�RI�WKH�6SHFLILFDWLRQV��

�����'DWD�&RQILGHQWLDOLW\�LQ�&ORXG�&RPSXWLQJ�

)URP�LQLWLDO�FRQFHSW�EXLOGLQJ�WR�FXUUHQW�GHSOR\PHQW��FORXG�FRPSXWLQJ�LV�JURZLQJ�PRUH�
DQG� PRUH� PDWXUH�� 7KH� DGRSWLRQ� RI� FORXG� FRPSXWLQJ� PD\� OHDG� WR� VHYHUDO� SULYLOHJHV�
SURYLGHG� E\� FORXG� SURYLGHUV� LQFOXGLQJ� UHGXFLQJ� FRVWV�� SRZHUIXO� FRPSXWDWLRQV�� KLJK�
VHUYLFHV�HODVWLFLW\�DQG�VFDODELOLW\��

,Q� FXUUHQW� FORXG� FRPSXWLQJ� V\VWHPV�� EHFDXVH� XVHUV¶� GDWD� DUH� VWRUHG� DQG� SURFHVVHG� E\�
FRPSXWLQJ� V\VWHPV� PDQDJHG� DQG� RSHUDWHG� E\� YDULRXV� VHUYLFH� SURYLGHUV�� XVHUV� DUH�
FRQFHUQHG�ZLWK�WKH�ULVNV�RI�XQDXWKRUL]HG�XVDJH�RI�WKHLU�VHQVLWLYH�GDWD�E\�YDULRXV�HQWLWLHV��
LQFOXGLQJ�VHUYLFH�SURYLGHUV��&RQFHUQV�RYHU�WKH�FRQILGHQWLDOLW\�RI�VHQVLWLYH�GDWD�DUH�VWLOO�
WKHQ�WKH�PDLQ�REVWDFOHV� OLPLWLQJ�WKH�ZLGHVSUHDG�DGRSWLRQ�RI�FORXG�FRPSXWLQJ�VHUYLFHV��
&RQILGHQWLDOLW\� UHIHUV� WR� SURWHFWLQJ� LQIRUPDWLRQ� IURP� EHLQJ� DFFHVVHG� E\� XQDXWKRUL]HG�
SDUWLHV��,Q�RWKHU�ZRUGV��RQO\�WKH�SHRSOH�ZKR�DUH�DXWKRUL]HG�WR�GR�VR�FDQ�JDLQ�DFFHVV�WR�
VHQVLWLYH�GDWD��

6LQFH�XVHUV
�VHQVLWLYH�GDWD�DUH�PRVWO\�SUHVHQWHG�LQ�XQHQFU\SWHG�IRUPV�WR�UHPRWH�PDFKLQHV�
RZQHG�DQG�RSHUDWHG�E\�WKLUG�SDUW\�VHUYLFH�SURYLGHUV��WKH�ULVNV�RI�XQDXWKRUL]HG�GLVFORVXUH�
RI� WKH� XVHUV
� VHQVLWLYH� GDWD� E\� VHUYLFH� SURYLGHUV� PD\� EH� TXLWH� KLJK�� 7KHUH� DUH� PDQ\�
WHFKQLTXHV�IRU�SURWHFWLQJ�XVHUV
�GDWD�IURP�RXWVLGH�DWWDFNHUV��EXW�FXUUHQWO\�QR HIIHFWLYH�ZD\�
LV� DYDLODEOH� IRU� SURWHFWLQJ� XVHUV
� VHQVLWLYH� GDWD� LQ� FORXG� FRPSXWLQJ� >�@�� )URP� WKH�
FRQVXPHUV¶�SHUVSHFWLYH��FORXG�FRPSXWLQJ�VHFXULW\�FRQFHUQV��HVSHFLDOO\�GDWD�VHFXULW\�DQG�
SULYDF\�SURWHFWLRQ�LVVXHV��UHPDLQ�WKH�SULPDU\�LQKLELWRU�IRU�DGRSWLRQ�RI�FORXG�FRPSXWLQJ�
VHUYLFHV�>�@��

�������&ODVVLILFDWLRQ�RI�6ROXWLRQV�(QVXULQJ�'DWD�&RQILGHQWLDOLW\�LQ�&ORXG�
&RPSXWLQJ�

&ODVVLILFDWLRQ� LV� WKH� SURFHVV� WKDW� FDQ� DOORZ� XV� WR� FDWHJRUL]H� DOO� FROOHFWHG� VROXWLRQV�
FRQFHUQLQJ�GDWD�FRQILGHQWLDOLW\�LVVXHV�LQ�FORXG�FRPSXWLQJ�HQYLURQPHQW��2XU�FKRLFH�KDV�
EHHQ� WR� FDWHJRUL]H� WKHP� DFFRUGLQJ� WR� WKHLU� ZD\� WR� HQVXUH� FRQILGHQWLDOLW\� LQ� VXFK�
HQYLURQPHQW��:H�HQGHG�XS�FKRRVLQJ�ILYH�GLIIHUHQW�FDWHJRULHV��ZKLFK�DUH��

�� &RQILGHQWLDOLW\�WKURXJK�ELRPHWULF�HQFU\SWLRQ��

�� &RQILGHQWLDOLW\�WKURXJK�KRPRPRUSKLF�HQFU\SWLRQ��

�� &RQILGHQWLDOLW\�QRW�E\�HQFU\SWLRQ�RQO\��

�� &RQILGHQWLDOLW\�DFFRUGLQJ�WR�WKH�W\SH�RI�VWRUDJH��

�� &RQILGHQWLDOLW\�ZLWKRXW�HQFU\SWLRQ��
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7DEOH� ���� FODVVLILHV� VRPH� VROXWLRQV� HQVXULQJ� GDWD� FRQILGHQWLDOLW\� LQ� FORXG� FRPSXWLQJ�
DFFRUGLQJ�WR�WKHVH�ILYH�GLIIHUHQW�FDWHJRULHV�FLWHG�DERYH�

7DEOH������&ODVVLILFDWLRQ�RI�VROXWLRQV�HQVXULQJ�GDWD�FRQILGHQWLDOLW\�LQ�FORXG�FRPSXWLQJ� 

&ODVVLILFDWLRQ� 6ROXWLRQV�

&RQILGHQWLDOLW\�WKURXJK�ELRPHWULF�
HQFU\SWLRQ�

%LRPHWULF�(QFU\SWLRQ�LQ�PRELOH�FORXG�FRPSXWLQJ�>�@��
3ULYDF\�SUHVHUYLQJ�ELRPHWULF�,GHQWLILFDWLRQ�LQ�FORXG�
FRPSXWLQJ�>�@��
&ORXG%,�>�@��
%(�WR�HQKDQFH�FRQILGHQWLDOLW\�LQ�FORXG�FRPSXWLQJ�>�@��
3ULYDF\�SUHVHUYLQJ�VHFXULW\�XVLQJ�ELRPHWULFV�>��@�

&RQILGHQWLDOLW\�WKURXJK�
KRPRPRUSKLF�HQFU\SWLRQ�

&ORXG�(O�*DPDO�DQG�)DVW�FORXG�56$�VFKHPHV�>��@��
)DVW�YDULDQW�FORXG�3DLOOLHU�VFKHPH�>��@��
$�VROXWLRQ�EDVHG�RQ�IXOO\�KRPRPRUSKLF��
HQFU\SWLRQ�>��@��
6SHHG\�&ORXG�56$�>��@��
6ROXWLRQ�EDVHG�RQ�,QWHO�6*;�>��@�

&RQILGHQWLDOLW\�QRW�E\��
HQFU\SWLRQ�RQO\�

+3,�6HFXUH�>��@��
.�11�FODVVLILHU�IRU�GDWD�FRQILGHQWLDOLW\�>��@��
6WHJDQRJUDSK\�EDVHG�VROXWLRQ�>��@��
&RQILGHQWLDOLW\�SUHVHUYLQJ�WKURXJK�HQFU\SWLRQ�DQG�
REIXVFDWLRQ�>��@��
$WWULEXWH�%DVHG�3UR[\�5H�HQFU\SWLRQ�>��@��
75�0$%(�>��@��
3ULYDF\�0DQDJHU�>��@��
+LHUDUFKLFDO�FODVVHV�RI�FRPSXWLQJ�IRU��
SULYDF\�SUHVHUYLQJ�LQ�FORXG�FRPSXWLQJ�>��@��
(QFU\SWLRQ�DQG�WUXVW�EDVHG�VROXWLRQ�>��@��
%ORFNFKDLQ�IRU�FORXG�EDVHG�GDWD�SULYDF\�>��@��
/�(QF'%�>��@��
&6�,%(�>��@��
*5%$&�>��@��
,656$&�>��@��
6ROXWLRQ�XVLQJ�0RGXODU�(QFU\SWLRQ�6WDQGDUG�>��@��
&3'$�>��@�

&RQILGHQWLDOLW\�DFFRUGLQJ�WR�WKH�
W\SH�RI�VWRUDJH�

6HFUHW�VKDULQJ�VFKHPH�>��@��
6FKHPH�IRU�LPDJH�GDWD�SULYDF\�>��@��
'&663�>��@��
&$)(�>��@��
$5,$11$�>��@�

&RQILGHQWLDOLW\�ZLWKRXW�HQFU\SWLRQ�

1HW'%��06�>��@��
0XOWLSOH�VWRUDJH�VROXWLRQ�>��@��
021FU\SW�>��@��
0DWUL[�EDVHG�VROXWLRQ�>��@�
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�������&RQILGHQWLDOLW\�7KURXJK�%LRPHWULF�(QFU\SWLRQ�

���������%LRPHWULF�(QFU\SWLRQ�LQ�0RELOH�&ORXG�&RPSXWLQJ�

7KH� DXWKRUV� LQ� >�@� WU\� WR� LQWHJUDWH� %(� WHFKQRORJ\� LQ� WKHLU�0&&� SODWIRUP�� 7KH� VWHSV�
WRZDUGV�XVLQJ�%(�0&&�SODWIRUP�DUH�DV�IROORZV��%(�DSSOLFDWLRQ�GHYHORSHUV�VKRXOG�UHJLVWHU�
LQ�WKH�SODWIRUP�ZKHQ�WKH\�UHOHDVH�WKHLU�SURGXFWV��8VHUV�GRZQORDG�UHJLVWHUHG�DSSOLFDWLRQV�
WR� PRELOH� GHYLFHV� IURP� DSS� PDUNHW� LQ� WKH� SODWIRUP�� DQG� WKH� ELRPHWULF� GDWD� ZLOO� EH�
WUDQVIHUUHG� WR� WKH� SODWIRUP� WKURXJK� VSHFLILF� LQWHUIDFH��%HIRUH� D� XVHU� EHJLQV� WR� XVH� WKH�
DSSOLFDWLRQV��KH�VKRXOG�FUHDWH�D�UHFRUG�FRQWDLQLQJ�KLV�ELRPHWULF�IHDWXUHV�RQ�WKH�SODWIRUP��
,Q� WKH� SODWIRUP�� WKRXVDQGV� RI� UHTXHVWV� DUH� VFKHGXOHG� DQG� DQDO\]HG�� DQG� WKH� RULJLQDO�
WHPSODWHV�RI�XVHUV�DUH�VWRUHG�LQ�GDWDEDVH�HQFU\SWHG��$IWHU� WKH�UHTXHVWV�DUH�GLVSRVHG�E\�
&$&��&ORXG�$XWKHQWLFDWLRQ�&HQWHU���WKH�UHVXOWV�ZLOO�EH�VHQW�EDFN�WR�WKH�DSSOLFDWLRQV��$W�
GHVLJQ� WLPH�� WKH� GHYHORSHU� KDV� WR� UHJLVWHU� WKH� DSSOLFDWLRQ� ZLWK� %(� 0&&� SODWIRUP��
$SSOLFDWLRQ� UHJLVWUDWLRQ� LQIRUPV� UHTXHVW� SDUDPHWHUV�� LQFOXGLQJ� WKH� FDWHJRU\� RI� WKH�
DSSOLFDWLRQ��ELRPHWULF�IHDWXUHV�UHTXHVWHG��VHFXULW\�UHTXLUHPHQW�OHYHO�HWF��7KH�DSSOLFDWLRQV�
ZLOO� EH� H[DPLQHG� VWULFWO\� LQ� FDVH� RI� PDOZDUHV� GLVJXLVLQJ� OHJDO� VRIWZDUH�� WKHQ� WKH�
DSSOLFDWLRQ�ZLOO�KDYH�D�UHFRUG�GDWD�LQ�WKH�SODWIRUP�FRQWDLQLQJ�LWV�LQIRUPDWLRQ��

Discussion:� 6WDWLVWLFV� VKRZ� WKDW� ��� �� RI� KXPDQ¶V� ILQJHUV� FDQQRW� EH� LGHQWLILHG� E\�
ELRPHWULF�IHDWXUH�V\VWHP�GXH�WR�WKH�TXDOLW\�RI�ILQJHUSULQW��DQG�RWKHU�ILQJHUV�PD\�EHFRPH�
GU\��ZHW�RU�GLVWRUWHG�DQG�IDLO�WR�EH�FROOHFWHG��0RUHRYHU��ILQJHUSULQW�LPDJH�FKDQJHV�ZLWK�
PDQ\� HQYLURQPHQWDO� RU� ELRORJLFDO� IDFWRUV�� 7KHUHIRUH�� LPSURYLQJ� WKH� UREXVWQHVV� RI�
ILQJHUSULQW� LGHQWLILFDWLRQ� DOJRULWKP� WR� GHDO�ZLWK� ILQJHUSULQWV� RI� ORZ� TXDOLW\� LV� D�PDMRU�
SUREOHP�LQ�WKLV�DUHD��,Q�DGGLWLRQ��DJLQJ�� LOOQHVV��HWF���KDYH�D�EHDULQJ�RQ�WKH�TXDOLW\�DQG�
YDULDELOLW\�RI�FDSWXUHG�ELRPHWULF�GDWD��7KHUHIRUH��D�FRPSUHKHQVLYH�PHFKDQLVP�LV�UHTXLUHG�
WR�KHOS� WKRVH�SHRSOH�NHHS� WKHLU�ELRPHWULF� IHDWXUHV�DYDLODEOH�E\�VRPH�PHWKRGV�� VXFK�DV�
PXOWLSOH� ILQJHUV�� UHFRUGLQJ� RU� XSGDWLQJ� WKH� ELRPHWULF� GDWD� FRPELQLQJ� XVHU¶V� RWKHU�
DXWKHQWLFDWHG� LQIRUPDWLRQ�� 7KH� DXWKRUV� SRLQW� RXW� VHYHUDO� REVWDFOHV� WR� RYHUFRPH� LQ�
LPSOHPHQWLQJ�%(�LQ�0&&��WKRXJK�VRPH�RI�WKHP�DUH�XVXDO�SUREOHPV�LQKHULWHG�IURP�%(�RU�
0&&��WKH\�VWLOO�QHHG�WR�EH�VROYHG��

�� ([WHQGLQJ�EDWWHU\�OLIHWLPH��

�� ,PSURYLQJ�GDWD�VWRUDJH�FDSDFLW\�DQG�SURFHVVLQJ�SRZHU��

�� ,PSURYLQJ�UHOLDELOLW\��

���������3ULYDF\�SUHVHUYLQJ�%LRPHWULF�,GHQWLILFDWLRQ�LQ�&ORXG�&RPSXWLQJ�

,Q� >�@�� WKH�DXWKRUV�SURSRVH�D�QRYHO�SULYDF\�SUHVHUYLQJ�ELRPHWULF� LGHQWLILFDWLRQ�VFKHPH�
ZKLFK�DFKLHYHV�HIILFLHQF\�E\�H[SORLWLQJ�WKH�SRZHU�RI�FORXG�FRPSXWLQJ��,Q�WKHLU�SURSRVHG�
VFKHPH�� WKH� ELRPHWULF� GDWDEDVH� LV� HQFU\SWHG� DQG� RXWVRXUFHG� WR� WKH� FORXG� VHUYHUV�� 7R�
SHUIRUP� D� ELRPHWULF� LGHQWLILFDWLRQ�� WKH� GDWDEDVH� RZQHU� JHQHUDWHV� D� FUHGHQWLDO� IRU� WKH�
FDQGLGDWH� ELRPHWULF� WUDLW� DQG� VXEPLWV� LW� WR� WKH� FORXG�� 7KH� FORXG� VHUYHUV� SHUIRUP�
LGHQWLILFDWLRQ�RYHU�WKH�HQFU\SWHG�GDWDEDVH�XVLQJ�WKH�FUHGHQWLDO�DQG�UHWXUQ�WKH�UHVXOW�WR�WKH�
RZQHU��'XULQJ�WKH�LGHQWLILFDWLRQ��FORXG�OHDUQV�QRWKLQJ�DERXW�WKH�RULJLQDO�SULYDWH�ELRPHWULF�
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GDWD��%HFDXVH�WKH�LGHQWLILFDWLRQ�RSHUDWLRQV�DUH�VHFXUHO\�RXWVRXUFHG�WR�WKH�FORXG��WKH�UHDO�
WLPH�FRPSXWDWLRQDO��FRPPXQLFDWLRQ�FRVWV�DW�WKH�RZQHU�VLGH�DUH�PLQLPDO��

Discussion:�7KH�SURSRVHG�VFKHPH� LQWURGXFHV�QHJOLJLEOH�FRPSXWDWLRQ� WDVN� WR� WKH�FOLHQW�
VLGH�� ZKLFK� LV� H[WUHPHO\� HIILFLHQW� IRU� PRVW� PRELOH� GHYLFHV� WR� LPSOHPHQW�� )URP� WKH�
H[SHULPHQWDO�UHVXOWV��WKH\�FDQ�FOHDUO\�VHH�WKDW��

�� 7KH� VFKHPH� FDQ� HIILFLHQWO\� GHDO� ZLWK� ODUJH� VL]H� GDWDEDVHV� LQ� ELRPHWULF� GDWD�
LGHQWLILFDWLRQ�WKDQNV�WR�WKH�KLJK�VFDODELOLW\�RI�FORXG��

�� ,W�FDQ�DOVR�HIILFLHQWO\�KDQGOH�D�UHODWLYHO\�ODUJH�QXPEHU�RI�LGHQWLILFDWLRQ�UHTXHVWV�HYHQ�
IRU� ODUJH� GDWDEDVH� FDVHV�� KRZHYHU�� VXFK� D� VHWWLQJ� ZLOO� FDXVH� KLJK� GHOD\V� LQ��
SUHYLRXV�ZRUNV��

�� &RPSDUHG�ZLWK�SUHYLRXV�ZRUNV��WKH�VFKHPH�MXVW�UHTXLUHV�OLJKWZHLJKW�KDUGZDUH�IRU�ERWK�
GDWDEDVH� RZQHU� VLGH� DQG� WKH� FOLHQW� VLGH�� ZKLFK� PDNHV� RXU� VFKHPH� WR� EH� HDVLO\�
LPSOHPHQWHG�ZLWK� D� UHODWLYHO\� ORZ�FRVW��ZKLFK� IXUWKHU�PDNHV� LW� VXLWDEOH� IRU� D�ZLGH�
UDQJH�RI�DSSOLFDWLRQV��

���������&ORXG%,�

7KH�DXWKRUV�RI�>�@�LQYHVWLJDWH�WKH�SULYDF\�SUHVHUYLQJ�ELRPHWULF�LGHQWLILFDWLRQ�RXWVRXUFLQJ�
SUREOHP��ZKHUH� WKH�GDWDEDVH�RZQHU�RXWVRXUFHV�ERWK� WKH� ODUJH�VFDOH�HQFU\SWHG�GDWDEDVH�
DQG�WKH�FRPSXWDWLRQDOO\�LQWHQVLYH�LGHQWLILFDWLRQ�MRE�WR�WKH�VHPL�KRQHVW�FORXG��UHOLHYLQJ�
LWVHOI� IURP�GDWD�VWRUDJH�DQG�FRPSXWDWLRQ�EXUGHQ��7KH\�SUHVHQW�QHZ�SULYDF\�SUHVHUYLQJ�
ELRPHWULF�LGHQWLILFDWLRQ�SURWRFROV��ZKLFK�VXEVWDQWLDOO\�UHGXFH�WKH�FRPSXWDWLRQ�EXUGHQ�RQ�
WKH� GDWDEDVH� RZQHU�� 3ULYDF\�SUHVHUYLQJ� ELRPHWULF� LGHQWLILFDWLRQ� KDV� EHHQ� H[WHQVLYHO\�
LQYHVWLJDWHG�LQ�WKH�VHFXUH�WZR�SDUW\�FRPSXWDWLRQ�PRGHO��ZKHUH�WKH�GDWDEDVH�RZQHU�DQG�
WKH� XVHU� LQWHUDFWLYHO\� H[HFXWH� WKH� LGHQWLILFDWLRQ� SURWRFRO� ZLWKRXW� UHYHDOLQJ� WKH��
VHOI�ELRPHWULF� GDWD� LQIRUPDWLRQ� WR� HDFK� RWKHU�� 7KHVH� ZRUNV�� KRZHYHU�� HLWKHU� KDYH�
HIILFLHQF\� LVVXHV� �KHDYLO\� UHO\� RQ� KRPRPRUSKLF� HQFU\SWLRQ�� RU� IDLO� WR� VXSSRUW� WKH�
FRPSXWDWLRQ�RI�D�JOREDO�PLQLPXP��ZKLFK�OLPLWV�WKHLU�DSSOLFDWLRQV��,Q�WKLV�ZRUN��WKH\��IRU�
WKH� ILUVW� WLPH�� LGHQWLI\� WKH� GHILFLHQFLHV� DQG� VHFXULW\� ZHDNQHVVHV� RI� SUHYLRXV��
SULYDF\�SUHVHUYLQJ� ELRPHWULF� LGHQWLILFDWLRQ� SURWRFROV� LQ� WKH� FRPSXWDWLRQ� RXWVRXUFLQJ�
PRGHO��7KHLU�GHVLJQ�LV�FDUHIXOO\�WXQHG�WR�PHHW�WKH�VHFXULW\�DQG�HIILFLHQF\�UHTXLUHPHQWV�
XQGHU� D� WKUHH�SDUW\� RXWVRXUFLQJ� FRPSXWDWLRQ�PRGHO��ZKHUH� RQH�RU� WZR�SDUWLHV�PD\�EH�
VHPL�KRQHVW��

,Q� WKLV�SDSHU�� WKH�DXWKRUV�FRQVLGHU�D�FORXG�EDVHG�ELRPHWULF�PDWFKLQJ�V\VWHP� LQYROYLQJ�
WKUHH�SDUWLHV��

�� 7KH�GDWDEDVH�RZQHU��

�� 7KH�XVHU��

�� 7KH�FORXG�VHUYHU��

Discussion:� 7KH� UHVXOWV� LQ� >�@� FOHDUO\� YDOLGDWH� WKH� VFDODELOLW\� RI� WKH� FORXG�EDVHG��
SULYDF\�SUHVHUYLQJ� ELRPHWULF� LGHQWLILFDWLRQ� V\VWHP�� 7R� GHPRQVWUDWH� WKH� FRPSXWDWLRQ�
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VDYLQJV�RQ�WKH�GDWDEDVH�RZQHU��WKH�DXWKRUV�VKRZ�WKH�FRPSDULVRQ�RI�WLPH�FRVWV�RI�ELRPHWULF�
LGHQWLILFDWLRQ�RQ�WKH�GDWDEDVH�RZQHU�ZLWK�DQG�ZLWKRXW�LGHQWLILFDWLRQ�RXWVRXUFLQJ��$V�FDQ�
EH�VHHQ��WKH�VFKHPH�DFKLHYHV�FRQVWDQW�WLPH�FRVW�RQ�WKH�GDWDEDVH�RZQHU��ZKLOH�WKH�WLPH�
FRVW� RI� SHUIRUPLQJ� LGHQWLILFDWLRQ� ORFDOO\� �RYHU� SODLQWH[W� ELRPHWULF� GDWDEDVH� ZLWKRXW�
RXWVRXUFLQJ��LQFUHDVHV�OLQHDUO\�ZLWK�WKH�GDWDEDVH�VL]H��7KH�ODUJHU�WKH�GDWDEDVH�VL]H��H�J���
ZLWK����PLOOLRQ�)LQJHU�&RGHV��LV��WKH�KLJKHU�HIILFLHQF\�JDLQ�FDQ�EH�DFKLHYHG��

���������%(�WR�(QKDQFH�&RQILGHQWLDOLW\�LQ�&ORXG�&RPSXWLQJ�

,Q�>�@�WKH�DXWKRUV�SURSRVHG�ELRPHWULF�HQFU\SWLRQ�WR�LPSURYH�WKH�FRQILGHQWLDOLW\�LQ�&ORXG�
FRPSXWLQJ� IRU� ELRPHWULF� GDWD�� ,Q� DGGLWLRQ�� WKH\� GLVFXVVHG� YLUWXDOL]DWLRQ� IRU� &ORXG�
FRPSXWLQJ�� DV� ZHOO� DV� ELRPHWULFV� HQFU\SWLRQ�� ,QGHHG�� WKH\� RYHUYLHZHG� WKH� VHFXULW\�
ZHDNQHVVHV� RI� &ORXG� FRPSXWLQJ� DQG� KRZ� ELRPHWULF� HQFU\SWLRQ� FDQ� LPSURYH� WKH�
FRQILGHQWLDOLW\�LQ�&ORXG�FRPSXWLQJ�HQYLURQPHQW��

%LRPHWULF� LGHQWLILFDWLRQ� LV� D�PRUH� IOH[LEOH� DXWKHQWLFDWLRQ�PHWKRG� WKDQ� WKH� VHFUHW� NH\��
EHFDXVH�LW�LV�H[WUHPHO\�GLIILFXOW�WR�EH�IRUJRWWHQ�RU�HYHQ�ORVW��,W�LV�D�VROXWLRQ�WKDW�KDV�EHHQ�
XVHG� WR� SURWHFW� ELRPHWULF� LGHQWLILFDWLRQ�� ,QGHHG�� FU\SWRJUDSK\� ZDV� WKH� VROXWLRQ� WR�
RYHUFRPH�WKH�WKUHDWV�RQ�ELRPHWULF�LGHQWLILFDWLRQ��

Discussion:�'HVSLWH� DOO� WKRVH� FKDUPLQJ� IHDWXUHV� DQG� VWURQJ� VXSSRUW� WKDW� YLUWXDOL]DWLRQ�
WHFKQRORJ\�SURYLGHV�WR�WKH�FRPSXWLQJ�HQYLURQPHQW�WKDW�XWLOL]HV�LW��LW�KDV�D�KXJH�LPSDFW�RQ�
WKH� GHYHORSPHQW� RI� WKHVH� UHO\LQJ� HQYLURQPHQWV�� $OWKRXJK� YLUWXDOL]DWLRQ� LV� QRW� QHZ�
WHFKQRORJ\�DV�&ORXG��LW�KDV�VHYHUDO�VHFXULW\�LVVXHV��7KHVH�VHFXULW\�LVVXHV�KDYH�PLJUDWHG�
LQWR� &ORXG� FRPSXWLQJ� HQYLURQPHQW�� 0RVW� RI� WKHVH� VHFXULW\� LVVXHV� DUH� EDVHG� RQ� WKH�
YLUWXDOL]DWLRQ� OHYHO�� +RZHYHU�� %LRPHWULF� HQFU\SWLRQ� SURYLGHV� H[WUD� OHYHO� VHFXULW\� IRU�
SULYDF\�DJDLQVW�WKHVH�VHFXULW\�LVVXHV��,W�LV�LPSRUWDQW�WR�PHQWLRQ�WKDW�%(�GRHV�QRW�VROYH�WKH�
VHFXULW\�LVVXHV�LQ�&ORXG�FRPSXWLQJ��%XW�LW�VHFXUHV�%LRPHWULF�GDWD�DJDLQVW�PRVW�RI�WKHVH�
VHFXULW\�LVVXHV��%(�SURYLGHV�H[WUD�OHYHO�RI�VHFXULW\�IRU�WKH�DWWDFNHU�LQ�WKH�&ORXG�ZKLFK�LV�
WKH�HQFU\SWLRQ�PHFKDQLVP��

���������3ULYDF\�3UHVHUYLQJ�6HFXULW\�8VLQJ�%LRPHWULFV�

7KH�SDSHU�>��@�HPSKDVL]HV�RQ�FORXG�VHFXULW\�DQG�SULYDF\�LVVXHV�DQG�SURYLGHV�WKH�VROXWLRQ�
XVLQJ� ELRPHWULF� IDFH� UHFRJQLWLRQ�� 7KH� DXWKRUV� SURSRVH� D� ELRPHWULF� IDFH� UHFRJQLWLRQ�
DSSURDFK�IRU�VHFXULW\�DQG�SULYDF\�SUHVHUYDWLRQ�RI�FORXG�XVHUV�GXULQJ�WKHLU�DFFHVV�WR�FORXG�
UHVRXUFHV��

,Q� >��@�� ELRPHWULF� IDFLDO� IHDWXUH� RI� LQGLYLGXDOV� LV� XVHG� DV� NH\� DWWULEXWHV� WR� DFFHVV� WKH�
UHVRXUFHV� RI� FORXG� E\�PDWFKLQJ� DQG� UHFRJQL]LQJ� WKH� XVHUV� LQ� WKH� FORXG� GDWDEDVH�� 7KH�
LGHQWLILFDWLRQ� LV� SHUIRUPHG�RQ� WKH� HQFU\SWHG�GDWD� E\� WKH� FORXG� VHUYHUV� DQG� UHWXUQV� WKH�
PDWFKLQJ� VFRUHV� DV� D� UHVXOW� IRU� DXWKHQWLFDWLRQ� RI� RZQHUV�� 7KH� VWRUHG� GDWD� FRQVLVWV� RI 
LQGLYLGXDO� UHFRUGV�� 7KH� VWRUDJH� RI� SHUVRQDO� UHFRUG� DV� GDWDEDVH� SURYLGHV� WKH� DGHTXDWH�
IRXQGDWLRQ�WR�EXLOG�WKH�HQFU\SWHG�ELRPHWULF�GDWDEDVH��
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Discussion:�7KH�PDMRU�DGYDQWDJHV�RI�ELRPHWULFV�RYHU�WUDGLWLRQDO�DXWKHQWLFDWLRQ�V\VWHPV�
�H�J���SDVVZRUGV��DQG�WRNHQ�EDVHG�V\VWHPV��DUH��

�� +LJKHU�OHYHO�RI�VHFXULW\�RI�VWRUHG�GDWD��

�� 3ULYDF\�SUHVHUYDWLRQ�RI�XVHUV��

�� 'LPLQXWLYH�FKDQFHV�RI�IRUJHU\��

�� &RVW�HIIHFWLYH�EDVHG�VROXWLRQV��

�� 8VHU�IULHQGOLQHVV��

,Q�WKH�SURSRVHG�UHFRJQLWLRQ�V\VWHP��SULYDF\�SUHVHUYDWLRQ�RI�XVHUV�DQG�VHFXULW\�RI�FORXG�
GDWD�DUH�SUHVHUYHG�EDVHG�RQ�ELRPHWULF�IHDWXUHV�RI�GLIIHUHQW�IDFH�LPDJHV��7KH�IHDWXUHV�RI�
IDFH� LPDJHV� DUH� H[WUDFWHG� E\� DSSO\LQJ� WKH� (LJHQ� IDFHV� UHFRJQLWLRQ� DOJRULWKP�� 7KH�
SURSRVHG� ELRPHWULFV�EDVHG� UHFRJQLWLRQ� V\VWHP� PDLQWDLQHG� WKH� SUHVHUYDWLRQ� RI� XVHU¶V�
SULYDF\� E\� SHUIRUPLQJ� WKH� LGHQWLILFDWLRQ� RI� LQGLYLGXDOV� EDVHG� RQ� HQFU\SWHG� ELRPHWULF�
WHPSODWHV�RI�IDFH�LPDJHV��

�������&RQILGHQWLDOLW\�7KURXJK�+RPRPRUSKLF�(QFU\SWLRQ�

���������&ORXG�(O�*DPDO�DQG�)DVW�&ORXG�56$�6FKHPHV�

,Q�>��@�DOO�WKH�SURSRVHG�VFKHPHV�VXSSRUW�PXOWLSOLFDWLYH�KRPRPRUSKLVP��0+��RQ�LQWHJHUV��
7KH�SXUSRVH�RI�WKLV�DUWLFOH�LV�WR�FRPSDUH�WKH�&ORXG�(O*DPDO�VFKHPH�ZLWK�WKH�&ORXG56$�
VFKHPHV�� 7KH� FRQFHUQ� WR� VHH� VHQVLWLYH� GDWD� SURFHVVHG� FOHDUO\� LQ� WKH� FORXG� FRPSXWLQJ�
HQYLURQPHQW� UHPDLQV� WKH�PDLQ� REVWDFOH� WR� WKH�ZLGHVSUHDG� DGRSWLRQ� RI� FORXG� VHUYLFHV��
8VLQJ� FHUWDLQ� WHFKQLTXHV� WR� SHUIRUP� FDOFXODWLRQV� RQ� HQFU\SWHG� GDWD� VHHPV� WR� EH� DQ�
HIIHFWLYH�ZD\�WR�RYHUFRPH�WKLV�REVWDFOH�DQG�EXLOG�FRQILGHQFH�LQ�FORXG�VROXWLRQV��,Q�IDFW��
VFLHQWLVWV�KDYH�KLJKOLJKWHG�D�SURPLVLQJ�WHFKQLTXH��+RPRPRUSKLF�(QFU\SWLRQ��+(���ZKLFK�
RIIHUV�D�WKLUG�SDUW\�WKH�DELOLW\�WR�SHUIRUP�RSHUDWLRQV�RQ�HQFU\SWHG�GDWD��L�H���FDSDEOH�RI�
HQVXULQJ�WKH�FRQILGHQWLDOLW\�RI�VWRUDJH�DQG�WKH�SURFHVVLQJ�RI�GDWD�RXWVRXUFHG�LQ�WKH�&ORXG�
&RPSXWLQJ��&&��HQYLURQPHQW���+RPRPRUSKLF�SURSHUW\�PDNHV�KRPRPRUSKLF�HQFU\SWLRQ�
VFKHPHV�XVHIXO�LQ�D�QXPEHU�RI�SULYDF\�SUHVHUYLQJ�DSSOLFDWLRQV��VXFK�DV�HOHFWURQLF�YRWLQJ�
DQG�GLJLWDO�KHDOWKFDUH��

Discussion:� )RXU� HQFU\SWLRQ� VFKHPHV� KDYH� EHHQ� VWXGLHG� LQ� WKLV� DUWLFOH� VXSSRUWLQJ�
KRPRPRUSKLF� HQFU\SWLRQ� RQ� LQWHJHUV�� QDPHO\� &ORXG56$�� 0XOWL3ULPH� &ORXG�56$��
0XOWL3RZHU�&ORXG�56$�DQG�&ORXG�(O*DPDO��7KHVH�VFKHPDV�DUH�YHU\�UHVLVWDQW�WR�SULYDF\�
DWWDFNV��7KH�&ORXG�56$�VFKHPH�DQG�LWV�YDULDQWV��0XOWL3ULPH�&ORXG�56$�DQG�0XOWL3RZHU�
&ORXG�56$��DUH�VHFXUH�WR�WDNH�LQWR�DFFRXQW�ODUJH�FRPSRVLWH�LQWHJHUV�DQG�WR�GLVFRYHU�WKH�
GHFU\SWLRQ� H[KLELWRUV� ZKHQ� WKH� HQFU\SWLRQ� H[KLELWRUV� DUH� SULYDWH�� ZKLOH� WKH��
&ORXG�(O*DPDO�VFKHPH�LV�VHFXUHG�E\�WKH�GLIILFXOW\�RI�VXSSUHVVLQJ�GLVFUHWH�ORJDULWKPV�RQ�
ILQLWH� JURXSV� ZKHQ� WKH� JHQHUDWRU� VHOHFWHG� IURP� WKH� JURXS� LV� SULYDWH�� 7KH� &ORXG�56$�
YDULDQWV�DUH�GHVLJQHG� WR�DFKLHYH�IDVWHU�GHFU\SWLRQ��7KH�VLPXODWLRQ�UHVXOWV� LQ� WKH�DUWLFOH�
VKRZ�WKDW�WKH�0XOWL3RZHU�&ORXG�56$�V\VWHP�RIIHUV�KLJK�GHFU\SWLRQ�VSHHG�FRPSDUHG�WR�
WKH�WKUHH�+(�V\VWHPV�RIIHUHG�ZKLOH�SURYLGLQJ�D�UHFRPPHQGHG�OHYHO�RI�VHFXULW\��
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���������)DVW�YDULDQW�&ORXG�3DLOOLHU�6FKHPH�

,Q�>��@��WKH�DXWKRUV�ERRVWHG�D�3DLOOLHU¶V�VFKHPH�DW�VHFXULW\�OHYHO�LQ�RUGHU�WR�ZRUN�HIILFLHQWO\�
LQ�&ORXG�FRPSXWLQJ�HQYLURQPHQWV��7KLV�SURSRVHG�VFKHPH�LV�FDOOHG�D�IDVW�YDULDQW�RI�WKH�
&ORXG�3DLOOLHU�HQFU\SWLRQ�VFKHPH��7KXV��LW�DGGUHVVHV�DQ�H[FHSWLRQ�RI�3DLOOLHU¶V�VFKHPH��
EHFDXVH�LW�VXSSRUWV�WKH�DGGLWLYH�KRPRPRUSKLVP��$+��RYHU�WKH�LQWHJHUV�DQG�UHVLVWV�PRUH�
WR�FRQILGHQWLDOLW\�DWWDFNV��7KH�VFKHPH�LV�VHFXUH�XQGHU�GRXEOH�WUDSGRRU�DVVXPSWLRQV��WKH�
KDUGQHVV� RI� IDFWRULQJ� ODUJH� FRPSRVLWH� LQWHJHUV� DQG� WKH� KDUG� GHFLVLRQDO� FRPSRVLWH�
UHVLGXRVLW\�DVVXPSWLRQ��+'&5$���

Discussion:� 7KH� IDVW� &ORXG�3DLOOLHU¶V� YDULDQW� NHHSV� WKH� VDPH� VHFXULW\� OHYHO� RI� WKH��
&ORXG�3DLOOLHU�VFKHPH��7KH�VHFXULW\�RI�WKH�YDULDQW�GHSHQGV�RQ�GRXEOH�KDUG�SUREOHPV��

x�7KH�KDUGQHVV�RI�IDFWRULQJ�D�FRPSRVLWH�LQWHJHU��

� ݊� ൌ ��ݍ݌� ������

x�7KH�+DUG�'HFLVLRQDO�&RPSRVLWH�5HVLGXRVLW\�$VVXPSWLRQ��+'&5$���

6LQFH� WKH�&ORXG�3DLOOLHU¶V�YDULDQW� LV�SUREDELOLVWLF�DQG� LV�VHFXUH�XQGHU� WKH�+'&5$�� WKH�
YDULDQW�LV�VHPDQWLFDOO\�VHFXUH��7R�SURYLGH�D�KLJK�VHFXULW\�OHYHO��WKH�PRGXOXV�Q�VKRXOG�EH�
FRPSRVHG�RI�WZR�VDIH�SULPHV��L�H���6RSKLH�SULPHV�>�@��DQG�WKH�SULPHV�GR�QRW�IDOO�LQ�WKH�
FDSDELOLWLHV�RI�WKH�IDVWHVW�IDFWRUL]DWLRQ�DWWDFNV��WKH�1XPEHU�)LHOG�6LHYH�DQG�WKH�(OOLSWLF�
&XUYH�0HWKRG��

���������$�6ROXWLRQ�%DVHG�RQ�)XOO\�+RPRPRUSKLF�(QFU\SWLRQ�

7KH�DXWKRUV�LQ�>��@�SUHVHQWHG�WKH�VROXWLRQ�DV�IROORZV��

(QFU\SWLRQ�DOJRULWKP��7KH�HQFU\SWLRQ�SDUDPHWHUV�S��T�DQG�U��ZKHUH�S�LV�D�SRVLWLYH�RGG�
QXPEHU��T�LV�D�ODUJH�SRVLWLYH�LQWHJHU��S�DQG�T�GHWHUPLQHG�LQ�WKH�NH\�JHQHUDWLRQ�SKDVH��S�LV�
DQ�HQFU\SWLRQ�NH\��DQG�U�LV�D�UDQGRP�QXPEHU�HQFU\SWHG�ZKHQ�VHOHFWHG��)RU�WKH�WH[W�P��WKH�
FDOFXODWLRQ�LV�

� ݊� ൌ �݉ ൅ ݎʹ ൅ �ݍ݌ ������

7KHQ�\RX�FDQ�JHW�WKH�FLSKHU�WH[W��

'HFU\SWLRQ�DOJRULWKP��WR�SODLQWH[W�
� ݉� ൌ � ሺܿ�݉݌�݀݋ሻ݉݀݋�ʹ� ������

Discussion:�,Q�WKLV�VFKHPH�XVHUV�WUDQVPLW�DQG�VDYH�WKHLU�GDWD�WR�WKH�FORXG�E\�HQFU\SWLRQ��
7KLV�HQVXUHV�WKH�VHFXULW\�RI�GDWD�LQ�WKH�SURFHVV�RI�WUDQVPLVVLRQ��DQG�HQVXUH�VDIH�VWRUDJH�RI�
GDWD��$OWKRXJK�WKH�FORXG�FRPSXWLQJ�VHUYLFH�SURYLGHUV�KDQGOH�WKH�GDWD��WKH\�FDQ¶W�HDVLO\�
REWDLQ�WKH�LQIRUPDWLRQ�RI�WKH�SODLQWH[W��

)XOO\�KRPRPRUSKLF�HQFU\SWLRQ�PHFKDQLVP�HQDEOHV�XVHUV�RU�WKH�WUXVWHG�WKLUG�SDUW\�SURFHVV�
FLSKHU� WH[W� GDWD� GLUHFWO\�� LQVWHDG� RI� WKH� RULJLQDO� GDWD�� )XOO\� KRPRPRUSKLF� HQFU\SWLRQ�
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WHFKQRORJ\�EDVHG�RQ�FLSKHU�WH[W�UHWULHYDO�PHWKRG�FDQ�VHDUFK�GLUHFWO\�RQ�WKH�FLSKHU�WH[W�
GDWD��,W� LV�QRW�RQO\�WR�HQVXUH�TXHU\�SULYDF\�DQG�LPSURYH�WKH�HIILFLHQF\�RI�UHWULHYDO�� WKH�
UHWULHYDO�GDWD�FDQ�EH�DGGHG�DQG�PXOWLSO\�ZLWKRXW�FKDQJLQJ�WKH�FRUUHVSRQGLQJ�SODLQWH[W��

$W�SUHVHQW��WKH�SULQFLSDO�LQFRQYHQLHQW�WKDW�IXOO\�KRPRPRUSKLF�HQFU\SWLRQ�VFKHPH�KDV�LV�D�
KLJK� FRPSXWDWLRQ� SUREOHP� WKDW� FDXVHV� D� YHU\� VORZ� SURFHVV� EHWZHHQ� FOLHQW� DQG� FORXG�
SURYLGHU��7KLV�SUREOHP�LV�WKH�VXEMHFW�RI�VHYHUDO�VWXGLHV��

���������6SHHG\�&ORXG�56$�

7KH�DXWKRUV�VXJJHVW�LQ�>��@��WZR�YDULDQWV�RI�&ORXG�56$�VFKHPH�LQ�RUGHU�WR�VSHHG�XS�LWV�
GHFU\SWLRQ�SURFHVV��7KH�YDULDQWV�DUH�EDVHG�RQ�PRGLI\LQJ�WKH�IRUP�RI�&ORXG�56$�PRGXOXV�
DQG�H[SRQHQWV��7KH�ILUVW�YDULDQW��5HEDODQFHG�&ORXG�56$��XVHV�D�PRGXOXV�IRUPHG�RI�WZR�
RU�PRUH�GLVWLQFW�SULPHV�DQG�HPSOR\V�WKH�&KLQHVH�UHPDLQGHU�WKHRUHP��&57��WR�HQFU\SW�
DQG� GHFU\SW�� :KHUHDV�� WKH� VHFRQG� YDULDQW� �0XOWL3RZHU� &ORXG�56$�� XVHV� D� PRGXOXV��
RI�WKH�IRUP��

� ݊� ൌ � ��௦ݍ௥݌ ������

IRU�U�����DQG�V������$QG�DSSOLHV�WKH�+HQVHO�OLIWLQJ�DQG�WKH�&57�WR�GHFU\SW��

Discussion:�7KH�WKHRUHWLFDO�DQG�VLPXODWLRQ�UHVXOWV�LQ�>�@�VKRZ�WKDW�WKH�YDULDQWV�JHW�D�ODUJH�
GHFU\SWLRQ� VSHHGXS� RYHU� QRUPDO� &ORXG�56$� ZKLOH� PDLQWDLQLQJ� D� SUHVFULEHG� OHYHO� RI�
VHFXULW\��5HEDODQFHG�&ORXG�56$�SURYLGHV�D� IDVWHU� GHFU\SWLRQ�ZKHQ�XVLQJ�D� VPDOO� DQG�
VHFXUH�PRGXOXV�Q��������ELW�QXPEHUV��:KHUHDV��0XOWL3RZHU�&ORXG�56$�EHFRPHV�PRUH�
HIILFLHQW�ZLWK�WKH�LQFUHDVH�LQ�ELW�QXPEHUV�RI�Q��

���������6ROXWLRQ�%DVHG�RQ�,QWHO�6*;�

6HFXULQJ�FORXG�FRPSXWLQJ�V\VWHPV�FDQ�EH�VROYHG�E\�KDUGZDUH�WHFKQRORJ\�IRU�SURWHFWLQJ�
XVHU�GDWD�LQ�FORXG�VHUYLFHV�DW�WKH�ORZHVW�KDUGZDUH�OHYHO�±�LQWR�WKH�&38�NHUQHO��6WDUWLQJ�
ZLWK� WKH� VL[WK� JHQHUDWLRQ� �6N\ODNH��� 6RIWZDUH�*XDUG� ([WHQVLRQV� �6*;�� WHFKQRORJ\� LV�
LPSOHPHQWHG�LQ�,QWHO�&RUH�SURFHVVRUV��7KLV�WHFKQRORJ\�LQWURGXFHV�D�QHZ�PRGH�RI�FRGH�
H[HFXWLRQ�LQ�WKH�SURFHVVRU��D�PHPRU\�SURWHFWLRQ�PRGH��DQG�D�VHW�RI�QHZ�LQVWUXFWLRQV�WKDW�
HQVXUH�WKH�6*;�RSHUDWLRQ��,QWHO�FDOOV�WKH�6*;�D�UHYHUVH�VDQGER[��L�H���LQVWHDG�RI�WU\LQJ�WR�
LVRODWH�SRWHQWLDOO\�PDOLFLRXV�RU�XQWUXVWHG�VRIWZDUH�IURP�WKH�HQWLUH�V\VWHP��WKH�GHYHORSHG�
SURJUDP�FDQ�LVRODWH�LWV�FRGH�DQG�LWV�GDWD�IURP�WKH�HQWLUH�V\VWHP�XVLQJ�WKH�6*;�WHFKQRORJ\��
7KLV� WHFKQRORJ\� LV� SULPDULO\� LQWHQGHG� IRU� DSSOLFDWLRQ� GHYHORSHUV�ZKR� QHHG� WR� SURWHFW�
VRXUFH� FRGH� DQG� GDWD� IURP� XQDXWKRUL]HG� DFFHVV� DQG� DOWHUDWLRQV�� HYHQ� LI� WKH�PDOLFLRXV�
DSSOLFDWLRQ�LV�UXQQLQJ�DW�D�KLJKHU�SULYLOHJH�OHYHO��)URP�WKH�GHYHORSHU¶V�SRLQW�RI�YLHZ��WKH�
HQFODYH�UHSUHVHQWV�DQ�RUGLQDU\�G\QDPLF�OLEUDU\���GOO�DQG�VR���

7KH�PDLQ� LGHD� RI� WKLV� WHFKQRORJ\� LV� WR� FUHDWH� D� VRIWZDUH� HQFODYH�� D� SURWHFWHG� DUHD� RI�
PHPRU\��DFFHVV�WR�ZKLFK�LV�FRQWUROOHG�E\�WKH�SURFHVVRU�DQG�LV�RQO\�DOORZHG�WR�WKH�XVHU�
DSSOLFDWLRQ� WKDW� FUHDWHG� WKH� HQFODYH�� 7KH� DSSOLFDWLRQ� GHYHORSHG� XVLQJ� WKH� ,QWHO� 6*;�
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WHFKQRORJ\� FRQVLVWV� RI� WZR� SDUWV�� XQSURWHFWHG� DQG�SURWHFWHG� �HQFODYH���2Q� VWDUWXS�� WKH�
XQSURWHFWHG�SDUW�FUHDWHV�DQ�HQFODYH� LQ�SURWHFWHG�PHPRU\�� WUDQVIHUV�FRGH�DQG�GDWD�IURP�
XQSURWHFWHG�PHPRU\�WR�WKH�HQFODYH�DQG�LQLWLDOL]HV�LW�E\�SHUIRUPLQJ�LQWHJULW\�FKHFNV��2QO\�
SURWHFWHG�IXQFWLRQV�VHH� WKH�GDWD�RI� WKH�HQFODYH� LQ� WKH�FOHDU��$Q\�RWKHU�H[WHUQDO�DFFHVV��
LQFOXGLQJ�E\�WKH�RSHUDWLQJ�V\VWHP��LV�SURKLELWHG��GXH�WR�WRWDO�GDWD�DQG�FRGH�HQFU\SWLRQ� 
(QFODYHV�DUH�DUHDV�LQ�PHPRU\�ILOOHG�ZLWK�HQFU\SWHG�SDJHV�RI�FRGH�DQG�GDWD��(QFODYHV�DUH�
GHFU\SWHG� GLUHFWO\� RQ� WKH� FHQWUDO� SURFHVVRU� ZKHQ� DOO� FKHFNV� DUH� FRPSOHWHG�� 7KLV�
FRPSOHWHO\�SURWHFWV�DJDLQVW�WKH�WKUHDW�RI�LQIRUPDWLRQ�OHDNDJH�LQ�WKH�RSHQ�IRUP�WR�5$0�RU�
RWKHU�,�2�GHYLFHV��

Discussion:�,Q�WKLV�VROXWLRQ��DOO�PHFKDQLVPV�VXFK�DV�PHPRU\�HQFU\SWLRQ��LQWHJULW\�FRQWURO��
DQG� DFFHVV� FRQWURO�� DUH� SHUIRUPHG�RQ� WKH� SURFHVVRU��ZKLFK�PDNHV� LW� SRVVLEOH� WR� HDVLO\�
LQWURGXFH�,QWHO�6*;�WR�DQ�DOUHDG\�FRQILJXUHG�FORXG�V\VWHP��7KH�SURSRVHG�DSSURDFK�WR�WKH�
RUJDQL]DWLRQ� RI� VHFXUH� FORXG� FRPSXWLQJ� EDVHG� RQ� WKH� 6*;� WHFKQRORJ\� HQVXUHV� WKH�
FRQILGHQWLDOLW\�RI�GDWD�RI�FORXG�XVHUV�DW�WKH�SURFHVVRU�OHYHO�ZKLOH�SUHVHUYLQJ�DOO�DGYDQWDJHV�
RI� FORXG� FRPSXWLQJ� WHFKQRORJ\�� ZKLFK� SODFHV� WKH� WUXVW� RQ� WKH� XVHU¶V� VLGH� RQ� WKH�
PDQXIDFWXUHU�RI�,QWHO�SURFHVVRUV��

�������&RQILGHQWLDOLW\�QRW�E\�(QFU\SWLRQ�RQO\�

���������+3,�6HFXUH�

7KLV�VROXWLRQ�>��@�DOORZV�WKH�XVHU�WR�VWRUH�WKH�HQFU\SWHG�YHUVLRQ�RI�WKH�GDWD�LQ�WKH�FORXG��
ZLWKRXW� LQWHUUXSWLQJ� WKH� IXQFWLRQDOLW\� RI� WKH� V\VWHP�� +3,B6(&85(� KDV� ILYH� PDLQ�
FRPSRQHQWV��QDPHO\�DQ�KWWS�DQDO\VHU��DQ�DOJRULWKP�PDQDJHU��D�NH\�PDQDJHU��DQ�H[FHSWLRQ�
PDQDJHU�� D� GLVWULEXWLRQ�PDQDJHU� DQG� DQ� HQFU\SWLRQ�PDQDJHU��:KHQ� WKHUH� LV� D� VWRUDJH�
UHTXHVW� RQ� WKH� VHUYHU�� +3,B6(&85(� FDOOV� WKH� KWWS� DQDO\VHU� WR� UHDG� WKH� LQIRUPDWLRQ�
FRQWDLQHG�LQ�WKH�VXEMHFW�RI� WKH�UHTXHVW��GRFXPHQW�FRQWHQW���7KH�FRQWHQW� LV�GLYLGHG�LQWR�
GLIIHUHQW�SDUWV��WZR�SDUWV�LQ�WKLV�V\VWHP���7KH�DOJRULWKP�PDQDJHU�UDQGRPO\�VHOHFWV�RQH�RI�
WKH�VWDQGDUG�HQFU\SWLRQ�DOJRULWKPV�WKDW�WKH�XVHU�SUHIHUV�WR�XVH��VXFK�DV�56$�RU�$(6������
7KH�NH\�PDQDJHU�VHOHFWV�WZR�GLIIHUHQW�NH\V��IRU�WZR�SDUWLHV��IURP�D�NH\�JURXS��,I�WKH�XVHU�
KDV�FUHDWHG�H[FHSWLRQV��WKH�H[FHSWLRQ�PDQDJHU�DSSOLHV�WKHP�WR�WKH�GDWD��7KH�GLVWULEXWLRQ�
PDQDJHU�PDQDJHV�WKH�VWRUDJH�RI�WKH�GRFXPHQW�DIWHU�HQFU\SWLRQ��)LQDOO\��DOO�RI�WKH�DERYH�
VWHSV�DUH�FRPELQHG�DQG�WKH�GHWDLOV�DUH�VWRUHG�LQ�D�GDWDEDVH�IRU�ODWHU�XVH��7KLV�DOVR�SRVWV�
HQFU\SWHG� FRQWHQW� WR� WKH� VHUYHU� �V�� DFFRUGLQJ� WR� WKH� VSHFLILFDWLRQV� RI� WKH� GLVWULEXWLRQ�
PDQDJHU�� :KHQ� UHWULHYLQJ� FRQWHQW�� WKH� VDPH� VWHSV� DUH� IROORZHG� E\� WKH� HQFU\SWLRQ�
PDQDJHU��EXW�WKLV�WLPH�WR�GHFU\SW�WKH�FRQWHQW�DQG�WKH�GLVSOD\�>��@��

Discussion:�7KH�PDLQ�WDUJHW�RI�+3,6HFXUH�LV�WKH�GRFXPHQW�EDVHG�DSSOLFDWLRQV��%XW�WKHUH�
DUH� VWLOO� RSHQ� FKDOOHQJHV� WKDW� WKH� DXWKRUV� SODQ� WR� FRYHU� LQ� WKHLU� IXWXUH� ZRUN�� VXFK� DV�
LPSOHPHQWLQJ� +3,6HFXUH� DV� D� ZHE�EDVHG� DSSOLFDWLRQ� LQVWHDG� RI� GHVNWRS� DSSOLFDWLRQ�
�ZKLFK�YLRODWHV�WKH�FRQFHSW�RI�PRELOLW\�DYDLODEOH�LQ�WKH�FORXG���7UDGLQJ�RII�DYDLODELOLW\�IRU�
VHFXULW\�LV�D�FULWLFDO�SRLQW�WKDW�LV�QRW�GHHSO\�FRYHUHG�E\�+3,6HFXUH��WKH\�SODQ�WR�LQFOXGH�LW�
LQ�WKH�QH[W�H[WHQVLRQ�RI�+3,6HFXUH��
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���������.�11�&ODVVLILHU�IRU�'DWD�&RQILGHQWLDOLW\�

7KLV�DSSURDFK�FODVVLILHV�WKH�GDWD�WR�EH�VWRUHG�DFFRUGLQJ�WR�WKHLU�VHFXULW\�QHHGV��7KLV�LV�
GRQH�XVLQJ�WKH�.�11�FODVVLILFDWLRQ�VFKHPH�>��@�VKRZQ�LQ�)LJ�������'DWD�LV�FODVVLILHG�LQWR�
WZR�FODVVHV��VHQVLWLYH�DQG�QRQ�VHQVLWLYH��7KH�56$�DOJRULWKP�LV�DSSOLHG�WR�VHQVLWLYH�GDWD�
ZKLOH�QRQ�VHQVLWLYH�GDWD�LV�VWRUHG�DV�LW�LV��7KH�.�11�PDFKLQH�OHDUQLQJ�WHFKQLTXH�LV�XVHG�
WR�VHSDUDWH�VHQVLWLYH�GDWD�IURP�QRQ�VHQVLWLYH�GDWD��.�11�LV�XVHG�LQ�D�GHVLJQHG�VLPXODWLRQ 
HQYLURQPHQW��)RU�UHDVRQV�RI�SUHFLVLRQ��WKH�YDOXH�RI�N�LV�NHSW�DW�RQH��������$IWHU�VHSDUDWLQJ�
VHQVLWLYH� GDWD� IURP� QRQ�VHQVLWLYH� GDWD�� WKH� VHQVLWLYH� GDWD� LV� WUDQVPLWWHG� WR� WKH� 56$�
DOJRULWKP� IRU� HQFU\SWLRQ��1RQ�VHQVLWLYH� GDWD� LV� GLUHFWO\� DVVLJQHG� WR� D� YLUWXDO�PDFKLQH�
ZLWKRXW�HQFU\SWLRQ��

Discussion:�0DQ\� DOJRULWKPV� DUH� XVHG� LQ� WH[W� FODVVLILFDWLRQ� EXW� .�11� LV� H[WHQVLYHO\�
GLVFXVVHG� LQ� WKH� OLWHUDWXUH� GXH� WR� LWV� VLPSOH� LPSOHPHQWDWLRQ�� KLJK� HIILFLHQF\�� EHWWHU�
DFFXUDF\�� DQG� HDVLO\� WR� XQGHUVWDQG�� ,W� LV� WHFKQLFDOO\�� D� EHWWHU� DSSURDFK� WR� GHFLGH� WKH�
VHFXULW\�IRU�WKH�GDWD�EDVHG�RQ�WKH�VHFXULW\�OHYHO�RI�WKH�GDWD�LQVWHDG�LPSRVLQJ�WKH�HQFU\SWLRQ�
RQ�FRPSOHWH�GDWDVHW�RU�MXVW�VHQGLQJ�FRPSOHWH�GDWD�WR�WKH�FORXG�VHUYHU�ZLWKRXW�DQ\�SURSHU�
VHFXULW\�� 7KH� .�11� &ODVVLILHU� LV� D� FODVVLILHU� WKDW� ZRUNV� ZHOO� RQ� EDVLF� UHFRJQLWLRQ�
SUREOHPV��8VLQJ�D�UHODWLYHO\�ODUJH�YDOXH�RI�.�PD\�LQFOXGH�VRPH�QRW�VR�VLPLODU�SL[HOV��2Q�
WKH�RWKHU�KDQG��XVLQJ�D�VPDOO�YDOXH�RI�.�PD\�H[FOXGH�VRPH�SRWHQWLDO�FDQGLGDWH�SL[HOV��,Q�
ERWK� FDVHV� WKH� FODVVLILFDWLRQ� DFFXUDF\�ZLOO� GHFUHDVH��7KH� FRPSXWDWLRQDO� FRPSOH[LW\� RI��
.�11� GHSHQGV� RQ� WKH� VL]H� RI� WKH� WUDLQLQJ� GDWDVHW�� ,I� WKH� WUDLQLQJ� GDWDVHW� LV� ODUJH�� WKH�
FRPSXWLQJ�FRPSOH[LW\�RI�.�11�LV�KLJK��7KH�WZR�PDLQ�VWHSV�RI�.�11��ZKLFK�GLVWLQJXLVK�
LW�IURP�RWKHUV��DUH�GLVWDQFH�VLPLODULW\�PHDVXUH�DQG�PDMRULW\�YRWLQJ��2QH�RI�WKH�LVVXHV�LQ�
.�11�LV�WKH�DSSURDFK�WR�FRPELQLQJ�WKH�FODVV�ODEHOV��7KH�.�11�XVHV�WKH�VLPSOHVW�PHWKRG�
WR�WDNH�D�PDMRULW\�YRWH��EXW�WKLV�FDQ�EH�D�SUREOHP�LI�WKH�QHDUHVW�QHLJKERXUV�YDU\�ZLGHO\�LQ�
WKHLU�GLVWDQFH�DQG�WKH�FORVHU�QHLJKERXUV�PRUH�UHOLDEO\�LQGLFDWH�WKH�FODVV�RI�WKH�REMHFW��

�

)LJ�������.�11�FODVVLILHU�IRU�GDWD�FRQILGHQWLDOLW\�>��@��
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���������6WHJDQRJUDSK\�EDVHG�6ROXWLRQ�

,Q�>��@��WKH�DXWKRUV�SURSRVH�D�QHZ�FORXG�FRPSXWLQJ�VFKHPH�WR�LPSURYH�WKH�VHFXULW\�DQG�
UHOLDELOLW\�RI�GDWD��$�VHFUHW�LPDJH�LV�HQFU\SWHG�XVLQJ�WKH�$GYDQFHG�(QFU\SWLRQ�6WDQGDUG�
�$(6��DOJRULWKP��7KHQ�� WKH�HQFU\SWHG� LPDJH� LV� LQFRUSRUDWHG� LQWR� WKH�KRVW� LPDJH�YLD� D�
VWHJDQRJUDSK\�WHFKQLTXH��ZKLFK�FRPELQHV�D�GLVFUHWH�ZDYHOHW�WUDQVIRUPDWLRQ��':7��DQG�
D�GHFRPSRVLWLRQ�LQWR�VLQJXODU�YDOXHV��69'��WR�REWDLQ�WKH�VWHJR�LPDJH��7R�SUHVHUYH�GDWD�
LQWHJULW\��D�KDVK�YDOXH�LV�JHQHUDWHG�IRU�WKH�VWHJR�LPDJH�XVLQJ�WKH�VHFXUH�KDVK�DOJRULWKP���
�6+$���EHIRUH� WKH� LPDJH� LV� VWRUHG� LQ� WKH�FORXG��2QFH� WKH� LPDJH� LV�H[WUDFWHG� IURP� WKH�
FORXG��LWV�KDVK�YDOXH�LV�JHQHUDWHG�XVLQJ�WKH�VDPH�DOJRULWKP��L�H���6+$�����7KH�WZR�KDVK�
YDOXHV�DUH�WKHQ�FRPSDUHG�WR�FKHFN�LI�WKH�GDWD�VWRUHG�LQ�WKH�FORXG�LV�FKDQJLQJ�DQG�WR�REWDLQ�
WKH�VHFUHW�LPDJH��7KH�SURSRVHG�VFKHPH�KDV�EHHQ�VKRZQ�WR�EH�VDIH�DQG�KLJKO\�HIIHFWLYH�
WKURXJK�DQ�LQ�GHSWK�DQDO\VLV�RI�VDIHW\�DQG�SHUIRUPDQFH��

Discussion:�$OWKRXJK�H[LVWLQJ�V\VWHPV�KDYH�DFKLHYHG�D�JRRG�OHYHO�RI�GDWD�FRQILGHQWLDOLW\��
WKH\� VWLOO� IDLO� WR� PDLQWDLQ� GDWD� LQWHJULW\�� &RQVHTXHQWO\�� WKH� DXWKRUV� RI� >��@� WKHUHIRUH�
SURSRVH� D� VHFXUH� V\VWHP� GHYHORSHG� WR� REWDLQ� HIILFLHQW� SHUIRUPDQFH�ZKLOH�PDLQWDLQLQJ�
FRQILGHQWLDOLW\�ZLWK� GDWD� LQWHJULW\�� 7KH\� XVH� ILUVW� WR� HQVXUH� FRQILGHQWLDOLW\�� HQFU\SWLRQ�
EDVHG�RQ�WKH�$(6�DOJRULWKP�ZKLFK�WKH\�DVVRFLDWH�ZLWK�D�VWHJDQRJUDSK\�WHFKQLTXH�ZKLFK�
LWVHOI� FRPELQHV� WZR� RWKHU� RSHUDWLRQV� WR� REWDLQ� HQFU\SWHG� GDWD� FDOOHG� VWHJR�� 7KHQ� WR�
DVVRFLDWH�FRQILGHQWLDOLW\�ZLWK�UHOLDELOLW\�RI�LQIRUPDWLRQ��WKH\�XVH�KDVKLQJ�XVLQJ�WKH�VHFXUH�
KDVKLQJ�DOJRULWKP����6+$���EHIRUH�VWRULQJ�GDWD�LQ�WKH�FORXG��

,Q�>��@�6HFWLRQ�����DVVHVVHV�WKH�UREXVWQHVV�RI�WKH�SURSRVHG�PHWKRG��7KHLU�V\VWHP�H[KLELWV�
KLJKHU� DQWL�LQWHUIHUHQFH� SHUIRUPDQFH� DQG� VWDELOLW\� WKDQ� SXUH� 69'V� DJDLQVW� YDULRXV�
PDOLFLRXV� DWWDFNV�� 7DEOH� ���� VKRZV� WKH� HIILFLHQF\� LQ� WHUPV� RI� FDOFXODWLRQ� WLPH� IRU�
LQFRUSRUDWLRQ�DQG�H[WUDFWLRQ��LQ�VHFRQGV���

���������&RQILGHQWLDOLW\�3UHVHUYLQJ�7KURXJK�(QFU\SWLRQ�DQG�2EIXVFDWLRQ�

1RUPDOO\�� SULYDF\� LV� DFKLHYHG� E\� HQFU\SWLRQ�� %XW� HQFU\SWLRQ� DORQH� FDQQRW� SURYLGH�
VHFXULW\�� ,Q� >��@� WKH� DXWKRUV� XVHG� ERWK� HQFU\SWLRQ� DQG� REIXVFDWLRQ� WR� PDLQWDLQ�
FRQILGHQWLDOLW\� �LOOXVWUDWHG� LQ� )LJ�� ������ /LNH� HQFU\SWLRQ�� REIXVFDWLRQ� PXVW� ZRUN� LQ�
DVVRFLDWLRQ� DV� UHYHUVH� HQJLQHHULQJ� DWWDFNV� RU� EUXWH� IRUFH� WHFKQLTXHV� FDQ� EUHDN� WKLV��
2EIXVFDWLRQ�LV�EXLOW�LQWR�WKH�HQFU\SWLRQ��2EIXVFDWLRQ�XVHV�D�PDWKHPDWLFDO�IXQFWLRQ�RU�XVHV�
SURJUDPPLQJ�WHFKQLTXHV�WR�FRQFHDO�LOOHJDO�XVHUV��7KLV�DSSURDFK�GHSHQGV�RQ�WKH�W\SH�RI�
GDWD��(QFU\SWLRQ�FDQ�EH�DSSOLHG�WR�DOSKDEHWV�DQG�DOSKDQXPHULF�GDWD�W\SHV�DQG�REIXVFDWLRQ�
WR�QXPHULF�GDWD��

7KHUH�DUH���GLIIHUHQW�DOJRULWKPV�SUHVHQW�LQ�D�PRGHO�LQYROYLQJ�HQFU\SWLRQ�DQG�REIXVFDWLRQ��

�� $OJRULWKP����LV�XVHG�WR�ILQG�RXW�WKH�W\SH�RI�GDWD��7��ZKLFK�LV�UHDG\�WR�VWRUH�LQ�WKH�FORXG�
VWRUDJH��

�� $OJRULWKP����LV�XVHG�IRU�REIXVFDWLRQ��

�� $OJRULWKP����LV�XVHG�IRU�HQFU\SWLRQ��
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)LJ�������&RQILGHQWLDOLW\�WKURXJK�HQFU\SWLRQ�DQG�REIXVFDWLRQ�>��@��

Discussion:� 3URSRVHG� FU\SWRJUDSK\� WHFKQLTXH�XVHV� HQFU\SWLRQ� DQG�REIXVFDWLRQ� IRU� WKH�
GLIIHUHQW�W\SH�RI�GDWD��,QWHJUDWLRQ�RI�REIXVFDWLRQ�WHFKQLTXH�ZLWK�HQFU\SWLRQ�WHFKQLTXH KDV�
JLYHQ�PRUH�FRQILGHQWLDOLW\�WKDQ�WKH\�XVHG�LQ�VHSDUDWHO\��&RQILGHQWLDOLW\�RI�FORXG�GDWD�LV 
HQVXUHG�E\�XVLQJ�WKLV�WHFKQLTXH��7KLV�FDQ�SURWHFW�WKH�GDWD�LQ�FORXG�VWRUDJH�IURP�LQVLGHUV�
DV�ZHOO�DV�RXWVLGHUV¶�DWWDFN��

(QFU\SWLRQ�RQO\�RU�REIXVFDWLRQ�RQO\�LV�QRW�VXIILFLHQW�IRU�FORXG�GDWD�VWRUDJH��,QWHJUDWLRQ�RI�
ERWK�WHFKQLTXHV�VKRXOG�SURYLGH�PD[LPXP�VHFXULW\�WR�XVHU¶V�GDWD�LQ�WKH�FORXG�GDWD��

���������$WWULEXWH�EDVHG�3UR[\�5H�HQFU\SWLRQ�

7R� HQVXUH� GDWD� FRQILGHQWLDOLW\� DQG� ILQH�JUDLQHG� DFFHVV� FRQWURO� LQ� FORXG� FRPSXWLQJ�
HQYLURQPHQWV�� LQ� >��@� WKHUH�ZDV� SURSRVHG� D� V\VWHP�PRGHO� XVLQJ�.H\�3ROLF\�$WWULEXWH�
%DVHG�(QFU\SWLRQ� �.3�$%(�� DQG�3UR[\�5H�(QFU\SWLRQ� �35(���)RUPDOO\�� >��@� HQVXUHV�
GDWD� FRQILGHQWLDOLW\� XVLQJ�.3�$%(� DQG� VHQGLQJ� WKH� GDWD� RZQHU� GHOHJDWH� FRPSXWDWLRQ�
RYHUORDG�WR�WKH�SUR[\�XVLQJ�35(��$OVR��>��@�LQWURGXFHV�XVHU�UHYRFDWLRQV�LQWR�WKH�V\VWHP�
PRGHO��%XW�WKH�SURSRVHG�VFKHPH�LV�YXOQHUDEOH�WR�FROOXVLRQ�DWWDFN�XVLQJ�D�UHYRNHG�XVHU�
DQG�D�FORXG�VHUYHU��,Q�DGGLWLRQ��WKHUH�LV�QR�VHOHFWLYH�GHOHJDWLRQ�RI�WKH�OHYHO�RI�WUXVW��L�H���
UHYHDOLQJ�SDUWLDO� XVHU� LQIRUPDWLRQ� WR�$� DJHQF\�� EXW� QRW� WR�%� DJHQF\��7R� UHVROYH� WKHVH�
FKDOOHQJHV��WKH�DXWKRUV�RI�>��@�GLYLGH�GDWD�ILOHV�VWRUHG�RQ�FORXG�VHUYHUV�LQWR�D�KHDGHU�DQG�
D�ERG\�DV�LQ�>��@��'HFU\SWLRQ�ULJKWV�VXFK�DV�KHDG��HQFU\SWHG�NH\�XVLQJ�.3$%(��DQG�ERG\�
�HQFU\SWHG�PHVVDJH�XVLQJ�V\PPHWULF�HQFU\SWLRQ��DUH�DOORFDWHG�FORXG�VHUYHUV�DV�LQ�>��@��
)RU�WKLV�UHDVRQ��FORXG�VHUYHUV�EHFRPH�WRR�SRZHUIXO�EXW�FDQQRW�EH�WUXVWHG��7KHUHIRUH��WKH\�
FUHDWH�D�WUXVWHG�DXWKRULW\�QDPHG�WKH�SULYLOHJH�PDQDJHU�WR�PDQDJH�WKH�KHDGHU�ZKLOH�VWRULQJ�
WKH�ERG\�RQ�WKH�FORXG�VHUYHU��7KXV��WKH\�VSOLW�WKH�SRZHU�WKDW�ZDV�FRQFHQWUDWHG�LQ�WKH�FORXG�
VHUYHUV�� )LQDOO\�� WKH\� LQWURGXFH� D� GDWD� DFFHVV� SULYLOHJH� PDQDJHPHQW� PRGHO� XVLQJ��
7\SH�EDVHG�3UR[\�5H�HQFU\SWLRQ¶V�FRQFHSW�IRU�PRELOH�FORXG�HQYLURQPHQWV��
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7R�EH�PRUH�SUHFLVH��GDWD�ILOH�VWRUHG�LQ�WKH�FORXG�VHUYHU�LV�GLYLGHG�LQWR�KHDGHU�DQG�ERG\�WR�
VWRUH�WR�WKH�SULYLOHJH�PDQDJHU�JURXS�DQG�WKH�FORXG�VHUYLFH�SURYLGHU��,Q�WKH�KHDGHU��'(.�
XVHG�IRU�HQFU\SWLQJ�GDWD�LQWR�ERG\�LV�HQFU\SWHG�WR�.3�$%(��,Q�RWKHU�ZRUGV��LI�WKH�SULYLOHJH�
PDQDJHU�JURXS�GRHV�QRW�DXWKRUL]H�WKH�XVHU��KH�FDQQRW�JDLQ�LQIRUPDWLRQ�RI�'(.�ZLWKLQ�
KHDGHU�� DQG� DFWXDOO\�� WKH� XVHU� LQWHQGV� WR� JDLQ� GDWD� ZLWKLQ� ERG\� EHFRPHV� FRPSOHWHO\�
LPSRVVLEOH�� 7KXV�� GDWD� FRQILGHQWLDOLW\� LV� JXDUDQWHHG� E\� VWRULQJ� DQG� GLYLGLQJ� GDWD� ILOH�
VWRUHG� LQ�FORXG�VHUYHU� LQWR�KHDGHU�DQG�ERG\��$OVR��E\�KDYLQJ�SULYLOHJH�PDQDJHU�JURXS�
ZLWKLQ�FORXG��XVHU�DFFHVV�LV�PDQDJHG��DQG�VHOHFWLYHO\�GHOHJDWLRQ�DFFRUGLQJ�WR�ZHLJKW��W\SH�
LQIRUPDWLRQ��VHW�E\�WKH�GDWD�RZQHU�LV�HQDEOHG��7R�VSHFLI\�VXFK�IXQFWLRQ��7\SH�EDVHG�35(�
LV�XWLOL]HG��$FFRUGLQJ�WR�WKH�OHYHO�WKH�GDWD�RZQHU�WUXVWV�WKH�XVHU�JURXS��WKH�GDWD�LV�GLYLGHG�
LQWR�WKH�ZKROH�SDUW�RU�SDUWV��DQG�W\SH�LQIRUPDWLRQ�LV�JUDQWHG�WR�HDFK��DQG�LV�HQFU\SWHG��
7KURXJK� WKLV�� GDWD� RZQHU� FDQ� VHOHFWLYHO\� GHOHJDWH� GHFU\SWLRQ� ULJKW� IRU� GHFU\SWLQJ� WKH�
ZKROH�RU�SDUW�RI�WKH�GDWD�WR�WKH�XVHU�JURXS��

Discussion:�7KH�SDSHU�>��@�VXJJHVWV�D�PRGHO�ZKLFK�FDQ�JXDUDQWHH�GDWD�FRQILGHQWLDOLW\�
DQG� ILQH�JUDLQHG� DFFHVV� FRQWURO��+RZHYHU�� DV�PHQWLRQHG� DERYH�� LW� LV� YXOQHUDEOH� WR� WKH�
FROOXVLRQ�DWWDFN�RI�UHYRNHG�XVHU�DQG�FORXG�VHUYLFH�SURYLGHU��,W�LV�EHFDXVH�DXWKRULW\�UHODWHG�
WR� GHFU\SWLQJ� VXFK� DV� HQFU\SWHG� '(.�� HQFU\SWHG� GDWD� �KHDGHU� DQG� ERG\�� HWF��� LV�
FRQFHQWUDWHG� WR� WKH�FORXG�VHUYLFH�SURYLGHU��7KH�SURSRVHG�VFKHPH�LQ� >��@�PDQDJHV�NH\�
�KHDGHU��E\�KDYLQJ�WUXVWHG�DXWKRULW\�FDOOHG�SULYLOHJH�PDQDJHU�JURXS��DQG�WKH�FORXG�VHUYHU�
VWRUHV�RQO\�WKH�HQFU\SWHG�GDWD��ERG\���7KDW�LV��SURSRVHG�VFKHPH�SUHYHQWV�FROOXVLRQ�DWWDFN�
DQG�JXDUDQWHHV�GDWD�FRQILGHQWLDOLW\��$GGLWLRQDOO\��E\�XWLOL]LQJ�7\SH�EDVHG�35(��ZHLJKW�LV�
JUDQWHG�DFFRUGLQJ�WR�WKH�GDWD�RZQHU
V�UHOLDELOLW\�WRZDUGV�WKH�XVHU�WR�VKRZ�WKH�ZKROH�RU�
SDUW�RI�WKH�GDWD��7KDW�LV��VHOHFWLYHO\�GHOHJDWLQJ�PHVVDJH�LV�SRVVLEOH��

���������75�0$%(�

7KH� DXWKRUV� LQ� >��@� FODLP� WKDW� H[LVWLQJ�ZRUN� RQ� VHFXUH� DQG� SULYDF\� SUHVHUYLQJ� DFFHVV�
FRQWURO�LQ�H�KHDOWKFDUH�V\VWHPV�FDQQRW�DFKLHYH�WKH�VHFXULW\�DQG�SULYDF\�UHTXLUHPHQW�IRU�
FORXG� FRPSXWLQJ�� 7KH\� SURSRVHG� WKXV� D� VROXWLRQ� FDOOHG� 75�0$%(� WR� UHDOL]H� DOO� WKH�
VHFXULW\� DQG� SULYDF\� UHTXLUHPHQWV� ZLWK� VLJQLILFDQWO\� HQKDQFHG� HIILFLHQF\�� 7KHLU� PDLQ�
FRQWULEXWLRQV�DUH�RXWOLQHG�DV�IROORZV��

�� $� ZKLWH�ER[� WUDFHDEOH� DQG� UHYRFDEOH� PXOWL�DXWKRULW\� DWWULEXWH�EDVHG� HQFU\SWLRQ��
75�0$%(�LV�SURSRVHG�IRU�ILQH�JUDLQHG�PXOWLSOH�OHYHO�DFFHVV�FRQWURO�LQ�H�KHDOWKFDUH�
FORXG�FRPSXWLQJ�V\VWHPV��

�� 7KH�SURSHUW\�RI�WUDFHDELOLW\�LV�UHDOL]HG�WR�SURWHFW�WKH�SDWLHQW¶V�SULYDWH�3+,�IURP�EHLQJ�
DEXVHG� DQG� H[SRVHG� IRU� WDUJHW� DGYHUWLVHPHQW�� VLQFH� RQFH� WKH� VHFUHW� NH\� LV� LOOHJDOO\�
OHDNHG��WKH�VRXUFH�RI�3+,�ZLOO�EH�SUHFLVHO\�WUDFHG��

�� :LWKRXW� LQWURGXFLQJ� H[WUD� VSHFLDO� VLJQDWXUHV�� WKH�PXOWLOHYHO� SULYDF\� SUHVHUYDWLRQ� LV�
HIILFLHQWO\�UHDOL]HG�E\�RXWVRXUFLQJ�WKH�VWRUDJH�UHYRFDWLRQ��L�H���FLSKHU�WH[W�XSGDWLQJ��WR�
WKH�H�+HDOWKFDUH�FORXG��

Discussion:�,Q�WKH�SURSRVHG�75�0$%(��PXOWLOHYHO�SULYDF\�SUHVHUYDWLRQ�LV�DFKLHYHG�E\�
H[SORLWLQJ�WKH�WHFKQLTXH�RI�UHYRFDEOH�VWRUDJH�LQ�WKH�PXOWL�DXWKRULW\�VHWWLQJ��:LWKRXW�DQ�
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RQOLQH�7$��WKH�SURSRVHG�FRQVWUXFWLRQ�FDQ�VLPXOWDQHRXVO\�WUDFH�WKH�SK\VLFLDQV�ZKR�KDYH�
OHDNHG� WKH� VHFUHW� NH\� WR� XQDXWKRUL]HG� HQWLWLHV� IRU� SRWHQWLDO� SDWLHQW¶V� 3+,� DQG� LGHQWLW\�
H[SRVXUH��7KLV�IXQFWLRQDOLW\�FDQ�DOVR�QRW�EH�DFKLHYHG�E\�JURXS�VLJQDWXUHV��

7KH�DXWKRUV� LOOXVWUDWH� WKH�FRPSXWDWLRQDO�FRVW�FRPSDULVRQ�DPRQJ�%R\HQ¶V�VFKHPH�>��@��
/LDQJ¶V� VFKHPH� >��@� DQG� WKHLU� SURSRVHG� 75�0$%(� UHVSHFWLYHO\� RQ� WKH� SDWLHQW� DQG�
SK\VLFLDQ¶V� HQGV�� ,W� LV� REVHUYHG� WKDW� WKH� FRPSXWDWLRQDO� FRVW� LQFUHDVHV� DV� WKH� VL]H� RI�
SK\VLFLDQ¶V� DWWULEXWH� VHW� 1DWW� JURZV�� +RZHYHU�� E\� H[SORLWLQJ� WKH� WHFKQLTXH� RI� JURXS�
VLJQDWXUHV� >���� ��@� ZLGHO\� DGRSWHG� WR� DFKLHYH� FRQGLWLRQDO� LGHQWLW\� SULYDF\�� WKH�
FRPSXWDWLRQDO�FRVW�LQFUHDVH�DV�WKH�QXPEHU�RI�SK\VLFLDQV�JURZV�VLQFH�LW�LV�UHTXLUHG�IRU�WKH�
SDWLHQW�WR�JHQHUDWH�RQH�JURXS�VLJQDWXUH�IRU�HDFK�SK\VLFLDQ�LQ�WKH�3.,�VHWWLQJ��6LJQLILFDQWO\�
IURP�WKH�H[LVWLQJ�WHFKQLTXHV�>������@��WKH�SURSRVHG�75�0$%(�UHTXLUHV�QR�H[WUD�VSHFLDO�
NLQG�RI�VLJQDWXUH�WR�DFKLHYH�PXOWLOHYHO�SDWLHQW�LGHQWLW\�SULYDF\�DQG�QDWXUDOO\�HPEUDFHV�WKLV�
IXQFWLRQDOLW\� E\� GHVLJQLQJ� WKH� WHFKQLTXH� RI� WUDFHDEOH� DQG� UHYRFDEOH� PXOWL�DXWKRULW\�
&3$%(��

,Q�)LJ������>��@��LW�LV�REYLRXVO\�REVHUYHG�WKDW�WKH�FRPPXQLFDWLRQ�FRVW�RI�%R\HQ¶V�VFKHPH�
>��@�DQG�/LDQJ¶V�VFKHPH�>��@�VKDUSO\�JURZV�DV�WKH�QXPEHU�RI�SK\VLFLDQV�LQFUHDVHV�IURP�
���WR�����LQ�WKH�KHDOWKFDUH�SURYLGHU�DQG�WKH�VL]H�RI�SK\VLFLDQ¶V�DWWULEXWH�VHW�1DWW�LQFUHDVHV�
IURP� ��� WR� ���� +RZHYHU�� WKH� FRPPXQLFDWLRQ� FRVW� RI� WKH� SURSRVHG� 75�0$%(� LV�
VLJQLILFDQWO\�ORZHU�WKDQ�>������@�DQG�LQGHSHQGHQW�RI�WKH�SK\VLFLDQ�QXPEHU��

�

)LJ�������$UFKLWHFWXUH�RI�H�KHDOWKFDUH�FORXG�FRPSXWLQJ�V\VWHP�>��@� 

���������3ULYDF\�PDQDJHU�

,Q�>��@��WKH�DXWKRUV�GHVFULEH�D�SULYDF\�PDQDJHU�IRU�FORXG�FRPSXWLQJ��ZKLFK�UHGXFHV�WKH�
ULVN�WR�WKH�FORXG�FRPSXWLQJ�XVHU�RI�WKHLU�SULYDWH�GDWD�EHLQJ�VWROHQ�RU�PLVXVHG��DQG�DOVR�
DVVLVWV�WKH�FORXG�FRPSXWLQJ�SURYLGHU�WR�FRQIRUP�WR�SULYDF\�ODZ��7KLV�SURSRVHG�VROXWLRQ�
KHOSV�WKH�XVHU�PDQDJH�WKH�SULYDF\�RI�WKHLU�GDWD�LQ�WKH�FORXG��
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$V�D�ILUVW�OLQH�RI�GHIHQVH��WKH�SULYDF\�PDQDJHU�XVHV�D�IHDWXUH�FDOOHG�REIXVFDWLRQ��ZKHUH�
WKLV� LV�SRVVLEOH��7KH�LGHD� LV� WKDW� LQVWHDG�RI�EHLQJ�SUHVHQW�XQHQFU\SWHG�LQ� WKH�FORXG�� WKH�
XVHU¶V�SULYDWH�GDWD�LV�VHQW�WR�WKH�FORXG�LQ�DQ�HQFU\SWHG�IRUP��DQG�WKH�SURFHVVLQJ�LV�GRQH�RQ�
WKH�HQFU\SWHG�GDWD��7KH�SULYDF\�PDQDJHU� WR� UHYHDO� WKH�FRUUHFW� UHVXOW�GH�REIXVFDWHV� WKH�
RXWSXW�RI�WKH�SURFHVVLQJ���:H�FDOO�LW�REIXVFDWLRQ�UDWKHU�WKDQ�HQFU\SWLRQ�EHFDXVH�VRPH�RI�
WKH� LQIRUPDWLRQ� SUHVHQW� LQ� WKH� RULJLQDO� GDWD� LV� LQ� JHQHUDO� VWLOO� SUHVHQW� LQ� WKH��
REIXVFDWHG�GDWD����

'LIIHUHQW� SRVVLEOH� DUFKLWHFWXUHV� IRU� SULYDF\� PDQDJHPHQW� ZLWKLQ� FORXG� FRPSXWLQJ� DUH�
OLVWHG��

�� 3ULYDF\�PDQDJHU�LQ�WKH�FOLHQW��

�� 3ULYDF\�PDQDJHU�LQ�D�K\EULG�FORXG��

�� 3ULYDF\�LQIRPHGLDU\�ZLWKLQ�WKH�FORXG��

Discussion:�7KH�DXWKRUV�GR�QRW�H[SHFW�REIXVFDWLRQ�WR�SURWHFW�GDWD�IURP�D�YHU\�GHWHUPLQHG�
DGYHUVDU\�� ,Q� SDUWLFXODU�� VRPH� REIXVFDWLRQ� PHWKRGV� DUH� KLJKO\� VXVFHSWLEOH� WR� NQRZQ�
SODLQWH[W�DWWDFNV��+RZHYHU��REIXVFDWLQJ�SULYDWH�GDWD�GRHV�DW� OHDVW�SURWHFW� WKH�GDWD�IURP�
RSSRUWXQLVWLF�GDWD�WKLHYHV�ZLWK�DFFHVV�WR�FORXG�GDWDEDVHV��EHFDXVH�LW�HQVXUHV�WKDW�WKH�GDWD�
LV�QHYHU�SUHVHQW� LQ� WKH�GDWDEDVH� LQ� WKH�FOHDU��7KLV� VROXWLRQ� LV�QRW�VXLWDEOH� IRU�DOO� FORXG�
DSSOLFDWLRQV��

���������+LHUDUFKLFDO�&ODVVHV�RI�&RPSXWLQJ�IRU�3ULYDF\�3UHVHUYLQJ�

7KH�DXWKRUV�LQ�>��@�DUJXH�WKDW�FU\SWRJUDSK\�DORQH�FDQQRW�HQIRUFH�WKH�SULYDF\�GHPDQGHG�
E\� FRPPRQ� FORXG� FRPSXWLQJ� VHUYLFHV�� HYHQ�ZLWK� VXFK� SRZHUIXO� WRROV� DV� )+(� �)XOO\�
+RPRPRUSKLF�(QFU\SWLRQ���7KH\�WUHDWHG�LQ�WKHLU�GRFXPHQW��D�FORXG�IRU�VLPSOLFLW\�DV�D�
KLJKO\�UHVRXUFHG��PRQROLWKLF�HQWLW\�FDOOHG�6��7KH�RYHUDUFKLQJ�JRDO�RI�SULYDF\�SUHVHUYDWLRQ�
WKH\� H[SORUH� GLFWDWHV� WKDW� LQ� QR� FDVH� VKRXOG� 6� OHDUQ� DQ\� SRUWLRQ� RI� DQ\� SLHFH� [L� RI��
SULYDWH�GDWD��

7KH\�H[SORUH�WKH�FKDOOHQJH�RI�SULYDF\�SUHVHUYDWLRQ�IRU�FOLHQWV�LQ�WKH�FORXG�E\�SURSRVLQJ�D�
�QHVWHG�� KLHUDUFK\� RI� WKUHH� FODVVHV� RI� SULYDF\�SUHVHUYLQJ� IRUPV� RI� FRPSXWLQJ�� 7KHVH�
FODVVHV� DUH� PHDQW� WR� FKDUDFWHUL]H� QDWXUDO� DSSOLFDWLRQV� WKDW� 6� PLJKW� EH� FDOOHG� XSRQ� WR�
H[HFXWH�LQ�WKH�FORXG�RYHU�FOLHQWV¶�VHQVLWLYH�GDWD��7KH\�GHILQH�SULYDF\�SUHVHUYDWLRQ�KHUH�WR�
PHDQ�WKDW�6�LWVHOI�VKRXOG�OHDUQ�QR�LQIRUPDWLRQ�IURP�DQ\�DSSOLFDWLRQ�H[HFXWLRQ��ZKLOH�VHOHFW�
FOLHQWV�VKRXOG�OHDUQ�OLPLWHG�RXWSXW�LQIRUPDWLRQ��7KH�WKUHH�FODVVHV��LQ�RUGHU�RI�LQFUHDVLQJ�
JHQHUDOLW\��DUH��

�� 3ULYDWH�VLQJOH�FOLHQW�FRPSXWLQJ��

�� 3ULYDWH�PXOWL�FOLHQW�FRPSXWLQJ��

�� 6WDWHIXO�SULYDWH�PXOWL�FOLHQW�FRPSXWLQJ��

Discussion:�7KH�DXWKRUV�KDYH�VKRZQ�WKH�OLPLWDWLRQV�RI�FU\SWRJUDSK\�DORQH�LQ�PHHWLQJ�WKH�
FKDOOHQJHV�RI�FORXG�SULYDF\��,Q�WKHLU�VFKHPH��DQG�PRUH�SUHFLVHO\�LQ�WKH�VHFRQG�FODVV�ZKLFK�
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LV�SULYDWH�PXOWL�FOLHQW�FRPSXWLQJ�WKH\�SURYHG�WKDW�LW�FDQQRW�EH�UHDOL]HG�ZLWK�FU\SWRJUDSK\�
DORQH�� WKXV� VXFK�DSSOLFDWLRQV� UHTXLUH� WUXVWHG�VWDWH� �� H[HFXWLRQ�RI�VRPH�VRUW��6LQFH� WKH\�
FODLP�WKDW�FU\SWRJUDSK\�DORQH�LV�QRW�HQRXJK��WKH\�SURSRVH�VHYHUDO�SUDFWLFHV�IRU�UHOLDEOH�
FDOFXODWLRQV�DPRQJ�ZKLFK�ZH�QRWH�WUXVWHG�FRPSXWLQJ��

:KLOH�DV�DOZD\V�KHOSLQJ�GHPDUFDWH�WUXVW�ERXQGDULHV��FU\SWRJUDSK\�ZLOO�DOVR�KHOS�YHULI\�
VSHFLILF�VHFXULW\�UHTXLUHPHQWV�RI�FORXG�GHSOR\PHQWV��H�J���FRUUHFWO\�FRQILJXUHG�VWRUDJH��,W�
ZLOO� EH� RQH� VXSSRUWLQJ� FRPSRQHQW� LQ� D� FRPSOH[� HFRV\VWHP� RI� WUXVW� WKDW� GHSHQGV� RQ�
LQWHUORFNLQJ� WHFKQLFDO�� UHJXODWRU\�� DQG� FRPPHUFLDO� VHFXULW\� DQG� SULYDF\� HQIRUFHPHQW�
DSSURDFKHV��

���������(QFU\SWLRQ�DQG�7UXVW�EDVHG�6ROXWLRQ�

2QH� RI� WKH� ELJJHVW� FKDOOHQJHV� LQ� WKH� FORXG� LV� WKH� HIILFLHQF\�ZLWK�ZKLFK� FORXG� VHUYLFH�
SURYLGHUV� �&63V�� FDQ�SURWHFW� WKH�SULYDF\�RI�GDWD� IRU� FORXG� VHUYLFH�XVHUV� �&68V���7KLV�
DSSURDFK�>��@��LOOXVWUDWHG�LQ�)LJ�������DLPV�WR�JXDUDQWHH�FRQILGHQWLDOLW\�E\�DOORZLQJ�&68V��

�� 7R�HQFU\SW�VHQVLWLYH�GDWD�DQG�FKHFN�WKHLU�DFFXUDF\�IURP�WLPH�WR�WLPH��

�� 7R�DVVHVV�WKH�UHOLDELOLW\�RI�WKH�&63��

�� 7R�GHFLGH�ZKHWKHU� WKH�&63V�FDQ�UXQ�YDULRXV�FDOFXODWLRQ�VHUYLFHV�DFFRUGLQJ� WR� WKHLU�
FRQILGHQFH�YDOXHV��

�

)LJ�������6\VWHP�PRGHO�RI�WKH�HQFU\SWLRQ�DQG�WUXVW�EDVHG�VROXWLRQ�>��@��

,Q�PRVW� HQFU\SWLRQ� WHFKQLTXHV�� WKH�ELJ� TXHVWLRQ� LV�ZKR� VKRXOG�PDQDJH� WKH� HQFU\SWLRQ�
NH\V��7UXVW�EHFRPHV�D�FULWLFDO�LVVXH�LI�D�WKLUG�SDUW\�PDQDJHV�WKH�NH\��,I�LW�LV�ZLWK�&63��
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DJDLQ��UHOLDELOLW\�DSSHDUV��EHFDXVH�&63V�DUH�QRW�DOZD\V�WUXVWZRUWK\��7KLV�PHWKRG�IROORZV�
WKH�VWUDWHJ\�WKDW�&68V�PDQDJH�WKH�HQFU\SWLRQ�NH\�DQG�WKXV�KDYH�PRUH�FRQWURO�RYHU�WKHLU�
RZQ�GDWD��%XW�WKLV�KDV�D�FHUWDLQ�GUDZEDFN��&63V�FDQQRW�SURYLGH�FHUWDLQ�VHUYLFHV�VXFK�DV�
GDWD�VHDUFK��FKDQJHV��DGGLWLRQV��GHOHWLRQV�DQG�NH\OHVV�LQVHUWLRQV��7KHUHIRUH��&68V�PXVW�
GHFLGH�WR�DVVLJQ�HQFU\SWLRQ�NH\V�WR�D�JLYHQ�FU\SWRJUDSKLF�VHUYLFH�SURYLGHU��'HWHUPLQLQJ�
ZKHWKHU�WR�DVVLJQ�NH\V�WR�FU\SWRJUDSKLF�VHUYLFH�SURYLGHUV�LV�D�FULWLFDO�LVVXH��7KLV�UHTXLUHV�
D�PHWKRG�WKDW�FDQ�KHOS�NH\�KROGHUV�DVVHVV�WKH�ULVNV�DVVRFLDWHG�ZLWK�DVVLJQLQJ�NH\V�WR�WKLUG�
SDUWLHV��7KLV�DSSURDFK�FDOOHG�(Q7UXVW�DWWHPSWV�WR�LQWHJUDWH�HQFU\SWLRQ�DQG�WUXVW�WHFKQLTXHV�
WR�LPSURYH�SULYDF\�LQ�FORXG�FRPSXWLQJ��

Discussion:�7KH�SURSRVHG�IUDPHZRUN�FRQWDLQV�WKUHH�FRPSRQHQWV��DQ�HQFU\SWLRQ�PRGXOH��
D�WUXVW�HYDOXDWLRQ�PRGXOH�DQG�D�GHFLVLRQ�PRGXOH��7KURXJK�WKH�HQFU\SWLRQ�PRGXOH��&68V�
DUH�DEOH� WR�HQFU\SW� WKHLU� VHQVLWLYH�GDWD�EHIRUH� VWRULQJ� LW� LQ� WKH�FORXG��)XUWKHUPRUH�� WKH�
HQFU\SWLRQ�VFKHPHV�VHOHFWHG�LQ�WKLV�ZRUN�DOORZ�&68V�WR�YHULI\�WKH�GDWD�FRUUHFWQHVV�IURP�
WLPH� WR� WLPH� DQG� HQDEOH� VHDUFKHV� RYHU� WKH� HQFU\SWHG� GDWD� E\� &63V� ZLWK� SURYLGHG�
HQFU\SWLRQ�NH\V��+RZHYHU��WR�XWLOL]H�WKH�FRPSXWDWLRQ�VHUYLFHV�SURYLGHG�E\�&63V��&68V�
KDYH� WR� H[SRVH� VRPH� SULYDWH� LQIRUPDWLRQ� WR�&63V��7KHUHIRUH��&68V� KDYH� WR� FDUHIXOO\�
VHOHFW�WUXVWZRUWK\�&63V�WR�SHUIRUP�WKH�FRPSXWDWLRQ�VHUYLFHV��7KH�WUXVW�HYDOXDWLRQ�PRGXOH�
SURYLGHV�DQ�HIIHFWLYH�ZD\�IRU�&68V�WR�FDOFXODWH�WKH�WUXVW�YDOXHV�RI�&63V�EDVHG�RQ�&63V¶�
EHKDYLRXUV��:LWK�VXFK�WUXVW�YDOXHV��WKH�&68V�DUH�DEOH�WR�PDNH�GHFLVLRQV�DERXW�ZKHWKHU�WR�
DOORZ�D�&63�WR�SHUIRUP�D�FHUWDLQ�W\SH�RI�GDWD�FRPSXWDWLRQ�VHUYLFH��

7R�HQVXUH�D�KLJK�OHYHO�VHFXULW\��LQ�WKLV�SDSHU��WKH�DXWKRUV�SURSRVH�WKDW�&68V�SHUIRUP�ERWK�
WKH�HQFU\SWLRQ�DQG�WUXVW�HYDOXDWLRQ�SURFHVV��ZKLFK�PD\�FDXVH�UHODWLYHO\�KHDY\�ZRUNORDGV�
IRU�&68V��HVSHFLDOO\� LQGLYLGXDO�FORXG�XVHUV�� ,Q�D�IXWXUH�ZRUN��WKH\�FRQVLGHU� WR� LQYROYH�
WKLUG� SDUW\� DXGLWRUV� ZKR� FDQ� WDNH� RYHU� FRPSOLFDWHG� FRPSXWDWLRQV� DQG� UHGXFH� &68V¶�
ZRUNORDG�� 7KHQ� WKH� TXHVWLRQ� LV�� KRZ� &68V� FDQ� DVVLJQ� ZRUNORDGV� WR� WKH� WKLUG�SDUW\�
DXGLWRUV�ZKLOH�QRW�H[SRVLQJ�WRR�PXFK�VHQVLWLYH�LQIRUPDWLRQ"�

����������%ORFNFKDLQ�IRU�&ORXG�EDVHG�'DWD�3ULYDF\�

7KH� DXWKRUV� LQ� >��@� VWXGLHG� WKH� SRWHQWLDO� WR� XVH� WKH� EORFNFKDLQ� WHFKQRORJ\� WR� SURWHFW�
KHDOWKFDUH�GDWD�KRVWHG�ZLWKLQ�WKH�FORXG��

7KHUH�KDV�EHHQ�UHFHQW�LQWHUHVW�LQ�XWLOL]LQJ�EORFNFKDLQ�LQ�WKH�SURYLVLRQ�RI�VHFXUH�KHDOWKFDUH�
GDWD�PDQDJHPHQW��%URDGO\�VSHDNLQJ��EORFNFKDLQ�LV�D�WHFKQRORJ\�DEOH�WR�EXLOG�DQ�RSHQ�DQG�
GLVWULEXWHG�RQOLQH�GDWDEDVH��ZKLFK�FRQVLVWV�D�OLVW�RI�GDWD�VWUXFWXUHV��DOVR�NQRZQ�DV�EORFNV��
WKDW�DUH�OLQNHG�ZLWK�HDFK�RWKHU��7KHVH�EORFNV�DUH�GLVWULEXWHG�DPRQJ�PXOWLSOH�QRGHV�RI�DQ�
LQIUDVWUXFWXUH�� DQG� DUH� QRW� FHQWUDOO\� VWRUHG�� (DFK� EORFN FRQWDLQV� D� WLPHVWDPS� RI� LWV 
SURGXFWLRQ��WKH�KDVK�RI�WKH�SUHYLRXV�EORFN�DQG�WKH�WUDQVDFWLRQ�GDWD��DQG�LQ�WKLV�FRQWH[W��D�
SDWLHQW¶V�KHDOWKFDUH�GDWD�DQG�WKH�KHDOWKFDUH�SURYLGHU�LQIRUPDWLRQ��)LJ������GHVFULEHV�WKH�
DXWKRUV� FRQFHSWXDO� EORFNFKDLQ�EDVHG� (05� �(OHFWURQLF� 0HGLFDO� 5HFRUGV��+(5�
�(OHFWURQLF� +HDOWK� 5HFRUGV��3+5� �3HUVRQDO� +HDOWK� 5HFRUGV�� HFRV\VWHP�� 6SHFLILFDOO\��
ZKHQ�QHZ�KHDOWKFDUH�GDWD�IRU�D�SDUWLFXODU�SDWLHQW�LV�FUHDWHG�D�QHZ�EORFN�LV�LQVWDQWLDWHG�DQG�
GLVWULEXWHG�WR�DOO�SHHUV�LQ�WKH�SDWLHQW�QHWZRUN��$IWHU�D�PDMRULW\�RI�WKH�SHHUV�KDYH�DSSURYHG�
WKH�QHZ�EORFN��WKH�V\VWHP�ZLOO�LQVHUW�LW�LQ�WKH�FKDLQ��7KLV�DOORZV�WKHP�WR�DFKLHYH�D�JOREDO�
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YLHZ�RI�WKH�SDWLHQW¶V�PHGLFDO�KLVWRU\�LQ�DQ�HIILFLHQW��YHULILDEOH��DQG�SHUPDQHQW�ZD\��,I�WKH�
DJUHHPHQW�LV�QRW�UHDFKHG��WKHQ�D�IRUN�LQ�WKH�FKDLQ�LV�FUHDWHG�DQG�WKH�EORFN�LV�GHILQHG�DV�DQ�
RUSKDQ�DQG�GRHV�QRW�EHORQJ�WR�WKH�PDLQ�FKDLQ��2QFH�WKH�EORFN�KDV�EHHQ�LQVHUWHG�LQWR�WKH�
FKDLQ�� WKH� GDWD� LQ� DQ\� JLYHQ� EORFN� FDQQRW� EH� PRGLILHG� ZLWKRXW� PRGLI\LQJ� DOO��
VXEVHTXHQW�EORFNV��

�

)LJ�������$�FRQFHSWXDO�EORFNFKDLQ�EDVHG�(05�+(5�3+5�HFRV\VWHP�>��@��

Discussion:�VHFXULQJ�(05�(+5�3+5�HFRV\VWHP�DQG�HQVXULQJ�SULYDF\�DQG�LQWHJULW\�RI�
WKH� GDWD� LV� DQ� DFWLYH� UHVHDUFK� DUHD�� 0DQ\� DSSURDFKHV� LQFOXGH� XVLQJ� FU\SWRJUDSKLF�
SULPLWLYHV��VXFK�DV�WKRVH�EDVHG�RQ�SXEOLF�NH\�LQIUDVWUXFWXUH�DQG�SXEOLF�FORXGV��+RZHYHU��
WKLV� OLPLWV� WKH� VHDUFKDELOLW\� RI� WKH� GDWD�� LQ� WKH� VHQVH� WKDW� KHDOWKFDUH� SURYLGHUV� KDYH� WR�
GHFU\SW�WKH�GDWD�SULRU�WR�VHDUFKLQJ�RQ�WKH�GHFU\SWHG�GDWD��UHVXOWLQJ�LQ�LQFUHDVHV�LQ�WLPH�
DQG�FRVWV�IRU�WKH�GDWD�UHWULHYDO�DQG�GLDJQRVLV��

7KH�VWURQJ�GDWD�LQWHJULW\�IHDWXUH�RI�EORFNFKDLQ�UHVXOWV�LQ�LPPXWDELOLW\�WKDW�DQ\�GDWD��RQFH�
VWRUHG�LQ�EORFNFKDLQ��FDQQRW�EH�DOWHUHG�RU�GHOHWHG��+RZHYHU��LI�WKH�UHFRUG�ZHUH�KHDOWKFDUH�
GDWD��WKHQ�VXFK�SHUVRQDO�GDWD�ZRXOG�FRPH�XQGHU�WKH�SURWHFWLRQ�RI�SULYDF\�ODZV��PDQ\�RI�
WKHP�ZRXOG�QRW�DOORZ�SHUVRQDO�GDWD�WR�EH�NHSW�SHUSHWXDOO\��

$QRWKHU� SUDFWLFDO� LVVXH� LV� RQ� KRZ� ILW� LW� LV� IRU� EORFNFKDLQ� WR� VWRUH� KHDOWKFDUH� GDWD��
%ORFNFKDLQ�ZDV�RULJLQDOO\�GHVLJQHG�WR�UHFRUG�WUDQVDFWLRQ�GDWD��ZKLFK�LV�UHODWLYHO\�VPDOO�
DQG�OLQHDU��+HDOWKFDUH�GDWD��VXFK�DV�LPDJLQJ�DQG�WUHDWPHQW�SODQV��KRZHYHU��FDQ�EH�ODUJH�
DQG�UHODWLRQDO�WKDW�UHTXLUHV�VHDUFKLQJ��+RZ�ZHOO�EORFNFKDLQ�VWRUDJH�FDQ�FRSH�ZLWK�ERWK�
UHTXLUHPHQWV�LV�FXUUHQWO\�XQFOHDU��
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,Q�RUGHU�WR�GHDO�ZLWK�WKHVH�FKDOOHQJHV��PDQ\�KDYH�VXJJHVWHG�WKH�QRWLRQ�RI�RII�FKDLQ�VWRUDJH�
RI� GDWD�� ZKHUH� GDWD� LV� NHSW� RXWVLGH� RI� EORFNFKDLQ� LQ� D� FRQYHQWLRQDO� RU� D� GLVWULEXWHG�
GDWDEDVH��EXW�WKH�KDVKHV�RI�WKH�GDWD�DUH�VWRUHG�LQ�WKH�EORFNFKDLQ��7KLV�LV�VDLG�WR�EH�WKH�EHVW�
RI�ERWK�ZRUOGV��DV�KHDOWKFDUH�GDWD�LV�VWRUHG�RII�FKDLQ�DQG�PD\�EH�VHFXUHG��FRUUHFWHG��DQG�
HUDVHG�DV�DSSURSULDWH��$W�WKH�VDPH�WLPH��LPPXWDEOH�KDVKHV�RI�WKH�KHDOWKFDUH�GDWD�DUH�VWRUHG�
RQ�FKDLQ�IRU�FKHFNLQJ�WKH�DXWKHQWLFLW\�DQG�DFFXUDF\�RI�WKH�RII�FKDLQ�PHGLFDO�UHFRUGV��

����������/�(QF'%�

)RU� WKH� SURWHFWLRQ� RI� GDWD� SULYDF\�� VHQVLWLYH� GDWD� XVXDOO\� KDYH� WR� EH� HQFU\SWHG� EHIRUH�
RXWVRXUFLQJ�� ZKLFK� PDNHV� HIIHFWLYH� GDWDEDVH� XWLOL]DWLRQ� D� YHU\� FKDOOHQJLQJ� WDVN�� 7R�
DGGUHVV� WKLV� FKDOOHQJH�� LQ� >��@�� WKH� DXWKRUV� SURSRVHG� /�(QF'%�� D� QRYHO� OLJKWZHLJKW�
HQFU\SWLRQ�PHFKDQLVP� IRU� GDWDEDVH��ZKLFK� NHHSV� WKH� GDWDEDVH� VWUXFWXUH�� DQG� VXSSRUWV�
HIILFLHQW�64/�EDVHG�TXHULHV��7R�DFKLHYH� WKLV�JRDO��D�QHZ�IRUPDW�SUHVHUYLQJ�HQFU\SWLRQ�
�)3(��VFKHPH�LV�FRQVWUXFWHG��ZKLFK�FDQ�EH�XVHG�WR�HQFU\SW�DOO�W\SHV�RI�FKDUDFWHU�VWULQJV�
VWRUHG�LQ�GDWDEDVH��

,Q�WKH�SURSRVHG�/�(QF'%�V\VWHP��VKRZQ�LQ�)LJ�������WKH�HQFU\SWLRQ�DQG�TXHU\�DUH�EDVHG�
RQ�64/��7KURXJK�RQO\�RQH�LQWHUIDFH��DOO�64/�VHQWHQFHV�IRU�GDWDEDVH�FDQ�EH�LQWHUSUHWHG��
)XUWKHUPRUH��EDVHG�RQ�IRUPDW�SUHVHUYLQJ�HQFU\SWLRQ��)3(��WHFKQLTXH�DQG�D�QHZ�FKDUDFWHU�
VWULQJ�)3(�VFKHPH��/�(QF'%�FDQ�EH� LPSOHPHQWHG� WR�SUHVHUYH�GDWD� W\SH�DQG� OHQJWK� LQ�
FLSKHU�WH[W��

Discussion:�/�(QF'%�LV�DQ�H[WHUQDO�HQFU\SWLRQ�PHFKDQLVP�LQGHSHQGHQW�IURP�GDWDEDVH��
7KH� DGRSWHG� HQFU\SWLRQ� DOJRULWKPV� DIIHFW� '%� RSHUDWLRQ� SHUIRUPDQFH�� 7R� HYDOXDWH� LWV�
SHUIRUPDQFH��WZR�LVVXHV�DUH�DGGUHVVHG��

�� 7KH�SHUIRUPDQFH�RI�)3(�HQFU\SWLRQ�DOJRULWKPV�IRU�EDWFK�GDWD�HQFU\SWLRQ��

�� 7KH�SHUIRUPDQFH�RI�23(��

�

)LJ�������/�(QF'%�DUFKLWHFWXUH�>��@� 
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����������&6�,%(�

7KH�DXWKRUV�LQ�>��@�SURSRVHG�D�VFKHPH�EDVHG�RQ�,GHQWLW\�%DVHG�(QFU\SWLRQ��,%(��WKURXJK�
3DLULQJ�%DVHG�&U\SWRJUDSK\��3%&��OLEUDU\��LQ�RUGHU�WR�HQVXUH�GDWD�FRQILGHQWLDOLW\�DJDLQVW�
DFFLGHQWDO��PDOLFLRXV��DQG�LOOHJDO�DFFHVV��7KH�JRDO�LV�WR�HQFU\SW�GDWD�EHIRUH�RXWVRXUFLQJ�
WKHP��7KH� GHVLJQ� HQDEOHV� FORXG� XVHUV� WR� VWRUH� DQG�PDQDJH� WKHLU� GDWD� VHFXUHO\�� ,W� DOVR�
HQVXUHV� VHFXUH�� DGDSWDEOH� DQG� H[WHQVLEOH� NH\� PDQDJHPHQW� LQKHUHQW� WR� ,%(� ZLWKRXW� D�
JURZLQJ�NH\�VWRUH��

7KLV� LV� KRZ�&6�,%(� VFKHPH�ZRUNV��(DFK� ILOH� LV� DVVRFLDWHG�ZLWK� DW� OHDVW� RQH�SROLF\�3�
�RZQHU¶V�,'��DQG�RWKHU�DWWULEXWHV�FDQ�EH�DGGHG�LI�QHHGHG��H�J���'DWH7LPH�H[SLUDWLRQ���7KH�
ILOH� LV� HQFU\SWHG� ZLWK� WKH� GDWD� NH\� �JHQHUDWHG� E\� WKH� FORXG� XVHU� XVLQJ� V\PPHWULF�
HQFU\SWLRQ�$(6�����XVLQJ�&%&�PRGH�RI�RSHUDWLRQ���DQG�WKH�GDWD�NH\�LV�IXUWKHU�HQFU\SWHG�
E\� WKH� FRQWURO� NH\� JHQHUDWHG� WKURXJK� WKH� ,%(�PHFKDQLVP��&6�,%(�DFWV� DV� DQ� RYHUOD\�
V\VWHP�WKDW�ZRUNV�DWRS�FORXG�VWRUDJH�VROXWLRQV�DQG�GR�QRW�UHTXLUH�DQ\�HQJLQHHULQJ�FKDQJHV�
RQ�WKH�FORXG�VWRUDJH�WR�EH�VXSSRUWHG��7KH�FRPSRQHQWV�RI�WKH�LPSOHPHQWHG�GHVLJQ�DUH��WKH�
FORXG�8VHU��WKH�.0�DQG�WKH�FORXG�6WRUDJH��$W�D�ILUVW�VWDJH��WKH�FORXG�XVHU�QHHGV�WR�JHW�WKH�
PSN��PDVWHU�SXEOLF�NH\��IURP�WKH�.0�IRU�FU\SWRJUDSKLF�RSHUDWLRQV��2QFH�GRZQORDGHG�LW�
FDQ�EH�VWRUHG�IRU�IXWXUH�XVH��)RU�HDFK�)LOH�)��WKH�FORXG�XVHU�JHQHUDWHV�D�V\PPHWULF�NH\�.�
WR�HQFU\SW�DQG�WR�JHQHUDWH�WKH�FLSKHUHG�GDWD&)��DQG�WKHQ�HQFU\SWV�WKH�GDWD�NH\�E\�,%(�
PHFKDQLVP�&.��

Discussion:�&RPSDUHG�WR�RWKHU�SURSRVHG�GHVLJQV��&6�,%(�LV�GHGLFDWHG��DW�D�ILUVW�VWDJH��WR�
SURYLGH�FRQILGHQWLDOLW\�RI�RXWVRXUFHG�GDWD�DQG�WR�PDNH�WKHP�XQUHDGDEOH�IRU�RWKHU�HQWLWLHV��
2XU�GHVLJQ�LV�VOLJKWO\�GLIIHUHQW�LQ�WKUHH�DVSHFWV��)LUVW��&6,%(�HQVXUHV�GRXEOH�SURWHFWLRQ�
RI�RXWVRXUFHG�GDWD�E\�DGGLQJ�WKH�VHFXULW\�OD\HU�RQ�GDWD�NH\�.�WKDW�LV�VWRUHG�HQFU\SWHG��
6HFRQG��&6�,%(�HQDEOHV�WKH�GDWD�DFFHVV�DQ\ZKHUH�DQG�DW�DQ\�WLPH��LQ�FDVH�WKDW�FORXG�XVHU�
LV�RXWVLGH�WKH�.0�SHULPHWHU��KH�FDQ�DVN�IRU�KLV�FRUUHVSRQGLQJ�SULYDWH�NH\�G3��+HQFH��LW�LV�
XS�WR�KLP�WR�HQVXUH�LWV�SULYDF\��WKLV�FDQ�EH�GRQH�XVLQJ�WKH�7UXVWHG�3ODWIRUP�0RGXOH��730��
VLQFH�PRVW�UHOHDVHG�FRPSXWHU�KDYH�QRZ�WKH�FKLS�LQWHJUDWHG�LQ�WKH�PRWKHU�ERDUG��7KH�7KLUG�
DGYDQWDJH�LV�WKDW�&6�,%(�LV�OLJKWZHLJKW�DQG�XVHU�IULHQGO\��&ORXG�XVHU�GRHV�QRW�KDYH�WR�
ZRUU\�DERXW�WKH�PDQDJHPHQW�RI�FU\SWRJUDSKLF�NH\V�DQG�KDYH�QRW�WR�ZRUU\�DERXW�D�JURZLQJ�
NH\V�DQG�FHUWLILFDWHV�VWRUH��7KH�RQO\�LVVXH�LV�WKH�VHFXULW\�SDUDPHWHU�3�XVHG�E\�WKH�.0�WR�
JHQHUDWH�WKH�ZKROH�V\VWHP�SDUDPHWHU�LQ�WKH�VHWXS�IXQFWLRQ��

,Q� DGGLWLRQ�� WKH� GHVLJQ� HQDEOHV� FRQILGHQWLDOLW\� SURWHFWLRQ� IRU� UHSOLFDWHG� GDWD��:KHQ� DQ�
DWWDFNHU�JHWV�DFFHVV�WR�VWRUDJH�LQWHQWLRQDOO\�RU�DFFLGHQWDOO\��KH�ZLOO�QRW�EH�DEOH�WR�GHULYH�
VHQVLWLYH�LQIRUPDWLRQ�VLQFH�WKH\�DUH�HQFU\SWHG��

����������*5%$&�

7KH�FRQFHSW�RI�*5%$&�EHJDQ�ZLWK�PXOWL�DSSOLFDWLRQV�DQG�PXOWL�XVHUV�V\VWHP��WKH�FHQWUDO�
LGHD�RI�WKLV�VFKHPH�LV�WKDW�SHUPLVVLRQV�DUH�DVVRFLDWHG�ZLWK�WKH�DVVLJQHG�UROHV�DQG�XVHUV�DUH�
DVVLJQHG�WR�WKHVH�UROHV�EDVHG�RQ�WKHLU�FRQWH[W�LQIRUPDWLRQ��*5%$&�LV�WKH�VHFXUH�5%$&�
VHUYHU� WKDW� FRQWDLQV� WKH� UROHV�ZKLFK� DUH� DVVLJQHG�REOLYLRXVO\� WR�XVHU�� NHHSLQJ� WKH�XVHU�
LGHQWLW\� DQRQ\PRXV�� SHUPLVVLRQV� DQG� FRQVWUDLQWV� DVVRFLDWHG� ZLWK� WKH� XVHUV� DUH� DOVR�
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HQFU\SWHG�� 5ROHV� DUH� DVVLJQHG� IRU� YDULRXV� MRE� IXQFWLRQV� ZLWKLQ� WKH� RUJDQL]DWLRQ�� 7KLV�
PRGHO�FRQVLVWV�RI�WZR�XQLWV��RQH�FUHDWLQJ�WKH�JDUEOHG�SROLFLHV�DQG�REOLYLRXVO\�DVVLJQLQJ�
UROHV�WR�WKH�XVHUV�DQG�RWKHU�SHUIRUPLQJ�YHULILFDWLRQ�RI�XVHUV�DQG�VHFXUH�HYDOXDWLRQ�RI�WKH�
SROLFLHV��7KH�*5%$&�VHUYHU�LV�IRU�SHUIRUPLQJ�FRPSXWDWLRQV�RQ�JDUEOHG��(QFU\SWHG��GDWD��
6HUYLFHV�DUH�EHLQJ�SURYLGHG�E\�WKH�*5%$&�VHUYHU�ZKR�DVVLJQV�WKH�UROHV�REOLYLRXVO\�DQG�
HQFU\SW� WKH� FRQWHQW� �SHUPLVVLRQV�� FRQVWUDLQWV�� SROLFLHV�� EHIRUH� SODFLQJ� WKHP�RQ�&ORXG��
&ORXG� RU� SROLF\� HYDOXDWRU� LV� WKH� WKLUG� SDUW\� WKDW� WDNHV� JDUEOHG� GDWD� DQG� SHUIRUPV�
FRPSXWDWLRQ�RQ� LW��8VHUV�SURYLGH� WKHLU� HQFU\SWHG�DWWULEXWHV� IRU� WKH�HYDOXDWLRQ�SXUSRVH��
ZKR�ZDQW�WR�DFFHVV�WKH�UHVRXUFH�EDVHG�RQ�WKH�UROHV�DVVLJQHG�WR�WKHP��3ROLF\�SXEOLVKHG�RQ�
*$&�DUH�KLGGHQ�IURP�LW�GXH� WR� LWV�JDUEOHG�FKDUDFWHULVWLFV��ZKLFK�KHOSV� WR�PDLQWDLQ� WKH�
SULYDF\� RI� UROHV� DVVLJQHG� WR� WKH� XVHUV� DQG� WKHLU� SULYDWH� DWWULEXWHV�� LQ� FDVH� *$&� JHWV�
FRPSURPLVHG��

Discussion:� 7KLV� SURSRVHG� PRGHO� LQFRUSRUDWHV� WKH� JDUEOHG� OD\HU� WR� SURYLGH� HIILFLHQW�
VHFXULW\�WR�WKH�FORXG�DFFHVV�FRQWUROV��,W�KDV�NH\�PDQDJHPHQW�PHFKDQLVP�RI�VKDULQJ�NH\V�
EHWZHHQ�WKH�*5%$&�VHUYHU�DQG�WKH�XVHU��8VHU�KDV�LWV�RZQ�VHFUHW�NH\�L�H���RQO\�XVHU�NQRZV�
WKH� SHUPLVVLRQV� DVVRFLDWHG� ZLWK� KLV� DVVLJQHG� UROHV�� *5%$&� LV� ZHOO� VXLWHG� IRU� VHFUHW�
RUJDQL]DWLRQV�ZKHUH�LGHQWLW\�RI�WKH�XVHU�KDV�WR�UHPDLQ�VHFUHW�HYHQ�WR�WKH�RUJDQL]DWLRQ�LWVHOI��

7KLV�VROXWLRQ�FRPSDUHG�WR�DOO�H[LVWLQJ�VFKHPH�NHHSV�WKH�XVHU
V�,'�VHFUHW��WKH�UROHV�XVHG�
DUH� XQNQRZQ� WR� WKH� FORXG� DQG� WKH� VWUDWHJLHV� UHPDLQ� JDUEOHG� �VHH� 7DEOH� �� LQ� >��@��� ,Q�
DGGLWLRQ�� GXULQJ� DXWKHQWLFDWLRQ�� HDFK� XVHU� LV� SURYLGHG� ZLWK� D� WRNHQ�6,'� SDLU� DQG� WKH�
FDOFXODWLRQ�LV�SHUIRUPHG�RQ�HQFU\SWHG�GDWD��)LQDOO\��ZLWK�UHJDUG�WR�VHFXULW\�DQG�IOH[LELOLW\��
WKLV�VROXWLRQ�LV�MXGJHG�IURP�7DEOH���LQ�>��@��YHU\�HIILFLHQW��

����������,656$&�

7KH� LQGLUHFW� ZD\� RI� SURWHFWLQJ� WKH� ILOHV� DJDLQVW� DWWDFNHUV� LV� E\� LQFUHDVLQJ� WKH�
FRQILGHQWLDOLW\�WKURXJK�GDWD�HQFU\SWLRQ��7KH�SURSRVHG�,656$&�SXEOLF�NH\�FU\SWRV\VWHP�
>��@� IRFXVHV�RQ� LQFUHDVLQJ� WKH� WLPH� WR�SHUIRUP� IDFWRUL]DWLRQ�DQG� UDQGRPL]DWLRQ��0DQ\�
UHVHDUFKHUV¶�YDULDQWV�RI�56$�VHFXULW\�GHSHQG�RQ�WKH�YDOXH�RI�µQ¶��6LQFH�WKH�YDOXH�RI�µQ¶�LV�
WKH�PXOWLSOLFDWLRQ� RI� WZR� SULPH� QXPEHUV� µS¶� DQG� µT¶�� LW� FDQ� EH� IDFWRUHG� XVLQJ� LQWHJHU 
IDFWRUL]DWLRQ�PHWKRGV�� 7KHUHIRUH�� WKH� HQKDQFHPHQW� RI� 56$� QHHGV� WR� EH� UHOLHG� RQ� WKH�
GLIILFXOW\� LQ� IDFWRUL]LQJ� WKH�YDOXH�RI� µQ¶� DQG� UDQGRPQHVV��$OO� FORXG�XVHUV�JHQHUDWH� WKH�
SXEOLF�NH\�DQG� WKH�SULYDWH�NH\��7KH�SURSRVHG� ,656$&�NH\�JHQHUDWLRQ�XVHV� WZR�SULPH�
QXPEHUV�DV�VDPH�DV�56$�EXW��WKH�YDOXHV�RI�µS¶�DQG�µT¶�PXVW�EH�JUHDWHU�WKDQ����7KH�SXEOLF�
NH\�µH¶�DQG�SULYDWH�NH\�µG¶�GHSHQGV�RQ�WKH�SXEOLF�NH\�µQ¶��ZKLFK�LV�WKH�PXOWLSOH�RI�µS¶��µT¶��
µS� ±� �¶� DQG� µT� ±� �¶�� ,Q� RUGHU� WR� LQFUHDVH� WKH� VHFXULW\�� UDQGRPL]DWLRQ� LV� HVVHQWLDO� LQ� D�
FU\SWRV\VWHP��7KH�UDQGRP�QXPEHU�µU¶�LV�FKRVHQ�IRU��U��ZKLFK�PXVW�EH�EHWZHHQ�WKH�YDOXHV�
RI� µS¶� DQG� µT¶�� ,QVWHDG� RI� DSSO\LQJ� (XOHU¶V� WRWLHQW� IXQFWLRQ�� VHFXUH� IXQFWLRQ� Į�Q�� LV�
FDOFXODWHG�EDVHG�RQ�WKH�UDQGRP�QXPEHU��

Discussion:�$FFRUGLQJ�WR�WKH�DXWKRUV�LQ�>��@��,656$&�LV�DW�OHDVW�DV�KDUG�DV�IDFWRULQJ�Q�
DQG�ILQGLQJ�UDQGRPL]HG�QXPEHU�U��REWDLQLQJ�SULYDWH�NH\�µG¶�IURP�WKH�SXEOLF�HQFU\SWLRQ�
NH\�µH¶�DQG�FRPSXWLQJ�'�Q��ZLWKRXW�IDFWRULQJ�Q��
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%DVHG�RQ�WKH�SHUIRUPDQFH�DQDO\VLV�RI�,656$&��WKH�VHFXULW\�RI�,656$&�LV�KLJK��FRPSDUHG�
ZLWK�56$�FU\SWRV\VWHP��,Q�56$��WKH�YDOXH�RI�µQ¶�LV�EDVHG�RQ�RQO\�WZR�SULPH�QXPEHUV��
+RZHYHU��LQ�,656$&��WKH�YDOXH�RI�µQ¶�GHSHQGV�RQ�IRXU�QXPEHUV��ZKHUH�WZR�QXPEHUV�DUH�
SULPH��,Q�56$��(XOHU¶V�WRWLHQW�IXQFWLRQ�ĭ�Q���SXEOLF�NH\�µH¶�DQG�SULYDWH�NH\�µG¶�GHSHQGV�
RQ�WKH�YDOXH�RI�µQ¶��$QG�LQ�,656$&��VHFXUH�IXQFWLRQ�Į�Q���SXEOLF�NH\�µH¶�DQG�SULYDWH�NH\�
µG¶�GHSHQGV�RQ�WKH�YDOXH�RI�µQ¶��6R��WKH�NH\�JHQHUDWLRQ��HQFU\SWLRQ�DQG�GHFU\SWLRQ�WLPH�
DUH�VOLJKWO\�KLJKHU�WKDQ�56$��ZKLFK�LV�WROHUDEOH��,Q�FORXG��IRU�HIILFLHQW�DQG�VHFXUH�GDWD�
VWRUDJH�DQG�GDWD�VKDULQJ��,656$&�FDQ�EH�XVHG�WR�LPSURYH�WKH�GDWD�FRQILGHQWLDOLW\��

����������6ROXWLRQ�8VLQJ�0RGXODU�(QFU\SWLRQ�6WDQGDUG�

7KH� SURSRVHG� VFKHPH� FRPSULVHV� WKUHH� PDMRU� VWHSV�� ,GHQWLILFDWLRQ�� &ODVVLILFDWLRQ�� DQG�
6HFXULQJ��

�� ,GHQWLILFDWLRQ��WKH�QHHG�IRU�SURWHFWLQJ�QXFOHDU�LQIRUPDWLRQ�LV�UHJXODWHG�E\�SHUIRUPLQJ�
LGHQWLILFDWLRQ�DQG�FODVVLILFDWLRQ�DFFRUGLQJ�WR�WKH�GHJUHH�RI�ULVN�IDFWRU��+HUH��WKH�DXWKRUV�
KDYH�WR�LGHQWLI\�WKH�VHQVLWLYLW\�DQG�FULWLFDOLW\�RI�WKH�GDWD��7KH�LGHQWLILFDWLRQ�RI�QXFOHDU�
LQIRUPDWLRQ� LV� EDVHG� XSRQ� XVHU� VSHFLILHG� UHTXLUHPHQWV�� ,W� JHQHUDOO\� KDV� WZR� EURDG�
FDWHJRULHV��FRQILGHQWLDO�LQIRUPDWLRQ��ZKLFK�UHTXLUHV�SURWHFWLRQ��DQG�SXEOLF�LQIRUPDWLRQ�
ZKLFK�GRHV�QRW�UHTXLUH�SURWHFWLRQ��

�� &ODVVLILFDWLRQ�� 1XFOHDU� LQIRUPDWLRQ� FODVVLILFDWLRQ� VFKHPH� GHFLGHV� WKH� OHYHO� RI�
FRQILGHQWLDOLW\� RI� WKH� LQIRUPDWLRQ�� 7KLV� LV� KHOSIXO� LQ� FKRRVLQJ� WKH� LQIRUPDWLRQ� WKDW�
DFWXDOO\� VKRXOG� EH� SURWHFWHG�� DQG� LW� XOWLPDWHO\� GLPLQLVKHV� WKH� FRVW� RI� VHFXULW\��7KH�
DXWKRUV�KDYH�FODVVLILHG� WKHVH� WZR�FDWHJRULHV� LQWR�ILYH�GLIIHUHQW�VXEFDWHJRULHV� �EDVHG�
XSRQ�WKH�VHQVLWLYLW\�OHYHO���QRQ�FRQILGHQWLDO�,QIRUPDWLRQ��FRQILGHQWLDO�LQIRUPDWLRQ��OHVV�
FRQILGHQWLDO� LQIRUPDWLRQ�� PRGHUDWHO\� FRQILGHQWLDO� LQIRUPDWLRQ�� KLJKO\� FRQILGHQWLDO�
LQIRUPDWLRQ��H[WUHPHO\�KLJK�FRQILGHQWLDO�LQIRUPDWLRQ��

�� 6HFXULQJ�� WKHUH� DUH� VHYHUDO� VXE�SDUWV� LQ� WKH� VHFXULW\� SURFHGXUH�ZKLFK� H[SODLQV� WKH�
VWUHQJWK� RI� WKLV� VFKHPH�� ([WHQVLRQ�&RQWUDFWLRQ�� .H\� :KLWHQLQJ�� HQFU\SWLRQ��
GHFU\SWLRQ��NH\�WUDQVIRUPDWLRQ��.H\�(QFU\SWLRQ�DQG�'HFU\SWLRQ��

Discussion:�7KLV�VROXWLRQ�KDV�WKH�IROORZLQJ�DGYDQWDJHV��

�� ,W�SURYLGHV���NH\V��WZR�H[WUD�NH\V�WKDQ�$(6���EXW�ZLWK�QR�H[WUD�ELW�XWLOL]DWLRQ������ELWV�
VDPH�DV�$(6���

�� ,W�FRQVWLWXWHV�NH\�HQFU\SWLRQ�DV�ZHOO��WR�HQKDQFH�VHFXULW\���

�� ,W�LV�D�PRGXODU�DOJRULWKP��6RPH�PRGXOHV�DUH�DW�WKH�XVHU�VLGH��DXWRJHQHUDWHG���WKRXJK�
H[WHQGHU�FRQWUDFWRU�PRGXOH�GDWD�ZLOO�EH�H[WHQGHG�EHIRUH�XSORDGLQJ�WR�DQ\�FORXG�DQG�
RWKHU�PRGXOHV�IRU� WKH� LQWHUPHGLDU\�FORXG��7KHUHIRUH�� WKH�RYHUDOO�EHQHILW� LV� WKDW�GDWD�
ZLOO�QRW�EH�KDQGHG�RYHU�LQ�DFWXDO�IRUP�WR�DQ\�WKLUG�SDUW\��

�� (YHU\�VLQJOH�NH\�LV�WUHDWHG�LQ�WZR�GLIIHUHQW�ZD\V��L�H���KDOI�NH\�IRU�;25LQJ�DQG�KDOI�
NH\�IRU�;125LQJ��H[FHSW�NH\�ZKLWHQLQJ���
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�� (YHU\� VLQJOH� NH\� WUDQVIRUPV� WKH� GDWD� WZR� WLPHV� �H[FHSW� NH\�ZKLWHQLQJ��� 7KHUHIRUH�
�H[FHSW�NH\�ZKLWHQLQJ���WKH�NH\�LQWHUPL[HV����WLPHV�ZLWK�GDWD�LQVWHDG�RI���WLPHV��IRU��
�� URXQGV��� DV� NH\� DGGLWLRQ� DQG� NH\� VXEWUDFWLRQ� DUH�� LQ� DFWXDO�� WKH� GDWD� DQG� NH\�
VXEVXPLQJ��7KLV�LV�WKH�PDMRU�UHDVRQ�EHKLQG����ELW�GDWD�DQG�XVLQJ�D�ODUJH�VL]H�NH\�WR�
VXEVXPH�WKH�VLQJOH�EORFN�RI�GDWD���î��PDWUL[��E\�D�VLQJOH�NH\�WZLFH��

7KLV�WHFKQLTXH�LV�SURSRVHG�WR�SURWHFW�DJDLQVW�LQVLGHU�DQG�RXWVLGHU¶V�DWWDFN�GXH�WR�PXOWLOHYHO�
VHFXULW\�DQG�PXOWLFORXG�XWLOL]DWLRQ��

����������&3'$�

7KH� DXWKRUV� LQ� >��@� KDYH� SURSRVHG� D� FRQILGHQWLDOLW\�SUHVHUYLQJ� GHGXSOLFDWLRQ� FORXG�
VWRUDJH�ZLWK�SXEOLF�FORXG�DXGLWLQJ�ZKLFK��

�� 6LPXOWDQHRXVO\� VXSSRUWV� VHFXUH� ILOH� GHGXSOLFDWLRQ� RQ� HQFU\SWHG� ILOHV� DQG�
DXWKHQWLFDWLRQ� WDJV� GHGXSOLFDWLRQ�� 7KLV� VFKHPH� DOVR� SURYLGHV� WKH� SXEOLF� LQWHJULW\�
YHULILFDWLRQ�RI�WKH�XQLTXH�ILOH�LQ�GHGXSOLFDWLRQ�FORXG�VWRUDJH�E\�XVLQJ�FORXG�DXGLWLQJ�
WHFKQRORJ\��

�� 5HDOL]HV�WKH�GHGXSOLFDWLRQ�RQ�HQFU\SWHG�ILOHV�E\�LQWURGXFLQJ�WKH�FRQYHUJHQW�HQFU\SWLRQ�
WHFKQLTXH�ZKLFK�JXDUDQWHHV�WKH�VDPH�SODLQWH[W�ILOH�FDQ�SURGXFH�WKH�VDPH�FLSKHUWH[W��
7KXV��WKH�&63��&ORXG�6HUYLFH�3URYLGHU��DQG�73$��7KLUG�3DUW\�$XGLWRU��FDQQRW�REWDLQ�
DQ\�DFWXDO�FRQWHQW�RI�'2V¶�ILOH�GXULQJ�WKH�SURFHVV�RI�GHGXSOLFDWLRQ�DQG�SXEOLF�DXGLWLQJ�
DQG�WKH�FRQILGHQWLDOLW\�RI�WKH�RXWVRXUFHG�GDWD�LV�JXDUDQWHHG��

�� 1RW� RQO\� VXSSRUWV� HDFK� 'DWD� 2ZQHU� �'2�� WR� LQGHSHQGHQWO\� GHOHJDWH� WKH� LQWHJULW\�
DXGLWLQJ�RI�WKHLU�RZQ�ILOHV�WR�WKH�73$��EXW�DOVR�VXSSRUWV�&63�WR�SHULRGLFDOO\�GHOHJDWH�
73$� WR� FRQFXUUHQWO\� KDQGOH� PXOWLSOH� DXGLWLQJ� WDVNV� WR� HQVXUH� WKH� LQWHJULW\� RI�
RXWVRXUFHG�ILOHV��

Discussion:�7KH�DXWKRUV�KDYH�VKRZQ�LQ�>��@�WKDW�WKH�VROXWLRQ�LV�FRPSUHKHQVLYHO\�HIILFLHQW�
DQG�FDQ�VXSSRUW�DOO�WKH�JLYHQ�IXQFWLRQV�LQ�D�PRUH�HIIHFWLYH�ZD\��7KH�VHFXULW\�RI�WKH�&3'$�
VFKHPH�DOVR�LV�IRUPDOO\�SURYHQ��7KH�VHFXULW\�PRGHO�RI�&3'$�VFKHPH�LV�GHILQHG�IURP�WKH�
SHUVSHFWLYHV� RI� LQWHJULW\� DXGLWLQJ� DQG� 32:�� )LUVW�� &3'$� VFKHPH� LV� UHTXLUHG� WR� EH��
&63�XQIRUJHDEOH� LQ� WKH� LQWHJULW\� DXGLWLQJ� SURFHVV� DFFRUGLQJ� WR� WKH VFKHPH� LQ� >��@��
6HFRQG� &3'$�VFKHPH�LV�UHTXLUHG�WR�EH��N��ș��XQFKHDWDEOH�LQ�WKH�32:�SURFHVV�DFFRUGLQJ�
WR�WKH�VHFXULW\�GHILQLWLRQ�LQ�>��@��

&63�XQIRUJHDEOH�� $� &3'$� VFKHPH� LV� &63�XQIRUJHDEOH� LI� QR� GLVKRQHVW� &63� FDQ�
VXFFHVVIXOO\�IRUJH�WKH�DXGLWLQJ�SURRI�WR�GHFHLYH�WKH�73$�ZLWK�D�QRQ�QHJOLJLEOH�SUREDELOLW\��

�N�� ș��XQFKHDWDEOH�� $� &3'$� VFKHPH� LV� �N�� ș��XQFKHDWDEOH� LI� JLYHQ� D� ILOH� )� ZLWK��
PLQ�HQWURS\� N�� QR� PDOLFLRXV� XVHU�� ZKR� NQRZV� SDUWLDO� ILOH� FRQWDLQLQJ� ș�ELW� 6KDQQRQ�
HQWURS\� RI� )�� FRQYLQFHV� WKH� &63� WKDW� KH� KDV� WKH� HQWLUH� ILOH� )� ZLWK� D� QRQ�QHJOLJLEOH�
SUREDELOLW\��
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�������&RQILGHQWLDOLW\�$FFRUGLQJ�WR�WKH�7\SH�RI�6WRUDJH�

���������6HFUHW�6KDULQJ�6FKHPH�

,Q�>��@��WKH�SURSRVHG�VFKHPH�LV�XVHG�ZLWK�D�SULYDWH���SXEOLF�K\EULG�FORXG�VWRUDJH�DSSURDFK��
7KLV� LV�DFKLHYHG�E\�GHYHORSLQJ�D�VHFXUH�DQG� IXOO\�DXWRPDWHG�GDWD�VWRUDJH�DQG� WUDQVIHU�
SURWRFRO�LQ�WKH�FORXG�EHWZHHQ�FORXG�VWRUDJH�SURYLGHUV�DQG�FRQVXPHUV��,Q�WKLV�DSSURDFK��
VHQVLWLYH�GDWD�DUH�VHFXUHG�LQ�WKH�SULYDWH�FORXG�LQIUDVWUXFWXUH�EHIRUH�EHLQJ�VHQW�WR�D�SXEOLF�
FORXG� IRU� VWRUDJH�� 7KLV� SURWRFRO� LV� LPSOHPHQWHG� LQ� WZR� SKDVHV� ZLWK� D� VHFUHW� VKDULQJ�
VFKHPH��7KH�VHQG�SKDVH�RFFXUV�ZKHQ�D�ILOH�LV�EHLQJ�VWRUHG�RU�XSGDWHG�LQ�WKH�SXEOLF�FORXG�
VWRUDJH�DQG�WKH�UHWULHYH�SKDVH�RFFXUV�ZKHQ�D�ILOH�LV�EHLQJ�DFFHVVHG�RU�GRZQORDGHG�IURP�
WKH�FORXG�LQIUDVWUXFWXUH��7KH�ILOH�VHQG�VWUDWHJ\�LV�DV�IROORZV��+DYLQJ�D�SXEOLF�FORXG�VWRUDJH�
SURYLGHU�DQG�µQ¶�DYDLODEOH�YLUWXDO�YROXPHV�9���9������9Q��ZLWK�HDFK�KDYLQJ�FHUWDLQ�VWRUDJH�
VSDFH��:KHQ�D�ILOH�LV�WR�EH�XSORDGHG�LQWR�WKH�SXEOLF�FORXG��LW�LV�VSOLW�LQWR�PDQ\�VPDOOHU�
FKXQNV�� 7KHVH� FKXQNV� DUH� WKHQ� VWRUHG� LQ� WKH� DYDLODEOH� YROXPHV� LQ� VXFK� D� ZD\� WKDW� LW�
EHFRPHV� LPSRVVLEOH� IRU� WKH�DWWDFNHU� WR� UHFRQVWUXFW� WKH� LQLWLDO� ILOH��(YHU\�FKXQN�XSORDG�
RSHUDWLRQ�LV�VWRUHG�LQ�WKH�FKXQN�GLVWULEXWLRQ�GLFWLRQDU\��(YHU\�UHFRUG�LQ�WKLV�GLFWLRQDU\�KDV�
WKUHH�YLWDO�LQIRUPDWLRQ��

�� ,QGH[�RI�WKH�FKXQN�LQ�WKH�RULJLQDO�ILOH�ZKLFK�SURYLGHV�WKH�H[DFW�SRVLWLRQ�LQ�WKH�ILOH��

�� 9LUWXDO�YROXPH�V��ZKHUH�WKH�FKXQN�LV�VWRUHG��

�� +DVK�VXP�RI�WKH�FKXQN�WKDW�LV�XVHG�IRU�LQWHJULW\�FKHFN��

7KLV�GLFWLRQDU\�LV�VWRUHG�RQ�WKH�SULYDWH�FORXG�LQIUDVWUXFWXUH��7KH�SURFHVV�RI�VSOLWWLQJ�WKH�
ILOH�LQWR�FKXQNV�DOVR�KDSSHQV�LQ�WKH�SULYDWH�VLGH�DQG�WKH�FKXQNV�DUH�VHQW�WR�WKH�SXEOLF�FORXG�
LQ�DQ�RUGHU�GLIIHUHQW�IURP�WKH�RQH�REWDLQHG�IURP�WKH�VRXUFH�ILOH��

Discussion:�7KH�VWURQJ�SRLQW�RI�WKLV�PHWKRG�LV�WKDW�WKH�VHFUHW�FDQ�EH�UHFRQVWUXFWHG�RQO\�
ZKHQ�D�SUHGHILQHG�QXPEHU�RI�N�VKDUHV�DUH�FRPELQHG�WRJHWKHU��LQGLYLGXDO�VKDUHV�DUH�RI�QR�
XVH�RQ�WKHLU�RZQ��VR�DQ\RQH�ZLWK�IHZHU�WKDQ�N�RXW�RI�Q�VKDUHV�KDV�QR�H[WUD�LQIRUPDWLRQ�
DERXW�WKH�VHFUHW�WKDQ�VRPHRQH�ZLWK���VKDUHV��7KH�VL]H�RI�HDFK�VKDUH�GRHV�QRW�H[FHHG�WKH�
VL]H� RI� WKH� VHFUHW�� .HHSLQJ� N� IL[HG�� VKDUHV� FDQ� EH� HDVLO\� DGGHG� RU� UHPRYHG�� ZLWKRXW�
DIIHFWLQJ�RWKHU�VKDUHV��,W�LV�HDV\�WR�FKDQJH�WKH�VKDUHV��NHHSLQJ�WKH�VDPH�VHFUHW��6KDPLU¶V�
VFKHPH�LV�D�SHUIHFW�VHFUHW�VKDULQJ�VFKHPH��DV�N���VKDUHV�DUH�MXVW�DV�XVHOHVV�DV�QR�VKDUHV��
(DFK�VKDUH�LV�S�ELWV�ORQJ��7KH�YDOXH�RI�S�VKRXOG�QRW�EH�WRR�VPDOO�RU�LW�FRXOG�EH�VXVFHSWLEOH 
WR�EUXWH�IRUFH�DWWDFN��,I�WKH�YDOXH�RI�S�LV�����ELWV��WKHQ�WKLV�SURYLGHV������SRVVLEOH�YDOXHV��
ZKLFK�LV�D�UDQJH�WRR�ODUJH�IRU�EUXWH�IRUFH�WR�HYHU�DWWHPSW� 

���������6FKHPH�IRU�,PDJH�'DWD�3ULYDF\�

7KH� WUDGLWLRQDO� PHWKRG� WR� SURWHFW� WKH� SULYDF\� RI� GDWD� LV� WR� HPSOR\� FU\SWRJUDSKLF�
DOJRULWKPV�� ZKLFK� XQDYRLGDEO\� LQWURGXFHV� KHDY\� FRPSXWDWLRQ�� $QRWKHU� ZD\� LV� K\EULG�
FORXG� FRQVLVWLQJ� RI� SXEOLF� DQG� SULYDWH� FORXG�� 7KH� VHQVLWLYH� GDWD� LV� VHSDUDWHG� IURP��
QRQ�VHQVLWLYH�GDWD��DQG�RQO\�WKH�QRQ�VHQVLWLYH�GDWD�LV�RXWVRXUFHG�WR�SXEOLF�FORXG��,I�ZH�XVH�
K\EULG�FORXG�PHWKRG�GLUHFWO\��DOO�WKH�SULYDWH�LPDJHV�KDYH�WR�EH�VWRUHG�LQ�SULYDWH�FORXG��
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ZKLFK� PDNHV� WKH� DGRSWLRQ� RI� FORXG� FRPSXWLQJ� PHDQLQJOHVV�� %HVLGHV� DFKLHYLQJ� GDWD�
SULYDF\��ZH�VKRXOG�UHGXFH�FRPSXWDWLRQ�DQG�VWRUDJH�RYHUKHDG�LQ�SULYDWH�FORXG��DV�ZHOO�DV�
FRPPXQLFDWLRQ�RYHUKHDG�EHWZHHQ�SULYDWH�DQG�SXEOLF�FORXG��,Q�>��@�WKH�DXWKRUV�SURSRVH�D�
QRYHO�VFKHPH�WR�DFKLHYH�WKH�DERYH�JRDOV��

7KH�DUFKLWHFWXUH�RI�D�K\EULG�FORXG�LV�LOOXVWUDWHG�LQ�)LJ�������7KH�RULJLQDO�GDWD�FRPH�IURP�
WKH� SULYDWH� FORXG� DQG� DUH� VHQW� WR� D� GDWD� SURFHVVLQJ� FHQWUH�� )RU� LPDJH� GDWD� FRQWDLQLQJ�
VHQVLWLYH�LQIRUPDWLRQ��WKH�DXWKRUV�VXJJHVW�WR�GLYLGH�WKH�LPDJH�LQWR�VHYHUDO�EORFNV�ZLWK�WKH�
VDPH�VL]H��DQG�DGG�UDQGRP�QRLVH�LQWR�HDFK�FRORXU�GLPHQVLRQ�RI�HYHU\�EORFN��ZKLFK�EUHDNV�
WKH� SDLUZLVH� EORFNV� UHODWLRQVKLS�� 7KHQ� WKH\� VKXIIOH� WKHVH� EORFNV� ZLWK� D� UDQGRP�
SHUPXWDWLRQ��ZKLFK�PDNHV�WKH�LPDJH�EHFRPHV�XQUHDGDEOH��DQG�VHQG�LW�WR�WKH�SXEOLF�FORXG��
7KH\�VWRUH� WKH� UDQGRP�QRLVH�DQG� WKH� LQIRUPDWLRQ�XVHG� WR� VKXIIOH�EORFNV� LQ� WKH�SULYDWH�
FORXG��7KH�,'�RI�WKH�LPDJH�LV�VHQW�WR�WKH�SULYDWH�FORXG�DQG�SXEOLF�FORXG�DW�WKH�VDPH�WLPH��
7KH� VKXIIOH� RUGHU� LV� REWDLQHG� IURP� WKH� SULYDWH� FORXG� WR� UHRUGHU� WKH� VKXIIOHG� LPDJH�
GRZQORDGHG�IURP�WKH�SXEOLF�FORXG��7KHQ�WKH�UDQGRP�QRLVH�LV�REWDLQHG�IURP�WKH�SULYDWH�
FORXG�WR�UHFRYHU�WKH�RULJLQDO�LPDJH��7KH\�FRQVLGHU�DQ�XQ�WUXVWHG�SXEOLF�FORXG�ZKR�LQWHQGV�
WR�JHW�VHQVLWLYH�XVHU�GDWD�DQG�KDV�IXOO�FRQWURO�RI�WKH�KDUGZDUH��VRIWZDUH��DQG�QHWZRUNV�LQ�
WKH�SXEOLF�FORXG��

6LQFH� WKH� VKXIIOHG� DQG� PRGLILHG� LPDJH� FRQWDLQLQJ� VHQVLWLYH� LQIRUPDWLRQ� KDV� EHFRPH�
XQUHDGDEOH��LW�FDQ�EH�SXW�LQ�SXEOLF�FORXG��$V�VKRZQ�LQ�)LJ�������WKH�NH\�LQIRUPDWLRQ�XVHG�
WR�UHFRYHU�GDWD�LV�WUDQVPLWWHG�EHWZHHQ�GDWD�FHQWUH�DQG�ZHE�VHUYHU�ZLWKLQ�WKH�SULYDWH�FORXG��
D�XVHU�LV�QRW�DEOH�WR�REWDLQ�WKH�NH\�LQIRUPDWLRQ��

Discussion:�7R�HYDOXDWH� WKH�HIILFLHQF\�RI� WKHLU�SULYDF\�SUHVHUYLQJ�PHWKRG�� WKH�DXWKRUV�
FRPSDUH�WKHLU�DOJRULWKP�ZLWK�WKH�$GYDQFHG�(QFU\SWLRQ�6WDQGDUG��$(6��DOJRULWKP��ZKLFK�
LV�D�VWDQGDUG�FU\SWRJUDSKLF�DOJRULWKP�EDVHG�RQ�SHUPXWDWLRQV�DQG�VXEVWLWXWLRQV��)RU�HDFK�
VL]H� RI� LPDJH�� WKH\� UXQ� ���� WLPHV� PRGLILFDWLRQ� DQG� UHFRYHU\� RSHUDWLRQV� DQG� JHW� WKH�
DYHUDJH� WLPH��7KH� UHVXOWV� VKRZ� WKDW� WKH� WLPH� IRU�SURFHVVLQJ� LPDJH� LQFUHDVHV�ZKHQ� WKH�
LPDJH� VL]H�EHFRPHV� ODUJHU��)RU� DOO� WKH�EORFN� VL]HV�� WKH�DOJRULWKP� LV� DERXW������� WLPHV�
IDVWHU� WKDQ� WKH�$(6�DOJRULWKP��7KH�UHDVRQ� LV� WKDW� WKH�DOJRULWKP�KDV�QR� LWHUDWLRQ��ZKLOH�
$(6�FRQVLVWV�RI�IRXU�VWDJHV�ZLWK�PDQ\�URXQGV��7R�VXP�XS��WKH�DOJRULWKP�SURYLGHV�LPDJH�
GDWD�SULYDF\�DQG�LW�LV�PXFK�PRUH�HIILFLHQW�WKDQ�$(6��

7KH� DXWKRUV� LPSOHPHQWHG� WKH� VFKHPH� LQ� UHDO� QHWZRUN� HQYLURQPHQWV� �LQFOXGLQJ� WKH�
$PD]RQ�(&���DQG�WHVWHG�WKH�VHFXULW\��HIILFLHQF\�DQG�FRPPXQLFDWLRQ�RYHUKHDG��%RWK�WKH�
DQDO\VLV� DQG� H[SHULPHQWDO� UHVXOWV� VKRZHG� WKDW� WKLV� VFKHPH� LV� VHFXUH�� HIILFLHQW� DQG�KDV��
OLWWOH�RYHUKHDG��

���������'&663�

,Q� >��@��$OH[DQGUX�%XWRL� DQG� DO�� DVVHVV� WKH� VHFXULW\� VWUHQJWK�RI� WKHLU�'&&63�SURWRFRO�
XVLQJ�D�EUXWH�IRUFH�DWWDFN��7KH\�FRQVLGHU�WZR�LQWHUDFWLQJ�SDUWLHV��WKH�FRQVXPHU�DQG�WKH�
FORXG� SURYLGHU�� 7KH� FRQVXPHU� FDQ� EH� DQ\� XVHU�ZKR� FRQWUDFWV� DQG� XVHV� FORXG� VWRUDJH�
UHVRXUFHV�WR�VWRUH�WKHLU�GDWD��7KH�FORXG�SURYLGHU�LV�DQ�RUJDQL]DWLRQ�WKDW�RZQV��DGPLQLVWHUV�
DQG�OHDVHV�FORXG�UHVRXUFHV� WR� WKH�FORXG�FRQVXPHU��7KLV�SURWRFRO� LOOXVWUDWHG� LQ�)LJ�������
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HQVXUHV�WKDW�EHIRUH�VWRULQJ�GDWD�LQ�WKH�SXEOLF�FORXG��LW�ZLOO�EH�VHFXUH�E\�FDOFXODWLQJ�WKH�
VHFUHW� VKDULQJ� VFKHPH� LQ� WKH� XVHU
V� SULYDWH� FORXG�� 7KH� VHFUHW� LV� WKH� ILOH� WKDW� FRQWDLQV�
VHQVLWLYH�LQIRUPDWLRQ�DQG�WKH�VKDUHUV�DUH�SXEOLF�FORXG�VWRUDJH�YROXPHV��$V�D�UHVXOW��RQO\�
WKH�FRQVXPHU�LQ�WKH�FORXG�LV�DZDUH�RI�WKH�GDWD�GLVWULEXWLRQ�PRGHO�LQ�WKH�SXEOLF�FORXG��7KH�
SURWRFRO�GHILQHV�WZR�PDLQ�SKDVHV��VHQGLQJ�WKH�ILOH�DQG�UHWULHYLQJ�WKH�ILOH��

Discussion:�0DQ\�RI�WKH�VHFUHW�PHWKRGV�RI�VKDULQJ�GDWD�SURWHFWLRQ�LQ�WKH�FORXG�>����@�XVH�
PXOWLSOH� FORXG� SURYLGHUV�� ZKLOH� '&&63� XVHV�PXOWLSOH� YLUWXDO� VWRUDJH� V\VWHPV� IURP� D�
VLQJOH�SURYLGHU��

:H�KDYH�IRXQG�WKDW�WKH�SUREDELOLW\�RI�XQDXWKRUL]HG�GDWD�UHFRQVWUXFWLRQ�FDQ�EH�UHGXFHG�
H[SRQHQWLDOO\�E\�XVLQJ�D�VXIILFLHQWO\�ODUJH�QXPEHU�RI�FKXQNV��:H�DOVR�REVHUYHG�WKDW�WKH�
LQFUHDVH� LQ� WKH� QXPEHU� RI� VWRUDJH� YROXPHV� XVHG� UHVXOWHG� LQ� D� OLQHDU� GHFUHDVH� LQ� WKH�
UHFRQVWUXFWLRQ�RI�XQDXWKRUL]HG�GDWD��7KLV�VXJJHVWV�WKDW�'&&63�FDQ�EH�SURILWDEOH�E\�XVLQJ 
D�FRQVWDQW�QXPEHU�RI�VWRUDJH�YROXPHV��IL[HG�FRVW��DQG�E\�H[SORLWLQJ�WKH�QXPEHU�RI�EORFNV�
WR� DFKLHYH� KLJK� OHYHOV� RI� VHFXULW\�� 5HJDUGLQJ� IXWXUH� ZRUN�� LW� ZRXOG� EH� LQWHUHVWLQJ� WR�
GHYHORS�D�QHZ�YDULDQW�RI�WKH�ZRUG�OHYHO�VHSDUDWLRQ�DOJRULWKP�IRU�WH[W�ILOHV� 

�

)LJ�������3URWRFRO�'&663�RYHUYLHZ�>��@� 

���������&$)(�

7R�VXSSRUW�FRQILGHQWLDO� H[HFXWLRQ�RI�YDULRXV�NLQGV�RI�DSSOLFDWLRQV� LQ�D�SUDFWLFDO�FORXG�
PDUNHWSODFH� VHWWLQJ�� WKH� FRQILGHQWLDOLW\� RI� VHQVLWLYH� ORJLF� VKRXOG� EH� V\VWHPDWLFDOO\�
PDLQWDLQHG�LQ�WKH�HQWLUH�ZRUNIORZ�IURP�WKH�GHYHORSPHQW�RI�SURJUDPV�WR�WKH�GHOLYHU\�WR�
WKH�FORXG�XVHUV�DQG�WKHLU�H[HFXWLRQ��&$)(�DFKLHYHV�WKH�DIRUHPHQWLRQHG�JRDOV�XVLQJ�DQ�
HQG�WR�HQG� IUDPHZRUN� IRU� WKH� FRQILGHQWLDO� H[HFXWLRQ� RI� FORXG� DSSOLFDWLRQV� E\� XVLQJ�
K\SHUYLVRU�OHYHO�WHFKQLTXHV��7KLV�LV�RQH�RI�WKH�NH\�QRYHOWLHV�RI�WKLV�VFKHPH�FRPSDUHG�WR�
SUHYLRXV� ZRUN� ZKLFK� RQO\� IRFXV� RQ� D� ORFDO� YLHZ� RI� SURWHFWLRQ�� &$)(� ZRUNV� LQ� WKH�
IROORZLQJ�ZD\��)LUVW��GHYHORSHUV�FUHDWH�VRIWZDUH�RU�SRUW�H[LVWLQJ�VRIWZDUH�LQ�WZR�JURXSV�
RI�SURJUDP�ELQDU\�ILOHV��D�JURXS�WKDW�FDQ�EH�RSHQ�WR�FORXG�XVHUV�DQG�WKH�RWKHU�WKDW�FRQWDLQV�
FRQILGHQWLDO� ORJLF� WKDW�QHHGV� WR�EH�SURWHFWHG��7KH\�QDPH�WKH�ELQDU\�ILOHV�RI� WKH�IRUPHU�
SXEOLF�ELQDULHV�DQG�WKH�ODWWHU�VHFUHW�ELQDULHV��7KH�SXEOLF�ELQDULHV�DUH�VXEPLWWHG�LQ�WKH�IRUP�
RI� D� 90� LPDJH� WKDW� DOVR� FRQWDLQV� RWKHU� ILOHV� UHODWHG� WR� WKH� DSSOLFDWLRQ� DQG� WKH� 90�
HQYLURQPHQW�EXW�GRHV�QRW�FRQWDLQ�WKH�VHFUHW�ELQDULHV��$�FORXG�XVHU�PD\�EH�DEOH�WR�FRS\�
WKH�ILOHV�RU�H[WUDFW�WKH�LQ�PHPRU\�LPDJHV�RI�WKH�SXEOLF�ELQDULHV�DV�LQ�WKH�H[LVWLQJ�FORXG�
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DSSOLFDWLRQ� GLVWULEXWLRQ�� ,Q� FRQWUDVW�� WKH� VHFUHW� ELQDULHV� DUH� VXEPLWWHG� LQ� WKH� IRUP� RI�
VHSDUDWH� ILOHV� DQG� DUH� DXWRPDWLFDOO\� PDQDJHG� E\� WKH� FORXG� SURYLGHUV� ZLWK� SURWHFWLRQ��
:KHQ�WKH�DSSOLFDWLRQ�LV�UXQ�LQ�WKH�XVHU�90��WKH�VHFUHW�ELQDULHV�DUH�IHWFKHG�RQ�GHPDQG�DW�
UXQWLPH�IRU�H[HFXWLRQ�YLD�D�VHFXUH�GHSOR\PHQW�SURWRFRO�E\�WKH�K\SHUYLVRU��7KH�K\SHUYLVRU�
VHFXUHO\�ORDGV�WKH�VHFUHW�ELQDULHV�WKURXJK�D�FU\SWRJUDSKLFDOO\�SURWHFWHG�FKDQQHO�DIWHU�WKH�
DXWKHQWLFDWLRQ�RI�WKH�90��7KH�HQG�WR�HQG�IUDPHZRUN�HQVXUHV�WKDW�WKH�VHQVLWLYH�ORJLF�LV�
FRPSOHWHO\�LVRODWHG�IURP�FORXG�XVHUV�DW�DOO�WLPHV��7KURXJKRXW�WKH�ZKROH�OLIHWLPH�RI�WKH�
90��WKH�ELQDU\�DQG�UXQWLPH�VWDWHV�RI�WKH�VHQVLWLYH�ORJLF�VWD\�FRQILGHQWLDO�DQG�DUH�VWULFWO\�
SURWHFWHG�IURP�WKH�HQWLUH�JXHVW�26�LQ�WKH�90�E\�WKH�K\SHUYLVRU��

Discussion:�,Q�>��@��WKH�DXWKRUV�KDYH�VKRZQ��

�� 7KH� DSSOLFDELOLW\� RI� &$)(� WR� YDULRXV� W\SHV� RI� DSSOLFDWLRQ� VRIWZDUH� WR� YHULI\� WKDW�
VLPLODU�SURJUDP�ORJLF�FDQ�EH�H[HFXWHG�FRQILGHQWLDOO\��

�� 7KDW�YDULRXV�W\SHV�RI�DSSOLFDWLRQ�FRGH�FDQ�EH�SURWHFWHG�E\�&$)(�XVLQJ���DSSOLFDWLRQV�
JURXSHG� LQWR� WKUHH� GLVWLQFW� FDWHJRULHV� �'HFLVLRQ�PDNLQJ� ORJLF�� FU\SWRJUDSKLF�
RSHUDWLRQV��'DWD�SURFHVVLQJ�ZRUNORDG���

���������$5,$11$�

7KH�DXWKRUV�LQ�>��@�SURSRVH�D�PRELOH�VHFXUH�VWRUDJH�DSSURDFK�ZKLFK�LV�SULPDULO\�RULHQWHG�
WR�JXDUDQWHH�FRQILGHQWLDOLW\�DQG�LQWHJULW\�LVVXHV�FRQFHUQLQJ�GDWD�VWRUHG�RQ�PRELOH�VPDUW�
GHYLFHV�WKDW�DUH�SDUW�RI�D�PXOWL�&ORXG�HQYLURQPHQW��7R�WKLV�HQG��WKH\�LQWURGXFH�DQG�GLVFXVV�
WKH�³$5,$11$´�DSS��$5,$11$�FRQVLVWV�RI�DQ�$QGURLG�DSS�ZKLFK�LV�WRWDOO\�FRPSOLDQW�
DQG�LQWHJUDWHG�LQ�WKH�660(�&ORXG�6HUYLFH�>��@��D�QRYHO�H[SHULPHQWDO�IUDPHZRUN�RI�VHFXUH�
VWRUDJH� VHUYLFH� LQ� PXOWL�&ORXG� HQYLURQPHQW� ZKLFK� LV� GHSOR\HG� DQG�PDLQWDLQHG� DW� WKH�
&ORXG�'DWD�&HQWHU���8QLYHUVLW\�RI�0HVVLQD��

Discussion:� $5,$11$� DGGUHVVHV� FRQILGHQWLDOLW\� DQG� LQWHJULW\� LVVXHV� FRQFHUQLQJ� GDWD�
VWRUHG�LQ�PRELOH�GHYLFHV�ZLWK�WKH�DLP�WR�SURWHFW�WKHP�DJDLQVW�LQVLGHU�DWWDFNV��

�������&RQILGHQWLDOLW\�:LWKRXW�(QFU\SWLRQ�

���������1HW'%��06�

7KH� DXWKRUV� SURSRVH�� LQ� >��@�� D� QHZ� PRGHO� DSSOLHG� IRU� 1HW'%�� DUFKLWHFWXUH�� FDOOHG�
1HW'%��0XOWL�6KDUHV��1HW'%��06���1HW'%��06�HQVXUHV�SULYDF\�LQ�'$$6�DQG�LV�EDVHG�
RQ�PXOWL�VHUYLFH�SURYLGHUV�DQG�WKH�VHFUHW�VKDULQJ�DOJRULWKP�LQVWHDG�RI�HQFU\SWLRQ��ZKLFK�
ZDV�XVHG�E\�WKH�H[LVWLQJ�1HW'%��VHUYLFH��7KH�SXUSRVH�RI�WKH�SURSRVHG�QHZ�PRGHO�LV�WR�
DYRLG�WKH�KLJK�FRVW�RI�GDWD�HQFU\SWLRQ�DQG�GHFU\SWLRQ��

)LJ������� LOOXVWUDWHV� WKH�JHQHUDO�'$$6�PRGHO��3DUW�$�UHSUHVHQWV� WKH�FOLHQW� VLGH��ZKLFK�
VHQGV�GDWD�LQTXLULHV�WR�WKH�VHUYHU�LQ�SDUW�%��7KH�GDWD�VRXUFH�LQ�SDUW�&�VWRUHV�WKH�GDWD�RQ�WKH�
VHUYHU�VLGH��7KH�VHUYHU�VLGH��ZKLFK�LV�VXSSRVHG�WR�EH�D�WUXVWHG�VHUYHU��HQVXUHV�WKH�SULYDF\�
RI�DQ\�FOLHQW�TXHU\��$�SUREOHP�RFFXUV�LI�ZH�FDQQRW�JXDUDQWHH�WKDW�WKH�VHUYHU�LV�D�WUXVWHG�
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VHUYLFH�� ,Q�D� ORW�RI� UHVHDUFK� WKDW�KDV�XVH�HQFU\SWLRQ�WHFKQLTXHV� WR�SURWHFW�GDWD�IURP�DQ��
XQ�WUXVWHG�VHUYHU��WKH�HQFU\SWLRQ�DQG�WKH�GHFU\SWLRQ�SURFHVV�WDNHV�SODFH�DW�WKH�GDWD�VRXUFH�
LQ� SDUW�&��7KH�SURSRVHG�1HW'%��06�PRGHO� GRHV� QRW� SUHVHUYH� SULYDF\�E\� HQFU\SWLRQ��
UDWKHU��SULYDF\�LV�SUHVHUYHG�E\�XVLQJ�WKH�VHFUHW�VKDULQJ�PHWKRG��7KLV�DYRLGV�WKH�QHJDWLYH�
HIIHFWV�RI�HQFU\SWLRQ�RQ�TXHULHV��,W�IRFXVHV�RQ�WKH�SURFHGXUHV�EHWZHHQ�WKH�GDWD�VRXUFH�DQG�
WKH�VHUYLFH�SURYLGHUV��QRW�EHWZHHQ�WKH�FOLHQW�DQG�WKH�KWWS�VHUYHU��

Discussion:�WKH�DXWKRUV�FRPSDUH�GDWD�VWRULQJ�WLPH�EHWZHHQ�WKH�VHFUHW�VKDULQJ�DOJRULWKP�
LQ�1HW'%��06�DQG�WKH�EORZILVK�DOJRULWKP�LQ�WKH�1HW'%��VHUYLFH�ZLWK�YDULRXV�GDWD�VL]HV�
LQ�VHYHUDO�F\FOHV��7KH\�VKRZ�WKDW�WKH�EORZILVK�DOJRULWKP�RXWSHUIRUPV�WKH�VHFUHW�VKDULQJ�
DOJRULWKP�ZKHQ�WKH\�LQFUHDVH� WKH�GDWD�VL]H��$OWKRXJK�EORZILVK�DOJRULWKP�LV�IDVWHU� WKDQ�
VHFUHW�VKDULQJ�DOJRULWKP��EXW�W\SLFDOO\�WKH�GDWD�ZLOO�EH�GLVWULEXWHG�RQFH�WR�PXOWLSOH�VKDUHV��
7KLV�GRHV�QRW�DIIHFW�WKH�FRQWULEXWLRQ�IRU�HQVXULQJ�WKH�SULYDF\�RI�XVHUV¶�TXHULHV�GXULQJ�WKH�
GDWD�UHWULHYDO�SURFHGXUH��

,W�ZDV� IRXQG� WKDW� WKH�QXPEHU�RI� VROXWLRQV� IRU�GDWD�SULYDF\� LQ�'$$6�XVLQJ�HQFU\SWLRQ�
WHFKQLTXHV�ZHUH� KLJKHU� WKDQ� WKRVH� IRU� DQ\� RWKHU� WHFKQLTXHV�� 7KH� XVH� RI�PXOWL�VKDULQJ�
WHFKQLTXHV�LV�FRQVLGHUHG�QRYHO��,W�LV�SURYHQ�WR�EH�VXSHULRU�WR�WKH�HQFU\SWLRQ�WHFKQLTXH�GXH�
WR�WKH�ODWWHU¶V�OLPLWDWLRQV�DQG�LWV�QHJDWLYH�LPSDFWV�VXFK�DV�KLJK�WLPH�FRVW�IRU�HQFU\SWLRQ�
DQG�GHFU\SWLRQ�RI�WKH�GDWD� 

�

)LJ��������&OLHQW�6HUYHU�'$$6�PRGHO�>��@� 

���������0XOWLSOH�6WRUDJH�6ROXWLRQ�

,Q� >��@�� WKH� DXWKRUV� GLVFXVV� WKH� FKDOOHQJHV�� DGYDQWDJHV� DQG� GLVDGYDQWDJHV� RI� H[LVWLQJ�
VROXWLRQV�IRU�GDWD�VHFXULW\�DQG�FRQILGHQWLDOLW\�LQ�SXEOLF�FORXG�FRPSXWLQJ��

2QH�PHWKRG�RI�SURWHFWLQJ�GDWD�SULYDF\�LV�GLVWULEXWLQJ�ILOHV�DFURVV�PXOWLSOH�VWRUHV��0XOWLSOH�
VWRUDJHV� DUH� DSSOLHG� WR� PLQLPL]H� LQIRUPDWLRQ� OHDNDJH� ZKHQ� D� VLQJOH� VWRUDJH� LV�
FRPSURPLVHG��:LWK�WKLV�PHWKRG��HQFU\SWLRQ�LV�QRW�QHFHVVDU\��

>��@�3URSRVHV�RSWLPDO�DOJRULWKPV�IRU�VSOLWWLQJ�DQG�GLVWULEXWLQJ�GDWD�LQ�RUGHU�WR�PLQLPL]H�
WKH�XVHIXO�LQIRUPDWLYH�FRQWHQW�FRQWDLQHG�LQ�HDFK�EORFN�RI�ILOH�VWRUHG�LQ�GLIIHUHQW�YLUWXDO�
PHPRULHV��)RU�HDFK�ILOH�IUDJPHQW�FL�DQG�IRU�WKH�ZKROH�ILOH�I��WKH�REMHFWLYH�RI�WKH�VSOLW�LV�WR�
REWDLQ�WKH�ODUJHVW�UHODWLYH�HQWURS\�,��I��FL���ZKLFK�FRUUHVSRQGV�WR�WKH�LQIRUPDWLRQ�ORVW�ZKHQ 
FL�LV�XVHG�WR�DSSURDFK�I��7R�UHEXLOG�I��\RX�QHHG�WR�ILQG�WKH�FRUUHFW�VHW�RI�YLUWXDO�PHPRULHV�
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DPRQJ�DOO�WKH�YLUWXDO�VWRUDJH�YROXPHV��DV�ZHOO�DV�WKH�FRUUHFW�VHTXHQFH�RI�SLHFHV�RI�ILOHV�
DPRQJ�DOO�WKH�SLHFHV�RI�ILOHV�LQ�WKLV�VHW�RI�YLUWXDO�VWRUDJH�YROXPHV��)RU�DQ�LQVLGHU�DWWDFN��
ZH�NQRZ�WKH�VWRUDJH�JDPH��EXW�QRW�WKH�VHTXHQFH��'LVWULEXWLQJ�ILOHV�LV�LQWHQGHG�WR�PLQLPL]H�
WKH�OLNHOLKRRG�RI�VXFFHVVIXO�UHFRYHU\��

Discussion:�7KH�SURSRVHG�DUFKLWHFWXUH�FRXOG�SURYLGH�YDULRXV�VHFXULW\�PHWKRGV�GHSHQGLQJ�
RQ�WKH�W\SH�RI�GDWD�DQG�WKH�XVH�LQ�RUGHU�WR�UHGXFH�FRPSOH[LW\�E\�FDOOLQJ�D�FRPPRQ�$3,��
+RZHYHU��WKLV�GHVLJQ�SRVHV�VRPH�SUREOHPV��

�� 7KH� FDOO� WR� WKH� FRPPRQ� $3,� LV� LQWHQVLYH�� FDFKLQJ� DQG� VFDODEOH� SURFHGXUHV� DUH�
QHFHVVDU\��

�� $OWKRXJK� PRVW� VWRUDJH� DQG� FRPSXWH� RSHUDWLRQV� DUH� SHUIRUPHG� LQ� D� UHPRWH� FORXG���
SUH�SURFHVVLQJ�DQG�VRPH�GDWD�LQIRUPDWLRQ�PXVW�EH�VWRUHG�DQG�NHSW�ORFDOO\��

�� 6LQFH�DOJRULWKPV�XVLQJ�HQFU\SWHG�GDWD�DUH�DSSOLHG��FOLHQW�RULHQWHG�DOJRULWKPV�PXVW�EH�
GHYHORSHG��8VHUV�PXVW�KDYH�D�JRRG�NQRZOHGJH�RI�HQFU\SWHG�GDWD��

�� $� IXOO\� IXQFWLRQDO� UHIHUHQFH� IRU� WKH� V\VWHP� PXVW� EH� GHVLJQHG�� LPSOHPHQWHG� DQG�
HYDOXDWHG�ZLWK�TXDQWLWDWLYH�DQG�TXDOLWDWLYH�SHUIRUPDQFH�PHDVXUHV��

���������021FU\SW�

7KH�SURSRVHG�WHFKQLTXH�LQ�>��@�LV�XVHG�IRU�WKH�GDWD�WKDW�UHTXLUH�D�GDWD�SURWHFWLRQ�WHFKQLTXH�
ZLWKRXW� ORVV� RI� LQIRUPDWLRQ� FRQWHQW�� 021FU\SW� LV� DSSOLHG� RQO\� RQ� QXPHULFDO� GDWD��
021FU\SW� KDV� DOJRULWKP� IRU� REIXVFDWLRQ� DQG� GH�REIXVFDWLRQ�� 2XWVRXUFHG� GDWD� DUH�
REIXVFDWHG�EHIRUH�WKH\�DUH�XSORDGHG�WR�WKH�FORXG�VWRUDJH��2EIXVFDWLRQ�PRGXOH�LV�XVHG�WR�
REIXVFDWH� WKH� XVHUV¶� GDWD�� 2QFH� WKH� GDWD� DUH� REIXVFDWHG�� WKH\� DUH� IRUZDUGHG� WR� FORXG�
VWRUDJH��'XULQJ�WKH�REIXVFDWLRQ�PRGXOH��IRU�RULJLQDO�PHVVDJH�D�FRXQW�YDOXH�LV�JHQHUDWHG��
7KLV�YDOXH�LV�PDLQWDLQHG�LQ�WKH�XVHUV¶�VLGH�DV�PHWDGDWD��7R�UHWULHYH�WKH�GDWD�IURP�WKH�FORXG�
VWRUDJH�� GH�REIXVFDWLRQ� PRGXOH� LV� XVHG� WR� FRQYHUW� WKH� REIXVFDWHG� WH[W� LQWR� RULJLQDO�
SODLQWH[W�DW�XVHUV¶�VLGH��'H�REIXVFDWLRQ�PRGXOH�XVHV�WKH�PHWDGDWD�LQIRUPDWLRQ�WR�JHW�WKH�
RULJLQDO�WH[W��

021FU\SW�UHFHLYHV�SODLQWH[W�LQ�D�WH[W�ILOH��IRU�H[DPSOH�SODLQ�W[W�DQG�SURGXFHV�REIXVFDWHG�
WH[W� LQ�DQRWKHU� WH[W� ILOH�� IRU�H[DPSOH�REIXV�W[W��021FU\SW�GRHV�QRW�RQO\� LPSURYHV� WKH�
FRQILGHQWLDOLW\�RI�WKH�GDWD�EXW�DOVR�LW�FRPSUHVVHV�WKH�WRWDO�VL]H�RI�WKH�SODLQWH[W��

Discussion:�:H�KDYH�DQDO\]HG�WKH�VROXWLRQ�DFFRUGLQJ�WR�WKH�H[SHULPHQWV�PDGH�LQ�>��@�
DQG�WKH�UHVXOWV�VKRZ�WKDW��

�� &RPSDUHG� WR� WKH� H[LVWLQJ� REIXVFDWLRQ� WHFKQLTXHV�� 021FU\SW� KDV� WDNHQ� ORZ� WLPH�
GXUDWLRQ�IRU�REIXVFDWLQJ�GLIIHUHQW�VL]H�RI�SODLQWH[W��

�� &RPSDUHG�WR�WKH�H[LVWLQJ�GH�REIXVFDWLRQ�WHFKQLTXHV��021FU\SW�KDYH�WDNHQ�ORZ�WLPH�
GXUDWLRQ�IRU�GH�REIXVFDWLRQ�GLIIHUHQW�VL]H�RI�SODLQWH[W��

�� &RPSDUHG� WR� WKH� H[LVWLQJ� REIXVFDWLRQ� WHFKQLTXHV�� WKH� SURSRVHG� WHFKQLTXH� KDV�
PD[LPXP�SHUFHQWDJH�RI�VHFXULW\��
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�� 021FU\SW�WHFKQLTXH�JLYHV�PD[LPXP�VHFXULW\�DQG�EHWWHU�SHUIRUPDQFH�WKDQ�H[LVWLQJ�
WHFKQLTXHV�ZKLOH�VWRULQJ�WKH�GDWD�LQ�WKH�FORXG��

�� +HQFH��WKH�FRQILGHQWLDOO\�RI�WKH�GDWD�VWRUHG�LQ�WKH�FORXG�LV�DFKLHYHG��

���������0DWUL[�EDVHG�6ROXWLRQ�

(QVXULQJ� FOLHQW� GDWD� FRQILGHQWLDOLW\� LQ� FORXG� FRPSXWLQJ� FDQ� EH� DFKLHYHG� XVLQJ� GDWD�
REIXVFDWLQJ� WHFKQLTXHV� LQVWHDG� RI� HQFU\SWLRQ�� ,Q� D� PDWUL[� PXOWLSOLFDWLRQ� DSSOLFDWLRQ��
FOLHQWV� FDQ� SURWHFW� WKHLU� GDWD� IURP� GLVKRQHVW� RU� FXULRXV� FORXG� VHUYHUV� ZKLFK� SHUIRUP�
PXOWLSOLFDWLRQ�RSHUDWLRQV�RQ�PDWULFHV�ZLWKRXW�µNQRZLQJ�RU�VHHLQJ¶�DFWXDO�YDOXHV�RI�LQSXW�
PDWULFHV�� ,Q� >��@�� WKH�DXWKRUV� LQWURGXFH�UDQGRP�QRLVH� WR� WKH�GDWD��DQG�JHQHUDWH�VHYHUDO�
PDWULFHV�UDQGRPO\�IURP�HDFK�PDWUL[�LQ�RUGHU�WR�FORDN�GDWD�IURP�FORXG�VHUYHUV��7KH�PDLQ�
LGHD�LV�WR�PDVN�WKH�GDWD�DV�ZHOO�DV�FRQIXVH�WKH�FORXG�VHUYHU�VR�LW�LV�XQDEOH�WR�GHULYH�RU�
JXHVV�WKH�DFWXDO�YDOXHV�RI�PDWULFHV�DV�ZHOO�DV�FRPSXWHU�UHVXOWV��

Discussion:�0DQ\�SURWRFROV�KDYH�EHHQ�SURSRVHG�WR�DGGUHVV�WKH�GDWD�FRQILGHQWLDOLW\�LVVXH�
UHODWHG�WR�VHFXUH�RXWVRXUFLQJ�XVLQJ�YDULRXV�GDWD�REIXVFDWLRQ�DQG�GDWD�PDVNLQJ�WHFKQLTXHV��
7KLV� VROXWLRQ� LV� UHODWLYHO\� VLPSOH�� DQG� WKH� FOLHQW� QHHGV�PXFK� OHVV� HIIRUW� WR� FOHDQVH� WKH�
FRUUHFW�UHVXOW��7KH�DSSURDFK�HQVXUHV�GDWD�FRQILGHQWLDOLW\�ZLWKRXW�XVLQJ�DQ\�HQFU\SWLRQ��
7KH�PDLQ�REMHFWLYHV�RI�WKH�DSSURDFK�DUH�WR�FRQIXVH�WKH�FORXG�VHUYHU�DV�ZHOO�DV�WR�PDNH�LW�
GLIILFXOW�IRU�WKH�VHUYHU�RU�DQ\�XQDXWKRUL]HG�HQWLW\�WR�GHULYH�RU�JXHVV�WKH�DFWXDO�YDOXHV�RI�
PDWULFHV��,W�LV�DVVXPHG�WKDW�WKH�FORXG�VHUYHU�LV�XQDEOH�WR�LQIHU��GHULYH�RU�OHDUQ�DQ\WKLQJ�
DERXW�WKH�DFWXDO�YDOXHV��6LQFH�WKH�FOLHQW�GRHV�QRW�XVH�DQ\�HQFU\SWLRQ��WKH�DSSURDFK�GRHV�
QRW�UHTXLUH�KHU�WR�VKDUH�DQ\�VHFUHW�RU�NH\�ZLWK�WKH�FORXG�VHUYHU��$OO�VHFUHWV�DUH�VROHO\�KHOG�
E\�WKH�FOLHQW��7KH�SURWRFRO�UHTXLUHV�WKH�FOLHQW�FRPSXWLQJ�HIIRUW�PD[LPXP�2�Q����7KH�FORXG�
VHUYHU� QHHGV� QR� DGGLWLRQDO� SURWRFRO� WR� FRPSXWH� WKH�PDWULFHV� DSDUW� IURP�PXOWLSOLFDWLRQ�
RSHUDWLRQV��7KDW�PHDQV�� WKH�VHUYHU�GRHV�QRW�NQRZ�DQ\WKLQJ�DERXW� WKH�SURWRFRO� WKDW� WKH�
FOLHQW�XVHV��7KH�UHVXOWV�FRPSDUHG�WR�RWKHU�WKUHH�SURWRFROV�DOVR�VXJJHVW�WKDW�WKH�SURSRVHG�
SURWRFRO�LV�PXFK�EHWWHU�WKDQ�RWKHUV�LQ�WHUPV�RI�SHUIRUPDQFH�RI�WKH�VHUYHU�V���7KH�DSSURDFK�
GRHV�QRW�DGGUHVV�WKH�LVVXH�RI�GDWD�LQWHJULW\��,W�GRHV�QRW�SURYLGH�DQ\�SURWHFWLRQ�LI�WKH�VHUYHU�
FKHDWV�RU�PRGLILHV�WKH�PDWULFHV�IRU�PDOLFLRXV�LQWHQWLRQV��,W�LV�DOVR�XQVXUH�DW�WKLV�VWDJH�LI�
WKH�DSSURDFK�FDQ�EH�DSSOLFDEOH�WR�RWKHU�QRQ�QXPHULF�GDWD�W\SH�VXFK�DV�WH[W��2XU�IXUWKHU�
UHVHDUFK�LQFOXGHV�LQYHVWLJDWLQJ�KRZ�WKH�LQWHJULW\�RI�GDWD�FDQ�EH�HQVXUHG��DQG�KRZ�WH[W�GDWD�
FDQ�EH�XVHG�LQ�WKLV�DSSURDFK��

�����*HQHUDO�$VVHVVPHQW�RI�WKH�6WXGLHG�6ROXWLRQV�

$�FODVVLILFDWLRQ�DORQH�FDQQRW�JXDUDQWHH�D�JRRG�VWXG\�RI�WKHVH�VROXWLRQV��,Q�IDFW�� LQ�WKLV�
VHFWLRQ�ZH�ZLOO�LGHQWLI\�WKH�PDLQ�DGYDQWDJHV�DQG�GLVDGYDQWDJHV�RI�DOO�VWXGLHG�VROXWLRQV�
DFFRUGLQJ�WR�WKH�JURXS�LQ�ZKLFK�WKH\�DUH�FODVVLILHG��7DEOH�������,Q�DGGLWLRQ��ZH�ZLOO�SUHVHQW�
LQ�7DEOH�����WKHLU�UHOHYDQFH�LQ�WKHLU�DGHTXDWH�GHSOR\PHQW�PRGHO��3ULYDWH�FORXG��3XEOLF�
FORXG�� +\EULG� FORXG�� &RPPXQLW\� FORXG��� )LQDOO\�� ZH� ZLOO� VXEPLW� LQ� 7DEOH� ���� WKHLU�
UHVLVWDQFH� WR� WKH� DWWDFNV� VHHQ� DERYH� EXW� DOVR� LQ� 7DEOH� ���� FODVVLI\� WKHP� DFFRUGLQJ� WR�
ZKHWKHU�WKH\�DUH�VXLWDEOH�IRU�FHQWUDOL]HG�RU�GHFHQWUDOL]HG�FORXG�DUFKLWHFWXUHV�DQG�ZKHWKHU�
RU�QRW�WKH\�XVH�EORFNFKDLQ�WHFKQRORJ\��
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7DEOH������$GYDQWDJHV�DQG�GLVDGYDQWDJHV�RI�VROXWLRQV�HQVXULQJ�GDWD�FRQILGHQWLDOLW\��
LQ�FORXG�FRPSXWLQJ��

&ODVVLILFDWLRQ� $GYDQWDJHV� 'LVDGYDQWDJHV�

&RQILGHQWLDOLW\�
7KURXJK�%LRPHWULF�

(QFU\SWLRQ�

,QFUHDVHV�WKH�OHYHO�RI�VHFXULW\�GXULQJ�
WKH�DXWKHQWLFDWLRQ�SURFHVV�>�����@��
)DNLQJ�%LRPHWULF�LQIRUPDWLRQ�LV�PXFK�
PRUH�GLIILFXOW�WKDQ�LQIRUPDWLRQ�DV�
SDVVZRUGV�HWF��%LRPHWULF�LQSXW�LV�
XQLTXH�IRU�HDFK�LQGLYLGXDO�>����@��

%LRPHWULF�HQFU\SWLRQ�WDUJHWV�WKH�
FRQILGHQWLDOLW\�RI�ELRPHWULF�
,QIRUPDWLRQ�RQO\�>�����@��
$IIHFWHG�E\�HQYLURQPHQWDO�DQG�
KXPDQ�FLUFXPVWDQFHV�>�@��
8QOLNH�SDVVZRUGV�WKDW�FDQ�EH�
FKDQJHG��ILQJHUSULQWV�DQG�RWKHU�
ELRPHWULF�GDWD�DUH�XQLTXH�DQG�RQFH�
KDFNHG�RU�VWROHQ��DUH�DW�D�KLJK�ULVN�WR�
EH�XVHG�DJDLQ��

&RQILGHQWLDOLW\�
7KURXJK�

+RPRPRUSKLF�
(QFU\SWLRQ�

$��FORXG�SURYLGHU��FDQ�SHUIRUP�
FRPSXWDWLRQV�RQ�%
V��FORXG�FRQVXPHU��
SULYDWH�GDWD�ZLWKRXW�OHDUQLQJ�%
V�
VHFUHWV�>���������@��
'DWD�FDQ�EH�GHFU\SWHG�OHVV�RIWHQ��ZKLFK�
LV�JRRG�IRU�GDWD�FRQILGHQWLDOLW\�>�����@��

([WUHPHO\�VORZ�DQG�FRPSXWDWLRQDOO\�
H[SHQVLYH��FRPSXWDWLRQV�RQ�ODUJH�
FLSKHU�WH[WV�DUH�W\SLFDOO\�VORZHU�WKDQ�
FRPSXWDWLRQ�RQ�SODLQWH[W���
>���������@��

&RQILGHQWLDOLW\�QRW�E\�
HQFU\SWLRQ�RQO\�

(QFU\SWLRQ�DORQH�DVVXUH�VHFXULW\�DQG�
SULYDF\�WR�XVHU
V�VHQVLWLYH�LQIRUPDWLRQ��
,W�DOVR�RIIHUV�DQRQ\PLW\�DQG�UHGXFHV�
DQ\�FKDQFHV�RI�IUDXG��6R��DGGLQJ�
DQRWKHU�PHWKRG�WR�HQFU\SWLRQ�
UHLQIRUFHV�GDWD�FRQILGHQWLDOLW\��
>�������������������@��

+HDY\�FRPSXWDWLRQ���
>������������������@�
+DUG�WR�UHFRYHU�GDWD�GXH�WR�
RYHUSURWHFWLYH�GDWD�DFFHVV�
PHFKDQLVPV�>�������������@��

&RQILGHQWLDOLW\�
DFFRUGLQJ�WR�WKH�W\SH�

RI�VWRUDJH�

$OO�SULYDWH�GDWD�DUH�VWRUHG�LQ�SULYDWH�
FORXG�ZKLFK�PHDQV�QR�DFFHVV�IURP�WKH�
RXWVLGH�>������@��

,Q�WKH�FDVH�RI�K\EULG�FORXG��DOO�WKH�
SULYDWH�GDWD�KDYH�WR�EH�VWRUHG�LQ�
SULYDWH�FORXG��ZKLFK�PDNHV�WKH�
DGRSWLRQ�RI�FORXG�FRPSXWLQJ�
PHDQLQJOHVV�>������@��
+HDY\�FRPSXWDWLRQ�DQG�VWRUDJH�
RYHUKHDG�LQ�SULYDWH�FORXG��
>������@��
,PSRUWDQW�FRPPXQLFDWLRQ�RYHUKHDG�
EHWZHHQ�SULYDWH�DQG�SXEOLF�FORXG�
>������@��

&RQILGHQWLDOLW\�
:LWKRXW�(QFU\SWLRQ�

6LQFH�DOO�WHFKQRORJLHV�WRGD\�DUH�EDVHG�
RQ�HQFU\SWLRQ�V\VWHPV��DWWDFNHUV�QR�
ORQJHU�KDYH�WKH�YLVLRQ�WR�ORRN�IRU�
DQ\WKLQJ�RWKHU�WKDQ�WR�FRXQWHU�
HQFU\SWHG�V\VWHPV��7KHUHIRUH��LW�ZLOO�
WDNH�WKHP�D�ORQJ�WLPH�WR�XQGHUVWDQG�WKH�
SURFHGXUH�XVHG�WR�VHFXUH�WKH�GDWD��
>����������@��
(QFU\SWHG�GDWD�FDQQRW�EH�SURFHVVHG�LQ�
PDQ\�VROXWLRQV��WKH\�PXVW�EH�GHFU\SWHG�
LQ�RUGHU�WR�EH�SURFHVVHG�DQG�XVHG��
+RZHYHU��WR�JHW�WKH�GDWD�GHFU\SWHG�LV�D�
FRVWO\�RSHUDWLRQ�FRQFHUQLQJ�WKH�WLPH�
DQG�WKH�UHTXLUHG�SURFHVVLQJ�SRZHU��
'HDOLQJ�ZLWK�XQHQFU\SWHG�GDWD�LV�HDVLHU�
>��������������@��

(QFU\SWLRQ�ZRUNV�RQO\�RQ�WKH�GDWD�
DQG�FDQQRW�ZRUN�RQ�WKH�&ORXG�
LQIUDVWUXFWXUH�>��@��
,I�WKH�VHFXULW\�V\VWHP�XVHG�LV�QRW�
UREXVW�HQRXJK��WKH�FORXG�
HQYLURQPHQW�FDQ�EH�HDVLO\�H[SRVHG�
WR�DQ\�NLQG�RI�DWWDFN�>������@��

�
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7DEOH������(IIHFWLYHQHVV�RI�WKH�VWXGLHG�VROXWLRQV�DFFRUGLQJ�WR�WKHLU�GHSOR\PHQW�PRGHO��

'HSOR\PHQW�PRGHO� 6ROXWLRQV�DFFRUGLQJ�WR�WKHLU�DSSURSULDWH�GHSOR\PHQW�PRGHO�
3ULYDWH�FORXG� >����������������������@�
3XEOLF�FORXG� >�����������������������������������@�
+\EULG�FORXG� >�����������������������������������@�

&RPPXQLW\�FORXG� >�����������@�
�

7KLV�VHFRQG�WDEOH�DOORZV�XV�WR�QRWH�WKH�HIIHFWLYHQHVV�RI�WKH�VROXWLRQV�VWXGLHG�DFFRUGLQJ�WR�
WKHLU�GHSOR\PHQW�PRGHO��,W�LV�LPSRUWDQW�WR�NQRZ�KRZ�WR�SODFH�WKHVH�GLIIHUHQW�VROXWLRQV�LQ�
WKHLU�PRVW�DSSURSULDWH�GHSOR\PHQW�FRQWH[W� LQ�RUGHU� WR�DOORZ�XV�WR�XQGHUVWDQG�LQ�ZKLFK�
HQYLURQPHQW�WKH\�HYROYH�DQG�KRZ�WR�FRQWULEXWH�WR�LPSURYH�WKHP��

7DEOH������5HVLVWDQFH�RI�WKH�VWXGLHG�VROXWLRQV�WR�H[LVWLQJ�DWWDFNV�LQ�WKH�FORXG��

�
.QRZQ�

SODLQWH[W�
DWWDFN�

&ROOXVLRQ�
DWWDFN�

%UXWH�IRUFH�
DWWDFN�

0DQ�LQ�WKH�
0LGGOH�DWWDFN�

%LRPHWULF�(QFU\SWLRQ�LQ�PRELOH�FORXG�
FRPSXWLQJ�>�@� 8� 9� 9� 8�

3ULYDF\�SUHVHUYLQJ�ELRPHWULF�,GHQWLILFDWLRQ�
LQ�FORXG�FRPSXWLQJ�>�@� 8� 9� 9� 8�

&ORXG%,�>�@� 8� 9� 9� 9�
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FORXG�FRPSXWLQJ��

,Q� WRGD\
V� LQWHUQHW� ZRUOG�� LW� LV� HDVLHU� WR� DWWDFN� WKDQ� WR� GHIHQG�� VR� LW� LV� LPSRUWDQW� WR�
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�����&RQFOXVLRQ�

&RQFHUQV� DURXQG� TXHVWLRQV� RI� VHFXULW\� DQG� FRQILGHQWLDOLW\� RI� GDWD� UHPDLQ� WKH� PDLQ�
REVWDFOH�WR�WKH�DGRSWLRQ�RI�WKH�&ORXG�E\�EXVLQHVVHV��,Q�RUGHU�WR�EHWWHU�XQGHUVWDQG�VHFXULW\�
SUREOHPV�DQG�HVSHFLDOO\�WKH�WKUHDWV�WR�GDWD�SULYDF\�LQ�FORXG�HQYLURQPHQWV��ZH�KDYH�VWXGLHG�
LQ�WKLV�GRFXPHQW�VHYHUDO�VROXWLRQV�FRQFHUQLQJ�WKHVH�SUREOHPV��7KHVH�IHZ�DSSURDFKHV�VHHP�
WR�EH�UHOHYDQW�DQG�SURYLGH�DQ�DFFHSWDEOH�OHYHO�RI�VHFXULW\��EXW�DUH�QHYHUWKHOHVV�VRPHWLPHV�
LQVXIILFLHQW��
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