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Abstract—In a wireless sensor network (WSN), sensors are
typically deployed in an area in order to collect events related
to one or more sensing features such as temperature, humidity,
light, pressure, magnetic, accelerometer, acoustic activity, seismic
movements, etc. The sensors communicate with each other to
relay events to a Sink node or a Base Station that communicates
with the network operator. Since the most critical feature in
sensor networks is the hardship of its energy resources because
each sensor node has initial low resources in terms of energy
and it is not often possible to replace batteries during network
operations. Moreover, equipped with a small processor generally
associated to a small storage unit, sensors often operate without
human assistance, and could be deployed in open and hostile
environments. Therefore, wireless sensor networks are subject
to various types of threats, vulnerabilities and attacks which
are carried out in order to disclosure sensitive information, to
disrupt network operations and to exhaust the batteries of the
nodes and then to reduce their lifetimes, and consequently that
of the network. In this paper, we will try to give an overview
study of security issues and solutions in WSN.

I. INTRODUCTION

With the parallel evolution of micro-technology, embedded
systems and the field of ubiquitous computing, many applica-
tions continue to be designed in the field of wireless sensor
networks (WSNs). WSNs are ad hoc networks in which the
nodes are sensors that can be considered as small chips [Fig.
1].

Fig. 1. Small chip sensor node

A sensor node [Fig. 1] is mainly composed by four basic
units [Fig. 2]: the sensing unit, the processing unit, the wireless

transceiver unit, and the power unit. It can also contain, de-
pending on its domains of application, supplementary modules
such as a Global Positioning System (GPS) or an energy
generator system (solar cell or photovoltaic). There are also
sensors, more voluminous, equipped with a mobility system
responsible for moving the node in case of need.

Fig. 2. Main basic units of a sensor node.

A Wireless Sensor Network (WSN) [Fig. 3] consists of a set
of nodes deployed in a given environment (target) for accurate
application (temperature, pressure, control, monitoring, intru-
sion detection, air humidity, agriculture, home automation,
medical field, etc.). The sensors communicate with each other
to relay information to a Sink node that communicates with
the user interface.

Fig. 3. Illustration of a wireless sensor network [1]

In a WSN, depending on the nature of the application,
the number of nodes can be very large (several hundreds or
thousands of nodes) and the deployment area is often hostile.
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For instance, in many military applications, sensors are
deployed to monitor a battlefield or an enemy zone. Thereby
WSNs are particularly vulnerable to many threats according
to the nature of the deployment conditions (hostile area, open
environment, no human presence, etc.), the low capacity of the
sensors (limited storage, slow computation, limited lifetime
battery) and the type of sensor communication channel
(radio wave, lossy transmission). Furthermore, the sensors
could suffer from physical attacks leading to the retrieval of
confidential information contained in their memory such as
cryptographic keys, certificates, etc.

On the other hand, the data collected by the sensor nodes
should be sent to a sink node or a base station which may
be a particular node or a client connected to the Internet
network. Thus malicious nodes as well as attackers can
access and manipulate data. Moreover, an attacker may
attempt to add data into the network. Therefore, suitable
confidentiality, integrity, authentication, availability and data
freshness methods become essential to protect WSN against
threats [2].

In this paper, we will focus on security issues and solutions
in WSN. It is organized as follows. Firstly, in section II, we
will talk about security requirements before presenting a short
overview of attacks on WSNs in section III. In section IV we
will present general security primitives that can be used to
address security issues. Then, we will give a brief overview
of authentication and control access schemes in section V.
Finally, in section VI, we will present some principles of
securing network operations.

II. WSN SECURITY REQUIREMENTS

A. Energy saving

Given the limited energy of the sensors and deployment
conditions without human presence which often exclude the
possibility of replacing batteries, energy saving is a fundamen-
tal requirement for wireless sensor networks security. Indeed,
disturbing the operation of a WSN could consist in simply
setting up mechanisms contributing to exhaust the batteries
of the nodes so as to reduce their lifetime as well as that of
the network. Thus, many attacks are intended to exploit this
vulnerability. Therefore, energy conservation must be taken
into account in any implementation process of solutions for
sensor applications.

B. Data confidentiality

Data confidentiality deals with mechanisms which ensure
that information is only accessible to those authorized to
access. This means that the information transmitted by each
sensor node is only readable by the nodes to which that
information is addressed. For sensor networks, data confiden-
tiality is vital for most military, medical, industrial, and other
applications.

C. Data integrity

Data integrity refers to the state of data which, during
processing, storage or transmission, is not subjected to any
deliberate or accidental alteration or destruction. Data integrity
consists of four elements: completeness, accuracy, authenticity
and validity. Then data integrity is one of the basic security
criteria in information technology. It ensures that data is
not altered by an unauthorized user [3]. Since the collected
data should be sent to an operator, any alteration leads to
misinterpretation, hence the need for suitable WSN integrity
controls should be addressed in order to enhance accuracy
of data transmission and processing of important network
protocols such as routing, clustering, etc.

D. Availability

Availability is a security criterion which means that the
system must operate flawlessly during the expected ranges of
use and guarantee access to the services and resources with
the expected response time. The availability of an equipment
or a system could be translated as a performance measure that
is obtained by dividing the length of time that the equipment
or system is operational by the total time it would have been
desired to be. In WSN, It ensures that the network is ready to
operate properly and that the data are available. Then WSN is
threatened by malicious nodes, intruders, attackers, etc, which
could alter availability. Thereby, it is highly recommended to
set up security mechanisms to prevent this risk [4].

E. Authentication

Authentication refers to the process of confirming that a
principal is the one he claims to be. It concerns both sensor
nodes and data. Mutual authentication of nodes may help in
reducing malicious nodes to operate inside the network. The
use of authentication techniques also allows a recipient to
verify that received messages come from a reliable source
node. While the collected data must be sent to an end user,
it is then necessary to set up authentication policies to ensure
the authenticity of data.

F. Authorization

Authorization is the function that specifies access rights
to resources. Authentication and authorization should not
be confused because they are two different processes. After
authentication, the authorization determines the access rights
of the authenticated system to the accessed objects. Then, the
authorization techniques ensure that only authorized entities
communicates across the network. In the WSN infrastructure,
only communications between legitimate entities (nodes and
users) must be permitted. It is important to ensure that network
access is only possible for the authorized nodes, and also for
the users which only have the required rights. Consequently,
authorization mechanisms are also intended to block unautho-
rized access to the network.
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G. Data freshness

In sensor networks, the transmitted data are often derived
from regularly repeated measurements. Therefore, it is essen-
tial to be able to ensure that information is recent or not in
order to guarantee the reliability of WSN applications. Then
data freshness implies that the data is recent, and it ensures
that an adversary has not replayed old messages. The data
freshness is a security criterion which helps to fight against
replay attacks.

III. ATTACKS ON WSNS

In this section we describe a non-exhaustive but represen-
tative list of the most common and known attacks in WSNs,
which can be classified in two main categories: passive or
active attacks. A passive attack is one in which the intruder
eavesdrops but does not modify the message stream in any
way. An active attack is one in which the intruder may transmit
messages, replay old messages, modify messages in transit, or
delete selected messages from the wire [5].

A. Passive listening or eavesdropping

This attack consists of listening without altering the data
or the operation of the network. It is generally undetectable
but prevention is possible. Also called eavesdropping, it is a
network layer attack that focuses only on capturing packets
transmitted from the network by other nodes and reading the
data content in search of any type of information. This type
of network attack is generally one of the most effective as a
lack of encryption services is used.

B. Traffic analysis

The attacker analyzes the paths taken by the packets to
recover valuable information about the vulnerabilities of the
network. Traffic analysis can allow an attacker to know the
location of base stations or data aggregation nodes by locating
locations where the greatest number of packets pass through.

C. Man-in-the-Middle Attack

A Man-in-the-Middle attack [6][7] is an attack in which
the attacker intercepts information ex-changed between two
nodes. The two legitimate nodes think they are communicating
directly with each other and do not suspect the presence of the
intruder. This one could create and control a communication
channel to eavesdrop, analyze traffic, insert, and block arbi-
trary messages within it.

Fig. 4. Illustration of a Man-in-the-Middle Attack

The attacking node (A) relays messages between two legiti-
mate nodes (Si and Sj), creating the illusion that Si and Sj are
connected [Fig. 4]. The attacker (A) receives messages from
both Si and Sj and then creates a fake communication link
between Si and Sj . Both Si and Sj are convinced that they
are communicating directly without any intermediate node,
whereas in reality this is not the case. The Man-in-the-Middle
attack is a common threat during key exchange [6][7].

D. Hello flood attack

With a high power transmitter, an attacker performs a hello
flood attack by broadcasting Hello messages on reaching
certain network nodes which in turn will try to join the striker
who is actually out of range [Fig. 5]. A repetition of such
an attack would reduce energy nodes that will be forced to
unnecessarily respond to every request of the attacker.

Fig. 5. Illustration of a Hello Flood Attack

E. Flooding

In this type of attack, an attacker uses one or more malicious
nodes or a particular device which, in some cases, has strong
transmission power, to regularly send messages on the network
in order to saturate it. This is an active attack that is of
the same type as denial-of-service attacks in conventional
networks.

F. Replay attack

In a replay attack, an attacker intercepts the packets of a
valid session and then replays they later [Fig. 6]. A replay
attack is a form of network attack in which a valid data
transmission is maliciously or fraudulently repeated or delayed
[8].

Fig. 6. Illustration of a Replay Attack
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To illustrate this attack, one can consider as an example a
sensor network designed for fire detection purpose: if a first
case of fire is detected and then a sensor node sends an alert
packet to inform the control center, the attacker can register
this packet, even if it is encrypted, and then retransmits it later.
This will cause a new fire detection alert different from the
first one. This attack is possible if the packet does not contain
information concerning the sending date and time or if this
date is accessible and easily modifiable by an attacker.

G. Message insertion

The attacker seeks in various ways (using malicious nodes,
sending packets on the same radio frequency, etc.) to insert
messages into the network traffic. This attack makes it possible
to saturate, disrupt the network, or to deceive it by sending
false information.

H. Message alteration

A malicious node will retrieve a message and alter it,
adding false information (about the recipient, the sender, the
information itself) or modifying it.

I. Byzantine attack

The Byzantine attack is described in [9] where the authors
consider a WSN designed for the task of distributed binary
detection. Their network consists of n sensors, each making
an independent and identically distributed observation about
the State of the Nature (said H1 or H0). These observations
are successively delivered to a common fusion center for the
final decision on the underlying statistical hypothesis. In a
Byzantine attack [Fig. 7], malicious nodes which are referred
to as the Byzantines sensors [10] will cooperatively works
against the network by delivering data according to certain
fictitious distributions properly designed in order to impair the
detection capability of the fusion center [9].

Fig. 7. Illustration of a Byzantine Attack [9]

J. Wormhole attack

The wormhole attack [Fig. 8] is an attack in which an
attacker intercepts packets in one location and forwards them
to another location of the network. With this attack in the net-
work, non-neighboring nodes may believe they are neighbors,
which somewhat disturbing routing and clustering operations.

Fig. 8. Illustration of a Wormhole Attack

K. Sybil attack

In a Sybil attack [11], a malicious node holds simultane-
ously multiples identities in the network [Fig. 9]. This type
of attack can affect the clustering operations by choosing a
bad cluster head or the aggregation by distorting aggregation
results.

Fig. 9. Illustration of a Sybil Attack [11]

L. Sinkhole attack

In a sinkhole attack, an attacker compromises a node and
manages to make it attractive against other nodes [Fig. 10].
With this attack, the normal nodes can for each operation, send
data to the malicious node. The sinkhole attack is a particularly
severe attack which prevents the base station from obtaining
complete and correct sensing data [8].

Fig. 10. Illustration of a Sinkhole Attack

M. Black hole attack

In wireless sensor networking, black hole attack refers to
introduce malicious nodes in the locations where incoming
or outgoing traffic could be silently discarded or dropped,
without informing the source that the data did not reach its
intended recipient. In a black hole attack, the black hole nodes
themselves are often invisible [Fig. 11], and could be detected
by monitoring the lost traffic.
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Fig. 11. Illustration of a Black hole attack

N. Gray hole or selective forwarding attack

In this type of attack, an attacker can compromise a node
which could choose to forward messages or not. In the gray
hole attack the malicious node could act as a normal node and
then choose to drop some messages which are passing through
it, while transmitting other packets. In this case, important
messages might not reach their final destinations. This type
of attack can disrupt the normal operation of applications and
cause a possible denial of service (DoS).

O. Node Capture Attack

Most WSNs are often deployed in hostile areas that do not
allow human monitoring of all sensors. It is then quite possible
for an attacker to compromise a sensor. This node controlled
by the attacker will allow him to access the network to retrieve
sensitive information or to launch other attacks from this node.
Thus, in Node Capture Attack, an attacker physically takes
control of a sensor node and then compromises it so that stored
data become inaccurate or manipulated. Capturing a node
enables an adversary not only to get a hold of cryptographic
keys and protocol states, but also to clone and redeploy
malicious nodes in the network [8].

P. Sensor type specific attack

In this type of attack, an attacker modifies the physical
behavior of the sensor. For instance, he can light a flame
in front of a thermal sensor or light a lamp in front of a
light sensor to deceive sensing operation. For this purpose,
the compromised node will constantly send alert or continue
recording false information until its energy is exhausted.

Q. Attacks on pacemakers

More and more medical implants have wireless interfaces
to configure, store and retrieve information or remotely mon-
itor patients. Cardiac implants (defibrillators, pacemakers) are
good examples. Indeed, the pacemaker periodically emits
small electrical stimuli to the heart and the defibrillator emits
more powerful stimuli to restore a normal rhythm. Current
systems provide no security (access control, integrity, privacy).
Thus, an attacker can easily read the measured and stored data,
read patient data (name, physician), modify the parameters or
even disable the implant. So the attack on the pacemakers is a
perfect example of specific attack that could have a dramatic
effect on the patient’s health. This shows the dangerousness
of a lack of security control for medical sensors.

R. Jamming attack

In a jamming attack [Fig. 12], an attacker sends a powerful
radio signal that will interfere with the sensor signals in order
to disrupt legitimate communications and then cause a DoS
attack.

Fig. 12. Illustration of a Jamming Attack

Passive Attacks Active Attacks

Hello flood, Flooding
Passive Listening Replay, Message insertion, alteration

Man-in-the-Middle Man-in-the-Middle
Data (eavesdropping) (manipulation)

Traffic analysis Byzantine
Wormhole, Sinkhole, Black hole
Gray hole or selective forwarding

Sybil
Sinkhole

Black hole
Sensors Gray hole or selective forwarding

Node Capture
Sensor type specific

Attacks on pacemakers

Signal Jamming attack

TABLE I
PASSIVE AND ACTIVE ATTACKS

The figure [Fig. 13] lists WSN attacks related to each
security requirements.

There are many other possible attacks in sensor networks,
including attacks related to the top layer of TCP/IP applica-
tions such as repudiation, data corruption, hijacking session,
SYN flooding, location disclosure attacks, DoS, imperson-
ation, cryptographic primitive attacks, etc. As we can see,
WSN security remains a real challenge sometimes due to the
nature of deployment and sensors constraints. Several security
techniques are proposed, but it should be noted that some of
them are inappropriate. On the other hand, others seem well
suited to sensors. In the next section, we will see some security
primitives especially cryptography based mechanisms.

IV. SECURITY PRIMITIVES

As the number and type of attacks continue to increase,
several security mechanisms have been designed to address
this critical issue. In the following we present some of the
most common security solutions.
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Fig. 13. Attacks on WSNs

A. Symmetric Key Encryption Primitives

There are basically two types of symmetric key encryption
primitives: block ciphers and stream ciphers [12]. The block
cipher consists in dividing the data packet into small sizes.
In WSN, this will help in managing energy consumption
and ensure data security. For the stream cipher, instead of
dividing data into small blocks, the algorithm treats them in a
linear way, bit by bit, and takes into account of any data length.

The Advanced Encryption Standard (AES) algorithm is part
of the block cipher encryption family. It uses fixed 128 bits
blocks for providing keys of 128, 192 and 256 bits length.
This algorithm consists of a sequence of substitutions and
permutations. It uses a 4x4 matrix initialized with the value
of the encryption code which is changed at every round. For
encryption, each round corresponds to a sequence of four
steps [12]: AddRoundKey, where the subkey is combined
with the state using the XOR operation, SubBytes, where each
byte in the state is replaced with its entry in a fixed 8 bits
lookup table, ShiftRows, where bytes in each row of the state
are shifted cyclically to the left, and MixColumns, where each
column of the state is multiplied with a fixed polynomial c(x).

Fig. 14. AES SubBytes step

The PRESENT [13] algorithm is an ultra-lightweight block

cipher encryption which works on 64 bits blocks and produces
keys of 80 and 128 bits length. For better implementation, the
authors advocate the use of 80 bits key length. This algorithm
takes place on 31 rounds. For each round, it performs an XOR
operation to introduce an intermediate key Ki, 1 → i → 32.
Each round consists of [13]:

• addRoundKey. Given round key Ki = ki63 · · · k
i
0 for 1 →

i → 3 and current state (STATE) b63 · · · b0, addRoundKey
consists of the operation for 0 → j → 63 :

bj → bj ⊕ kij

• sBoxlayer. PRESENT uses a substitution table (S-box) of
4 bits to 4 bits given in [13]. In this part of the algorithm,
the current state b63 · · · b0 is considered as sixteen 4 bit
words w15 · · ·w0 where
wi = b4∗i+3‖b4∗i+2‖b4∗i+1‖b4∗i, 1 → i → 15.

• pLayer. In this part, the algorithm perform simple trans-
lations of operations by moving the bit number i to the
position of P (i) where P is defined by :

P (i) =

{

i ∗ 16 mod 63, i ∈ {0, · · · , 63}
63, i = 63

.

The Skipjack encryption algorithm is a 64 bits block cipher
with 80 bits key length. It performs 32 rounds following two
rules named A and B. Each rule represents a series of steps
forming a ring according to a linear key permutation G [12].
The algorithm follows the structure of a Feistel network [Fig.
15] and is used in TinySec [14].

Fig. 15. Feistel Network operations

Rivest Cipher 5 (RC5) is also a block cipher algorithm
which works with blocks of 32, 64 and 128 bits. It produces
keys length between 40 and 2040 bits and performs in a
number of rounds up to 225. Encryption consists of three
operations into two registers [12]: an integer addition, a
XOR operation and a variable rotation. For encryption, it is
suggested to use 64 bits blocks, 20 rounds and 128 bits key
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length.

There are many other block cipher algorithms such as:

• Blowfish: 64 bits blocks, key length from 32 bits up to
448 bits.

• Twofish: 128 bits blocks, key length of 128, 192 or 256
bits.

• Tiny Encryption Algorithm (TEA): 64 bits blocks, 128
bits key length.

• Puffin: 64 bits blocks, 128 bits key length.

As for stream encryption algorithms, there is Rivest Cipher
4 (RC4) which is popular, but it has vulnerabilities and has
been the object of successful attacks. Then RC4 should not
be used in new applications [15]. For these reasons, the eS-
TREAM project, part of the ENCRYPT network of excellence,
was created to promote new stream cipher systems that can
meet both security and constraints related to the software and
hardware implementations. The eSTREAM project takes into
account two types of profile for different applications:

• Profile 1 which contains stream ciphers more suitable for
software applications with high throughput requirements.
This profile portfolio contains the following ciphers: HC-
128, Rabbit, Salsa20/12 and SOSEMANUK.

• Profile 2 stream ciphers which are particularly suitable
for hardware applications with restricted resources such
as limited storage, gate count, or power consumption
[16]. This profile portfolio contains: Grain v1, MICKEY
2.0 and Trivium.

Salsa20/12 stream cipher supports 128 and 256 bits key
length. During operation, the algorithm performs 12 rounds
and uses bit addition, bit rotation, bitwise XOR and modulo
232 operations. The algorithm is reputed to be simple,
scalable and easy to implement on modern microprocessor
architectures.

In profile 2, Grain and Trivium are the more accepted ones
and have been reported as the most suitable for constrained
devices [15]. The initial version of Grain used a key length
of 80 bits and an initialization vector of 64 bits. The revised
specification, Grain v1, described two stream ciphers: one for
80 bits key length (with an initialization vector of 64 bits)
and another for 128 bits key length (with an initialization
vector of 80 bits). As for Trivium algorithm, it uses a 80
bits key length and an initialization vector of 80 bits; its
secret state has 288 bits, consisting of three interconnected
non-linear feedback shift registers of 93, 84 and 111 bits
length, respectively [16].

Table II represents a summary of the symmetric encryption
algorithms cited in this paper.

B. Asymmetric Key Encryption Primitives

Asymmetric cryptography, also known as Public Key
Cryptography, is deemed as a secure cryptographic system

Algorithm Structure Key
size
(bits)

round Cipher
type

AES Substitution and Permutation 128,
192,
256

10,
12,
14

Block

PRESENT XOR and translation 80,
128

31 Block

Skipjack Feistel network 80 32 Block

RC5 Rotation 40 to
2040

255 Block

Blowfish Feistel network 32 to
448

16 Block

Twofish Feistel network 128,
192,
256

16 Block

TEA Feistel network 128 64 Block

RC4 - 40 to
2048

256 Stream

Salsa20/12 Rotation and binary opera-
tions

128,
256

12 Stream

HC-128 Shift register 128 - Stream

Rabbit Shift register 128 - Stream

SOSEMANUK Shift register 128
to
256

- Stream

Grain v1 Shift registers 80 to
128

- Stream

MICKEY 2.0 Shift registers 80 - Stream

Trivium Shift registers 80 - Stream

TABLE II
SYMMETRIC ALGORITHMS PRIMITIVES

due to the robustness of algorithms. RSA that is used
extensively in confidential data exchange is an example of
asymmetric cryptography. Due to high demands in terms
of calculation capabilities, asymmetric algorithms such as
RSA are not applicable in WSN networks which have the
constraints of limited processing resources.

Elliptic Curve Cryptography (ECC) is a cryptographic
public key system based on mathematics elliptic curves.
The main advantage of ECC is the use of small key sizes
unlike RSA [17] or ElGamal. It is defined by an equation
of the form y2 = x3 + ax2 + b over finite fields Fp (of odd
characteristic) or F2m (of characteristic two) [12]. ECC is
based on the discrete logarithm problem which is considered
as difficult. Knowing a and c, the problem is to find b such
that ab = c [12]. ECC uses points on an elliptic curve to
derive a 160 bits public key which gives the same security
level as a 1024 bits RSA key [17].

The Merkle signature scheme (MSS) is a cryptographic
system using the hash functions. The system is used to sign
a limited number of messages with a single public key pub.
The number of possible messages must be a power of two,
as 2n, n > 0. Initially, 2n public and private keys Xi and
Yi are generated. The algorithm then uses a hash function
h to construct a binary tree whose leaves are the values
of the function h applied to the 2n private keys generated.
Each node is a concatenation of its two children and the root
gives the public key [18]. To sign a message M with MSS,
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the message M is first signed with a one-time signature
scheme and any pair (Xi, Yi), the result in a signature sig′.
Then, for a given leaf i, the algorithm calculates the route
A0 . . . An that leads to the root and authj is the brother of
node Aj in the tree. The signature of M is then given by
sig = (sig′‖auth2‖auth3‖ · · · ‖authn−1). The verification
of the signature by the recipient will be made following a
hash of the public key in sig′, followed by a back up to the
root via the same path used when signing the message.

The Identity-Based Cryptography (IBC) algorithm intro-
duced by Shamir in 1984 attracted much attention in WSN
applications. It eliminates the necessity for checking the
validity of certificates in traditional public key infrastructure
(PKI). Its main idea is to make an entity’s public key directly
derivable from its publicly known identity information (e.g.
an email address, a telephone number, etc.). Using its master
key, a private key generator (PKG) computes then a private
key for each user. IBC is particularly suitable for power
constrained devices such as sensor nodes. The absence of
certificate eliminates the costly certificate verification process
[19]. An IBC scheme is composed of four algorithms [20]:

• Setup : Given a security parameter x ∈ Zq to this
algorithm, it outputs system parameters PP and a master
secret Ms. The master secret is only known by the PKG.

• Key Extraction : Given a user’s identity IDi and the
master secret Ms to this algorithm, it outputs the private
key dIDi

. IDi , dIDi
, and PP are prestored in a sensor

node before deployment.
• Signature Generation : Given the message m ∈ M and

the private key dIDi
, this algorithm outputs the signature

σ.
• Signature Verification : Given a message m ∈ M, the

signer’s identity IDi, signature σ, and system parameters
PP , this algorithm returns valid (1) or invalid (0).

The Setup and Key Extraction processes are executed before
the deployment of the sensor network. The sink node or the
base station usually takes the role of a PKG and performs the
initialization process through Setup and key generation through
the Key Extraction process.

C. Hash function primitives

A cryptographic hash function H takes an input of variable
size and returns a hash value of fixed length while satisfy-
ing the properties of preimage resistance, second preimage
resistance, and collision resistance [21]. The hash functions
such as SHA-1, SHA-2 and MD5 are popular but because of
sensors constraints, such solutions are not suitable for WSNs.
So, lightweight hash functions based on the PRESENT block
construction [13] are proposed for the specific needs of WSN
applications:

• The DM-PRESENT hash function takes as input 80 and
128 bit key and returns a 64 bit encryption. The procedure
uses a Devies-Mayer construction and updates each time
a 64 bits chaining variable Hi as H ′

i = E(HiM) ⊕ Hi

[21], when E is a PRESENT encryption.

• The H-PRESENT hash function takes as input two 64
bit variables H1, H2 and a 64 bit block message M ;
noted by the triplet (H1, H2,M). The function returns
a pair (H ′

1, H
′

2) when H ′

1 = E(H1, H2‖M) ⊕ H1 and
H ′

2 = E(H1 ⊕ c,H2‖M) ⊕ H1 [21]. E is a 128 bit
encryption with PRESENT and c a nonzero constant.

The SQUASH algorithm is another hash function primitive
which is proposed by Shamir in [22] for RFID tags by adopting
a challenge-response authentication. In this protocol, the tag
and the reader share a secret key S. The reader issues a random
challenge R, and the tag responds with the value H(S,R)
where H is some publicly known hash function. This value
is independently computed by the reader, which accepts the
authentication if and only if the computed and received values
are the same [22].

V. AUTHENTICATION SCHEMES IN WSNS

WSNs collect environmental data, process and store, and
finally send the data to users on demand or following detection
of an event [23]. This underlies that the WSN offer services
to the users, hence the need to define user authentication
methods. In the other hand, hackers can easily inject their
own data in a sensor network. To ensure data security, the
sensors must authenticate data they received from a source
before any operation. Furthermore, authentication schemes
enable a recipient to verify that data was sent from a trusted
source [24]. In addition to user authentication protocols, node
authentication protocols must also be integrated into WSN,
in order to ensure the authenticity of new nodes which need
to access to the network. Sensor networks are comprised of
hundreds of nodes that are dispersed in the nature to collect
information. Because of their limited resources or attacks,
some sensors may be lost during the evolution of the network.
To extend the life of the network, the deployment of new
authenticated nodes becomes necessary [25].

A. Dynamic user authentication based on hash functions

In [26], Wong et al. propose a dynamic user authentication
scheme based on hash functions. The protocol consists of
three phases: Registration, Login and Authentication. The
protocol allows any legitimate user to query data from all
sensors. Furthermore, only simple operations are used during
the three phases. This helps in optimizing sensor resources.

The Tseng et al. [27] scheme is an improvement of
Wong et al. scheme and takes place over four phases :
Registration, Login, Authentication and Password change.
The authors demonstrate that the Wong et al. scheme has
some vulnerability such as replay attacks, forgery attacks,
too much trust granted to the gateway node and no password
change procedure. This scheme does not only fix the
weaknesses but also enhances the security of Wong et al.

scheme by allowing a legitimate user to change their password.
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As for Vaidya et al., they propose a user authentication
scheme [28] that takes place on four phases: Registration,
Login, Authentication and Password changing. They show
some vulnerabilities of Tseng et al. scheme related to the
replay and man-in-the-middle attacks. Their scheme adds
protections against the replay, forgery and man-in-the-middle
attacks but also provide mutual authentication between regular
nodes and gateway nodes [28].

In [29], Faye et al. propose another authentication scheme
based on a probabilistic analysis of the DoS attack risk. They
show some vulnerability of Vaidya et al. scheme related to
the DoS and timestamp forgery attacks and then propose a
solution for solving these weaknesses. Such as the Vaidya et
al. scheme, this solution takes place on the same phases.

B. µTESLA: an authentication scheme based on message

broadcasting

Perrig et al. [24] propose a broadcast message authentication
scheme named µTESLA. The difficulty of applying a digital
signature in WSNs led the authors to adopt the symmetrical
cryptography combined to an asymmetric approach. µTESLA
requires that the base station and the regular nodes are time
synchronized. To send an authenticated packet, the base
station simply computes a message authentication code
(MAC) on the packet with a key which is secret at this
moment. When a node receives a packet, it can verify that
the corresponding MAC key was not yet disclosed by the
base station (based on clock synchronization, its maximum
synchronization error, and the time schedule at which keys
are disclosed) and stores the packet in a buffer. When a node
receives the disclosed key, it can easily verify the correctness
of the key. If the key is correct, the node can now use it to
authenticate the previous packet stored in its buffer.

In [30], Liu et al. propose a practical broadcast authenti-
cation scheme based on Merkle tree to address weaknesses
of µTESLA by solving the problems of scalability and DoS
attacks. In µTESLA, during the key disclosure period, a node
can be flooded with fake packets that it store in its buffer. In
this algorithm [30], any delayed packet in the authentication
process is deleted in order to prevent from DoS attacks.
This solution also allows multiple simultaneous transmissions,
unlike µTESLA in which only the base station is supposed
to broadcast the messages.

C. Mutual authentication and key agreement schemes

A user authentication and key agreement scheme is
described in [31] where Turkanovic̀ et al. propose a solution
for heterogeneous networks composed of a gateway node and
sensors nodes. The scheme ensures significant features like
mutual authentication, password security, single registration,
key agreement, high security and low computational costs.
They use symmetric cryptography combined with hash
functions to optimize sensor resources. It takes place in five

phases: Pre-deployment, Registration, Login, Authentication
and Dynamic node addition.

Amin and Biswas [32] pointed out some vulnerabilities
of Turkanovic̀ et al. scheme such as off-line identity
guessing attack, off-line password guessing attack, node
impersonation attacks and inefficiency in the authentication
phase. They present a novel architecture based on remote
user authentication and key agreement protocol for nodes
which want to access the network. The protocol takes place in
several phases such as System setup, User registration, Login,
Authentication, Password update and Dynamic node addition.
It claims to resolve Turkanovic̀ et al. security weaknesses.

In [33], Lu et al. show the vulnerability of the Amin
and Biswas scheme related to the eavesdropping attack and
then propose a mutual authentication and key agreement that
prevents an adversary to get sensitive data. Their protocol
provides mutual authentication and is claimed to be resistant
to insider attacks, DoS attacks and sensor node impersonation
attacks. It consists of a five phases: User registration, Sensor
node registration, Login, Authentication and key agreement
and Password change.

D. Access control in wireless sensor networks

Zhou et al. propose an access control scheme based on
ECC [25]. The protocol restricts access to the network
for malicious nodes and runs on two main phases: a pre-
deployment phase and an authentication phase. The scheme
uses a certificate authority (CA) that attribute certificates to
the new nodes which need to access to the network. In the
certificate, the node ID information and its bootstrapping time
are signed by CA’s private key to add integrity protection, so
that adversaries cannot falsify the ID and the bootstrapping
time. When the new node is deployed into the sensor
network, it can show its certificate to its neighbors. The
neighbors can verify the ID and the bootstrapping time with
the CA’s public key. A new node can be accepted into the
sensor network if and only if it has a correct identity and its
bootstrapping time is within a tolerance period of current time.

In [34], Huang propose an access control protocol using
the concept of time bound in which, once time period has
elapsed, the sensor node cannot access any data for future
time period. Unlike the Zhou et al. scheme in which the
authors assume that each sensor node can sustain a tolerance
time interval before it is compromised, this scheme delete
this assumption by dividing the time duration of the network
into t periods, numbered 1, 2, · · · , t. The scheme uses ECC
and is resistant to the Sybil and Wormhole attacks.

Table III shows for each authentication scheme its vulner-
abilities in relation to some of the attacks presented in the
section III. In this table, the X indicates that the scheme does
not withstand the attack in question.
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Scheme Sybil Wormhole Sinkhole Hello Flood Select. Forw Jamm. Replay Node Capt.

Perrig et al.[24] X X
Zhou et al.[25] X X X X
Wong et al.[26] X X X X
Tseng et al.[27] X X X
Vaidya et al.[28] X X
Faye et al.[29] X X
Liu et al.[30] X X X

Turkanovic̀ et al.[31] X X X X X
Amin-Biswas[32] X X X X

Lu et al.[33] X X X
Huang et al.[34] X X X X

TABLE III
AUTHENTICATION SCHEME VULNERABILITIES RELATED TO SOME OF THE ATTACKS.

VI. SECURING NETWORK OPERATIONS

In this section we discuss about some of the many principles
of securing network operations such as the neighborhood
discovery process, routing protocols, clustering schemes, re-
dundancy and load balancing techniques, data partitioning.

A. Security of the neighborhood discovery process

One of the main advantages of the WSNs is the ability of
the nodes to self-organize in a hostile environment to collect
the data. The discovery of neighbors is often a preliminary
step for most network operations. The neighborhood of a
node X is considered as being the set of the nodes which are
located in the transmission range of the node X. The security
of the neighborhood discovery process is very important
because an attacker can disrupt this operation by causing two
nodes, which are not in the same neighborhood, to believe that
they are neighbors or by preventing two real neighbor nodes
from becoming neighboring. Many neighborhood discovery
security protocols are proposed. The basic approach is the
use of distance in which the distance between two nodes
is calculated by measuring the crossing time of the signal
between the two nodes. These two nodes are considered to
be neighbors if the computed distance is less than the radio
signal of the nodes.

Wormhole attacks are the main threats of neighbor discovery
protocols. An attacker can easily implement a wormhole attack
without the need of breaking cryptographic keys. So, in [35],
the authors propose a neighbor discovery scheme based on
localization which resists wormhole attack.

SEDINE [36] is another protocol for securing the neigh-
borhood discovery operations. Based on the listening of com-
munications between nodes, SEDINE relies on two phases:
neighbor discovery and neighbor verification. The SEDINE is
described as a good scheme which can be applied in routing
operations. An analysis done in [37] shows that this protocol
prevents two non-legitimate neighbors from being considered
as neighbor nodes. Nevertheless its main drawbacks are the
fact that it is vulnerable to Sybil attack, and it does not allow
to protect itself when a malicious node prevents two legitimate
neighbor nodes from becoming neighbors [37].

B. Securing routing protocols

Most of the proposed routing protocols aim to optimize the
resources of the sensors and are not security-oriented. With
the many attacks that can arise during the routing process,
it is essential to set up reliable means of securing routing
protocols. In [38], Deng and al. propose a secure routing
protocol called INSENS. The main idea is to allow the base
station to construct for each node a routing table which will
then be transmitted to the node in a secure manner. This
protocol is based on three principles [38]:

• using of multiple paths in order to be resistant to attacks,
• optimizing the resources of the nodes by computing all

the heavy operations at the level of the base station which
holds greater capacities than the other sensors,

• limiting the attacks by adopting authentication mecha-
nisms with symmetric keys between the base station and
the other nodes.

To prevent the WSN from DoS attacks, no node is allowed to
transmit messages on the entire network; only the base station
is authorized to do so. The base station uses a hash function to
generate a key sequence to avoid incorrect routing paths that
may be caused by a malicious node. The protocol takes place
in two phases: the paths discovery and the data transmission.

INSENS has many advantages for secure routing in WSNs.
However, its main disadvantage is the fact that the base
station fulfills many responsibilities. Then compromising of
such a node will allow an attacker to gain a total control of
the network. Furthermore, it can happen that only one route
exists between two nodes and in this case compromising this
route could disrupt communications.

As for the ARIADNE protocol [39], Hu and al. propose
on demand routing protocol in which a node proceeds to
the route discovery if and only if it has packets to transmit
[39]. ARIADNE relies on the TESLA authentication protocol
to guarantee the authenticity and the freshness of the data.
Moreover, this scheme prevents from DoS attacks and nodes
compromising, and then guarantees the efficiency of paths
discovery. The ARIADNE protocol is based on symmetric
cryptography to ensure security of communications. It takes
place on two phases: the paths discovery phase and the routing
maintenance phase. During the discovery process, each node
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adds its own address and a calculated message authentication
code (MAC) with its key. This ensures the integrity by
preventing an attacker from modifying the routing data.

C. Clustering formation process

Clustering in wireless sensor networks is a means of iden-
tifying a subset of nodes in the network and assigning it a
cluster head that will be responsible for specific tasks such as
routing or data aggregation process. Thus it makes it possible
to reduce the complexity of the routing algorithms, to optimize
the medium resource, to facilitate data aggregation, to simplify
network management (in particular address assignment and
cryptographic keys management), to optimize energy expen-
diture, and finally to make the network more scalable.

Fig. 16. WSN Clusters

As clustering is an effective means of reducing the energy
consumption of the sensors, many cluster based routing proto-
cols are proposed. In addition to attacks against routing proto-
cols, clustering protocols may also be vulnerable to other types
of attacks. An attacker may attempt to disrupt the clusters
formation process in such a way that some nodes integrate
inappropriate clusters. Moreover, a compromised cluster head
could disrupt network operations: it can choose to relay data
to a bad recipient; it can also choose not to relay the packets; it
can also choose to send falsified data toward the base station,
and so on. Therefore it is essential to take into account security
to form appropriate and energy efficient clusters. In [40],
Zhang and al. propose a key management scheme designed
for dynamic cluster formation. Their algorithm uses a hash
function and is resistant against attacks on cluster heads. This
mechanism also includes, a phase of updating the keys after a
certain time. Another WSN key management protocol is also
described in [41]. For this last one, three types of keys are
used: a secret shared key between a pair of regular nodes,
a secret shared key between a cluster head and each node
within its cluster, and a third secret shared key used for
communications between a cluster head and any other given
node.

D. Redundancy and load balancing techniques

Redundancy and load balancing mechanisms are primary
solutions that respond to the availability security require-
ment. Often used in routing and clustering algorithms, these
techniques significantly improve the network efficiency by
extending its lifetime and decreasing the overall packet loss

rate. The load balancing also helps evenly splitting the load on
all nodes in the WSN. So there are major efficiency benefits
that stem from load balancing which helps in guaranteeing
a better quality of service by increasing the availability and
the capacity of the network [42]. For example, using multiple
redundant routes between a source and a destination will
require the attacker to explore all possible routes to be able to
discover the complete information.

E. Data partitioning

Data partitioning is a solution to prevent the retrieval of
information in the WSN by partitioning data. If a sensor
has to send information, it will cut it into several fixed
small packet sizes. These packets will be sent on different
paths toward the base station that collects them in order to
reconstruct the original information. This mechanism obliges
an attacker to retrieve all the packets if he wants to retrieve
the information. He must also be able to listen to the whole
network, to recover the different packets which pass through
different paths. However, this solution has the drawback to
considerably increase energy consumption because it involves
more transmissions and a large number of nodes for routing
information (split into small packets) to the base station.

VII. CONCLUSION

Constraints on the sensors naturally lead to specific attacks
aimed at exploiting the vulnerabilities of the nodes and
the network. Moreover, sensor networks are also subject
to most of the attacks carried out in other conventional
networks. In this paper, we have reviewed attacks on WSNs,
before presenting few security solutions. Authentication is an
important security requirement in most of the applications
and especially in wireless sensor networks. In WSN, one
of the main goals is to guarantee access to the network
only for legitimate nodes while prohibiting malicious nodes
from entering it. Furthermore, mechanisms that ensure data
integrity in the network help to have a greater accuracy in
order to taking good decisions.

In a more general way, related security issues in WSN
are numerous and complex. This complexity is most often
linked to the constraints on the sensors. Indeed, the sensors
are characterized as entities that have low memory storage,
low computing power and low CPU performance. Because
of these limitations, classical cryptographic solutions which
require many calculations in the encryption and decryption
operations become unsuitable for this type of network.
That is why there are works on lightweight cryptography,
which concerns the science of small cryptography keys.
Nevertheless, as we can see in this report, it is still found that
many works continue offering relatively long cryptography
keys with respect to the size of the protected data without
caring about energy over-consumption [43].

Finally, it is also noted that most of the existing solutions
remain vulnerable to certain attacks.
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